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�Section 1.	UNIXWARE DOCUMENTATION



UNIXWARE 2.03 DOCUMENTATION ROADMAP



This summary is provided to help the administrator and users of the UnixWare operating system navigate through the manuals included with this system.  Following the descriptions of each manual are some suggested reading references for more in-depth discussion of topics and commands.  Much of this material covers use from the “Desktop” and is only applicable when operating from the console or an X-terminal.





Note:

The following discussion on UnixWare documentation describes the documentation as it was shipped with UnixWare 2.03 in early 1996.  It is important to note that as UnixWare is updated, manuals may be updated as well.  Future revisions of this document will include updated references to any new manuals.





UnixWare 2.03 Manuals 



UnixWare 2 Installation Handbook

UnixWare 2 Desktop User Handbook

UnixWare 2 System Owner Handbook



Manuals in Detail:



UnixWare 2 Installation Handbook guides the user through the process of installing UnixWare.  Although a good reference, you can refer to this guide for most of the information you will need when loading or re-loading your system.



UnixWare 2 Desktop User Handbook includes how to use the UnixWare Desktop.  This is a graphical user interface (GUI).  At this time, use of a GUI in typical field office configurations is limited to the console.  Information is provided on how to work with DOS and UNIX system applications and utilities you have installed on your UnixWare computer.  The User Handbook includes sections on how to install third-party applications, set up your UnixWare system, and customize the Desktop.



Suggested Reading in the UnixWare 2 Desktop User Handbook:



Chapter 2 - UnixWare Basics  explains how to manipulate windows and work with other window features.  Users who are not familiar with a window-based operating system should read this to become more familiar with this type of environment.



Chapter 3 - Using On-line Help and Documentation.



Note:

At this time only the manager login has been configured to run the Desktop.



UnixWare 2 System Owner Handbook describes basic administration concepts and procedures as well as providing a description of different methods of system administration provided by UnixWare 2.03.



�SECTION 2.  SOFTWARE INSTALLATION



Note:

A new Informix and IQ Report Writer are required for the UnixWare 2.03 operating system.  These software packages are being distributed via the ÒFOCS 3.1 for UnixWare 2.03Ó CD-ROM.  Please  refer to the readme file on the CD for more information.



Part 1.	INSTALLING WORD VERSION 5.X



Reference:  MS-Word Installation Guide



Login as root.



Set the SCOMPAT variable to 3.2 to allow Word to install through custom on the UnixWare 2.03 system:  



Type:

SCOMPAT=3.2;export SCOMPAT <Enter>



The following link commands must be issued before starting the installation of Word:



Type:

ln /dev/dsk/f0t /dev/install <Enter>

ln /dev/rdsk/f0t /dev/rinstall <Enter>



Type:	

custom <Enter>



The system displays:

1. Add a Supported Product



Select a set to customize or enter q to quit.



Type:

1 <Enter>



The system displays:

Installing custom data files...

Insert distribution volume 1 and press <ENTER> or enter q to quit.



Place your Microsoft Word Software disk Volume 1 into the disk drive and press:

<Enter>



When the list of options appears, choose to install one or more packages by typing:

1 <Enter>



Install all Word packages by typing:

ALL <Enter>



The diskette inserted above should still be in the disk drive.  When prompted to Insert Microsoft Word Volume 1, press:

<Enter>



Remove and insert diskettes as prompted until all disks are installed.



A list of printers will now appear.  Enter the number that appears next to the printer(s) you will be using.  For example, to choose the Genicom 3024 printer, type:

99 <Enter>



An asterisk will appear next to the printer number you select.  (For more information, refer to the Printer Information for Microsoft Word reference manual.)



If the printer you wish to use is not on the first screen, type:

n <Enter>



for the next page.  Continue pressing n until you find your printer number(s).



The printers commonly used by NRCS and the appropriate number used by Word are:



Common NCRS Printers��Name�Printer Number�Description��epsonmxg�99�for Genicom 3024��hp3�118�for HP LaserJet III��hplasms�168�for HP LaserJet II��ibmpro�195�for IBM Proprinters��ibmproxl�197�for IBM Proprinter XLs��postscrp�275�for ANY PostScript printers��

Note:

The Customization Software will install the hp4.PRX printer file for the hp4 or hp5 LaserJet series printers.



When all the printers have been selected, type:

c <Enter>



The system displays:

Configuring selected printer tables.  One moment please...



When asked to enter your serial number and activation key number, get the SCO Product Activation Key Card that came with your Word software.  Enter the appropriate numbers when asked; for example:

9999 <Enter>



Note:

Write the serial number and activation key number on one of the diskettes in case the card is lost or destroyed (for future installation needs).



The system displays:

Configuring Microsoft Word files...

Checking for X Runtime System which is required for ODT Word Support.



When the list of options reappears, type:

q <Enter>



You will be returned to the # prompt.  You may continue to install more software packages or press <CTRL+D> to exit from root.



The Customization Software (that is installed using instructions in Module 4, Section 3) will make modifications to the /usr/bin/word file to start word with different options, depending upon the terminal type used.  These options have been tested and work with the various term types set and will eliminate some problems that have existed with word on prior versions of UnixWare.



The Word executable file will be altered based on the following configurations.



Word Startup Options��Option�Description��-a�Use non-SCO Driver (AT&T)��-c�Do NOT display the initial Word Copyright screen��-k�Use NON-PC Scancode mode��-n�Do NOT allow Library Run (locks up the system console)��-p�Use PC Scancode mode��



Terminal Types and the Options Word Uses to Start��Terminal Type�Word Option��xterm termtype�${WORDPROG} -c $*��Scancode termtypes (e.g., 605, 705)�${WORDPROG} -acp $*��Non-Scancode termtypes (e.g., PC52)�${WORDPROG} -ack $*��Console termtype (AT386)�${WORDPROG} -acn $*��Other termtype�${WORDPROG} -ac $*��



Part 2. INSTALLING LOTUS VERSION 1.1



Note:

These instructions are for Lotus 1.1, and do NOT apply to earlier or later versions released.  Please refer to the Lotus Installation and Configuration Guide that came with your software for supplemental installation information.



Since Lotus Version 1.1 is a License software package, it has to be licensed to ONE machine and only ONE login name on that machine.  It is suggested that you add a user ID that ALL users use to access Lotus.  (e.g. , add a user called “lotus” with a home directory of /usr/lotus).



Login as root.



Type:

custom <Enter>



The system displays a menu with a list of options to install:

1.	Add a Supported Product



(You may see other options displayed as well, depending on your system).



Type:	

1 <Enter>



Insert the Lotus Volume 1 disk and press <Enter>



When the list of options appears, choose to install one or more packages:

Type:

1 <Enter>



The following message appears on the screen:

Enter the package(s) to install or q to return to the menu:



Type:

ALL <Enter>



The following message appears on the screen:

Insert the Lotus 1-2-3 for UNIX System V volume 1 and press <Return> or enter q to return to the menu:



Insert the first Lotus disk (volume 1) and press  <Enter>



The following messages appear on the screen:

Extracting files....

Installing packet sub-sets.  BASE SMP MAN X11 CAT DLN

The following product will be installed:

Lotus 1-2-3 for UNIX System V



Multi-user Edition Version 1.1

(Copyright information)



Do you want to continue? [y/n]



Type:

y <Enter>



A Lotus Installation screen appears.  Read this information and type: 

y <Enter>



Disk Space information is displayed with system requirements.  The installation should take approximately 40 minutes.  The system displays:



Do you want to continue? [y/n]	



Type:

y <Enter>



The following message appears on the screen:



Select your Operating System:



NOTE:	See the Release Notes to ensure that your particular version of the Operating System is supported.



 (1)	AT&T/USL/NCR System V Release 4

 (2)	AT&T System V Release 3.2

 (3)	ISC UNIX System V Release 3.2

 (4)	SCO UNIX/OPT/MPX

 (5)	SCO Xenix



Please enter 1,2,3,4 or 5 => 



Type:

1 <Enter>



You are installing Lotus 1-2-3 for UNIX System V on AT&T/USL/NCR System V Release 4.

Is this correct?[y/n]



Type:

y <Enter>



The following messages appear on the screen:



For this system, the suggested destination directory is:

/usr



You may specify a different destination directory or press RETURN to use the suggested directory.  (All files will be installed under this directory and therefore, you must have write permission for this directory):



Press <Enter>



The following messages appear on the screen:



Ready to install Lotus 1-2-3 for UNIX System V version 1.1 in directory /usr



Base directory is /usr/lotus



Is this correct? [y/n]



Type:

y <Enter>



The following message appears on the screen:



Extracting Software



Please insert Lotus 1-2-3 for UNIX System V Volume 1



Note:

Diskette should already be in the drive.



Press <RETURN> when ready: 



Press <Enter>



Do this for all the Lotus 1-2-3 Installation diskettes.  The system will display files as they are copied in.  When all of the information has been read from the disks, the following messages appear on the screen:



---You may remove the last diskette---



Installation continuing, please wait......



UX:unpack: INFO: /usr/lotus/123.v11/sysV386/lib/123.o: Unpacked



Creating the 1-2-3 executable. . . . . . .Done



Enter the system name of the authorized machine.

This is the only machine licensed to use this copy of 1-2-3

Make sure that your entry matches the machine’s system name exactly.



System Name:  UNIX_SV  <Enter>



Note:

Make sure you enter UNIX_SV.  This is the system name for UnixWare.



The following message appears on the screen:

Enter the login name of the authorized user.  This will be the only user licensed to use this copy of 1-2-3.  Make sure that your entry matches the user’s login name exactly.



Login name: lotus  <Enter>



Enter the name of your company:



Type:

NRCS  <Enter>



The following message appears on the screen:

The following information will be permanently recorded.  Please check to make sure that it is correct:



System Name: UNIX_SV

Login name: lotus

Company: NRCS



Is this correct?  [y/n]



Type:  

y <Enter>

Do you want to display the On-Line Release notes? [y/n]:



Type: 

n <Enter>



Creating setup123 executive...

Install:	****setup123 executable successfully created ****



Do you want to copy the ‘123’ and ‘setup123’ commands to another directory that is included in your search path  (e.g, /usr/bin) [y/n].



Type:

y <Enter>



To accept the default directory /usr/bin press <Enter>



The following message appears on the screen:

Install : ****Installation Completed****



Lotus 1-2-3 has been successfully installed on your system.

After running ‘setup123’, you can execute 123 by typing the full path name:



/usr/bin/123



You can avoid typing the full path name by modifying your search path to include the following entry:



/usr/bin



After you modify your search path, the next time you log in to your system, you will be able to run 1-2-3 by typing: 123

Do you want to run ‘setup123 -s’ now?



(Note:  ‘setup123’ must be run to set up system defaults prior to any users running ‘setup123’ for the first time.)  [y/n]  	



Type:

y <Enter>



Note:

Each user license will have to execute setup123 at their login prompt to setup 123 with the correct configurations.



The Setup Program Screen with instructions is displayed.  Read the instructions and press <Enter>.



The Main Menu is displayed; select the following choices:



Select All Setup 123 Options



Do you want to use a printer?

YES



Select your printer manufacturer:

Choose your printer 



Select your printer model:

Choose your printer



Do you want to use another printer?

Answer accordingly



Do you want to display graphs?

YES



Choose graphics display driver:

Enhanced Graphics EGA



Select an EGA screen display mode:

80X25



Select display character set:

US ASCII



Select country driver:

USA-English



Select a sort order:

Answer accordingly



Select file system character set:

US ASCII



Select default DOS Codepage:

None



Select language for prompts and menus:

International English



Choose language for help:

International English



Select default file name node:

Answer accordingly



Select your keyboard?

No, use default



Setup Successful....



Your setup selections are saved in: /usr/lotus/123.v11/.l123set

Press <Enter> to continue



Do you want to end setup123?



Type:

Yes  <Enter>



Do you want to copy the manual pages to another directory (e.g., /usr/man): [y/n]

Type: 

y <Enter>



Type the name of the directory that contains the manual pages: 

/usr/man  <Enter>



Do you want to delete the manual pages in the base directory?  [y/n]



Type:

y <Enter>   

(This removes extra files from the hard disk).



Type:

y <Enter>

(To save disk space).



Installation Completed



When the list of options reappears, type:

q <Enter>



You will be returned to the # prompt.



Note:

The installation is now complete.  You will only be able to use the ÔlotusÕ user ID as the Lotus user.  The first time Lotus logs in, run setup123 to setup the user with appropriate  settings.





Part 3.	installing UNIX PCI Version 3.0



Reference:  PC-Interfaces User’s Guide



Login as root.



Type:

installpkg  <Enter>



Type:

f 

(For floppy disk installation [No ENTER key is required]).



Insert the disk labeled PCI UNIX Server diskette and press <Enter>



The system displays:

Install in process...



When asked for the type of PCI host, type:

rs232  <Enter>



The system displays:

Installation is complete



Note:

With this version of UNIX PCI, an entry is added to the /etc/inittab file for port ttyp7.  This entry needs to be deleted out of the file, or you will receive getty errors.



To remove the entry (as root), go to the last line and delete it, write the file and quit.  To do this type:



cp /etc/inittab /etc/inittab.org <Enter>



vi /etc/inittab



Gdd:wq!

(Go to the last line, delete the line, and write/quit).



Then re-read the /etc/inittab by typing:

init q <Enter>



Remove the diskette from the drive and reboot the UNIX system.





Part 4.	Installing DOS PCI Version 3.0 (For DOS 3.2 Systems)



DOS PCI can be installed on a PC6300 or any DOS based PC to allow for file transfer and printer remote operations.



Reference:  DOS PCI User’s Guide



Insert the DOS PCI diskette into the A: floppy disk drive and type:

a:  <Enter>

install  <Enter>



To install on the C drive, type:

c: <Enter>



To select RS-232 Service Only, type:

6 <Enter>

(For rs232).



To install the complete PCI system, type:

y <Enter>



The system prompts you for the name of your PC.

Enter the host name of your PC: 

pc52  <Enter>



To install PC-Interface in a sub-directory, type:

y <Enter>



To install into C:\pci, type:

pci <Enter>



The system displays:

DOS PCI 3.0 installation complete



Remove the diskette.



Reboot the DOS system to activate PCI.





Part 5.	Installing DOS PCI Version 4.X (For DOS 5.0)



DOS PCI can be installed on a PC6300 or any DOS based PC, to allow for file transfer and printer remote operations.



Reference:  DOS PCI User’s Guide



Insert the DOS PCI diskette into the A: floppy disk drive and type:

a:  <Enter>

install  <Enter>



There are boxes with choices given during the installation.  Choose the following by using arrow keys to navigate and the ENTER key to accept choices.



Install <Enter>



Full Installation <Enter>



Destination Directory: c:\pci\ <Enter>



Review your selections <Enter>



Continue  <Enter>



The system displays:



Files copied in...



Insert the other diskettes when prompted and press <Enter>.



Modify the current autoexec.bat and config.sys by selecting:



Modify current files  <Enter>



Select:

Accept <Enter>



Network Interface:

PC Interface drivers <Enter>



Select:

RS-232 Only  <Enter>

Accept  <Enter>



The system displays:

PC-Interface has been successfully installed.

You must reboot your PC before using PC-Interface.



Note:

There is limited support with this version of PCI and DOS Version 6.X.  If you are running DOS 6.X, you must do the following prior to rebooting the system:



Add the following to the config.sys file:

Device=C:\dos\setver.exe



Add the following to the autoexec.bat file (before the initpci line):

C:\dos\setver pcinit.exe 5.0



Reboot the DOS system to activate PCI.



Note:

On reboot, if this error message is displayed:

	pciinit cannot open bridge.dat



Type the following on one line:

copy c:\pci\drivers\bridge.drv c:\pci\bin\bridge.dat  <Enter>



Reboot the DOS system to activate PCI. 



�Part 6. Installing Prelude 3.0



UnixWare 2.03 systems have difficulty reading the original Prelude 386 diskettes.  During the testing procedures we had failures with the installpkg from the original diskettes.  Try to do the installpkg from your Prelude 3.0 diskettes first as indicated below in ÒInstall Prelude from Diskette.Ó  If this fails, try either or both of the two methods below to install Prelude onto your system.





Method 1: Restore Prelude from a Backup Tape



Take the /usr/prelude files from a backup tape on the old UNIX system and restore them onto the new UnixWare 2.03 system.





Method 2: Make a Copy of the Prelude 3.0 Disks For Use on UnixWare 2.03



Important:

You must do this from a UnixWare 1.1.x or a UNIX 3.2 machine.  Remember, this does not give you an extra license for Prelude. You must have the original disk for Prelude along with these new disks.  These new disks are only for the install process.  Make sure the Prelude disks are write protected before you begin.





Login as root and complete the following steps:



Insert Prelude disk 1 into the drive.  



For a UnixWare 1.1 System type:

mount -F s5 -r /dev/dsk/f0 /mnt <Enter>



For a 3.2 System type:

mount -r /dev/dsk/f0 /mnt <Enter>



Make a tmp directory to hold the info for disk 1 by typing:

mkdir /tmp/prelude <Enter>



cd to the device you mounted the prelude disk by typing:

cd /mnt <Enter>



Copy the Prelude diskette onto the hard drive by typing:

find . -print | cpio -pdmuv "/tmp/prelude" <Enter>



cd to the tmp directory you put the Prelude file in by typing:

cd /tmp/prelude <Enter>



Unmount the Prelude disk by typing:

umount /mnt <Enter>



Remove the Prelude disk, insert a new floppy and format it by typing:

format /dev/rdsk/f03ht <Enter>



Make a filesystem on the floppy.  



Note:

Use the following commands so the new disk will be the same format as the old Prelude disk.  The command will show a message explaining how it is going to make the filesystem on the disk.  This is for information only.  It delays a few seconds after showing the message to allow you to see it and cancel (by hitting delete) the process if something is incorrect.  You should wait until it returns you to the root prompt.



For a UnixWare 1.1 system type:

mkfs -F s5 -b 1024 /dev/dsk/f0 2844:32 7 400 <Enter>

For a 3.2 system type:

mkfs /dev/dsk/f0 2844:32 7 400 -b 1024 <Enter>



Write a volume label to the disk.  This command also displays what it is going to do and gives you a chance to cancel the procedure.   Again, you should wait until it returns you to the root prompt.



For a UnixWare 1.1 system type:

labelit -F s5 /dev/dsk/f0 instal BDM1 <Enter>



For a 3.2 System type:

labelit /dev/dsk/f0 instal BDM1 <Enter>



Note:

For Prelude 3.0 disk 2, use BDM2 instead of BDM1.



Mount the floppy disk by typing:

mount /dev/dsk/f0 /mnt <Enter>



Copy the Prelude files onto the new floppy by typing:

find . -print | cpio -pdumv "/mnt" <Enter>



Unmount the floppy disk by typing:

umount /mnt <Enter>



Remove the disk and place a Label on it.



Remove the temporary directory by typing:

rm -r /tmp/prelude <Enter>



Once you have a copy of these Prelude disks, the installpkg should work correctly on the UnixWare 2.03 system using the instructions outlined in the next section.



Repeat this procedure for the second Prelude Disk.



Install Prelude from diskette



Reference:  Prelude 386 Manual



If not at the # prompt, login as root.



Insert the Prelude Disk 1 into the floppy disk; type:

installpkg <Enter>



Type: 

f 

(For floppy disk installation [No ENTER key is required]).



Make sure the diskette is in the drive and press  <Enter>.  The system will display:

Installation in progress....



When the following message appears:

Enter directory for Prelude Installation [default=/usr/prelude] 



Press <Enter> to accept the default



When the following message appears:

Do you wish to continue (y or n)?



Type: y <Enter>



Filenames are displayed as they are loaded.  Remove and insert diskettes as prompted until all diskettes are installed.  After installation is complete, you may have a display message stating:



Error running end script...

WARNING:  Installation may not have completed properly.



Disregard this message.



You will be returned to the # prompt.  You may continue to install more software packages or press <CTRL+D> to exit root.



Note: 

The system console DOES NOT support Prelude Graphics.





Install the Prelude DM 3.0a Update 1



At the # prompt type:

installpkg <Enter>



Type: 

f

(For floppy disk installation [No ENTER key is required]).





Make sure the diskette is in the drive and press  <Enter>.  The system displays:

Installation in progress....



When the following message is displayed:



Saving old files to “/usr/prelude/save”....

loading files from disk1 into “/usr/prelude”...

Prelude DM 3.0a Update 1 package installed.



Installation has been completed.  Remove the floppy.





Part 7.	INSTALLING NRCS SMaRT 2.03 SOFTWARE



SMaRT is the Security Management Reporting Tools software developed by NRCS for security checking on UNIX systems.  This program was originally written for UNIX 3.2 and has been re-programmed for the UnixWare 2.03 systems.  It is required to be installed on all UnixWare 2.03 systems in NRCS.  

�Note:

Only install SMaRT 2.03 software on the UnixWare 2.03 system.



SMaRT is a pkgadd installation file called SMaRT203, on the FOCS 3.1 for UnixWare 2.03 CD-ROM.  It can also be obtained from the FTP server in Ft. Collins.



Note: 

If the SMaRT 2.03 software file is compressed (it has a .Z extension), uncompress it by typing:

	uncompress SMaRT203.Z <Enter>





Installing SMaRT from the focs for UnixWare 2.03 CD-ROM



Login as root and mount the FOCD version 3.1 as directed on the cover.  Copy the package to the hard disk.



Type:

cp /cdrom/upgrades/smart203.pac.Z /var/spool/pkg/ <Enter>

uncompress /var/spool/pkg/smart203.pac <Enter>

pkgadd -d /var/spool/pkg/smart203.pac SMaRT203 <Enter>



There is a brief installation note that appears.  You are prompted to tell the system where this program is to be installed.  The default is /var/adm.



Press <Enter> to accept the default.



Files are installed into the /var/adm/SMaRT directory.



Once the installation is complete, you will see a message that the SMaRT installation was successful.



SMaRT will add an entry to the /var/spool/cron/crontabs/root file that will execute SMaRT every evening at 11:45 PM.





Installing SMaRT from a File Downloaded from the FTP Server



Download the SMaRT file from the FTP server in Ft. Collins.



Move this file to /usr/local/upgrades on your system.



Login as root.



Type:

pkgadd -d /usr/local/upgrades/SMaRT203 SMaRT203 <Enter>



There is a brief installation note that appears.  You are prompted to tell the system where this program is to be installed.  The default is /var/adm.



Press <Enter> to accept the default.



Files are installed into the /var/adm/SMaRT directory.



Once the installation is complete, you will see a message that the SMaRT installation was successful.



SMaRT will add an entry to the /var/spool/cron/crontabs/root file that will execute SMaRT every evening at 11:45 PM.



�SECTION 3.	NRCS CUSTOMIZATION SOFTWARE VERSION 2.03



INTRODUCTION



This NRCS Customization Software is based on the UnixWare pkgadd format.  The purpose of this utility is to automatically make a series of configuration changes to the UnixWare 2.03 system.  Many of these changes are made to standardize the UNIX computing environment in NRCS field offices.  Other configuration modifications are required because of the change of NRCS operating systems from AT&T UNIX 3.2 or UnixWare 1.1 to UnixWare 2.03.  These modifications made by the customization software are required to allow NRCS based applications and licensed software to operate properly.  



Important:

The package, cust203, is the only customization to install on a UnixWare 2.03 system.   It CANNOT be installed on any other platform.  Any previous NRCS customization software that is not called cust203 CANNOT be installed on any machine running UnixWare 2.03.  The current version of cust203 is 2.0 released in July, 1997.



There are a total of 24 options that the user can choose to install.  It is recommended that all options be chosen for installation unless you installing a new version on top of an older version.  In this case, only options that have changed since the previous version will need to be installed.  The option selection will be done automatically based on a check for a cust203 package.  If it existed, the changed options will be selected for installation by default while unchanged options will be not be selected.  If the cust203 package does not exist then all options are selected for installation.



The NRCS Customization Software can be re-installed as many times as desired.  Once the options are selected for installation, a check is made for evidence of a previous installation.  All files to be replaced are first copied in a save directory, /usr/local/save.  A check is made for the existence of these files before the selected options are actually installed.  This will be done prior to installing the new option files.  Two copies of each replaced file may exist in the save directory:



A file with the original name (without the Ò.orgÓ extension) is the file that was last replaced by the customization software.  In other words, it represents the last backup before the most recent customization software installation.



The file with the Ò.orgÓ extension is the original copy of that particular file prior to the very first installation of the NRCS Customization Software.  If the NRCS Customization Software is ever removed, these Ò.orgÓ files are the files that will be copied back into your system.



Note:

Never remove these Ò.orgÓ files if you ever anticipate removing the NRCS Customization Software.



The NRCS Customization Software can be removed at any time, although not all of the options can be restored to their original state or value.  These options, because of performance or security concerns will be left at the installed values.  Passwords for the root, sysadm, and manager would be an example.  A table is included at the end of this section which lists all of the customization options and if they can be restored when the customization software is removed.



Important:

The NRCS Customization Software does NOT give the option of a Òdry-runÓ just to see the installation process.  This documentation explains functions of the software and what options are available.  It is recommended that the person installing this software read through this documentation completely before running the package installation utility in order to be aware of what user input is required.  Not only will this make the installation smoother, but will also prevent the extra time it would take to correct any repercussions from invalid input.





PART 1.	INSTALLING THE NRCS CUSTOMIZATION SOFTWARE



Note:

It is suggested that a full backup be performed before installing the NRCS Customization Software.



Login as root on the system console.



Putting the machine in single user mode is a safe practice but is not required.



Verify that there are no other users currently logged in.  This can be accomplished by typing the following at the root prompt (#):

who <Enter>



Verify that your term setting is correct;  type: 

echo $TERM <Enter>



If the value AT386 is returned, proceed with the pkgadd command below.  If  any other value appears, type:

TERM=AT386 ; export TERM <Enter>



The Customization Software will be on the FOCS 3.1 for UnixWare 2.03 

CD-ROM, on the FTP server, ftp.nrcs.usda.gov, in /centers/itc/integration_lab/unixware2.



Note: If the cust203 customization file is compressed (it has a .Z or .gz extension), then uncompress it by typing:

	uncompress cust203.pac <Enter>

	gunzip cust203.pac <Enter>





Add the Customization Package from a CD-ROM



If you are installing the customization package from a CD-ROM first mount the CD according to the instructions on the CD cover; type:

cp /cdrom/upgrades/cust203.pac.Z /usr/local/upgrades <Enter>

	uncompress /usr/local/upgrades/cust203.pac <Enter>

pkgadd -d /usr/local/upgrades/cust203.pac cust203 <Enter>



Continue the installation process as outlined in the following section, Installing the Customization Software.





Add the Customization Package from a file downloaded from the FTP Server



If you are installing the customization package from a file you have downloaded from the FTP server, move the file to /usr/local/upgrades on your system.



Type:

pkgadd -d /usr/local/upgrades/cust203.pac cust203 <Enter>



Continue the installation process as outlined in the following section, Installing the Customization Software.





�Installing the customization software



Once the pkgadd command has been issued, the first screen will come up with an introduction.  After reading through the introduction, follow the instructions at the bottom of the screen by pressing <Enter> to continue.



Some of the options will require user input after all choices have been applied.  Customization software options are described on the following pages.





Software Options



For a first time installation, all options will be selected to Yes.  This indicates the option will be installed.  If the software is being installed over a prior version then selected options will be toggled to Yes based on those options that have changed since the previous version.  The user can toggle between Yes and No by using the <Left Arrow> or  <Right Arrow>.  To move the cursor to other options, use the <tab> or the <Up Arrow> and <Down Arrow>.  After selecting the options to install, move the cursor to the Apply box at the bottom of the screen and press <Enter>.  Notice that there is also a Reset box.  By selecting Reset all of the options will be set back to the default; i.e., Yes.  It is recommended that the options selection list not be changed.



Screen help is available by pressing the <F1> key.



The following options appear on screen #1:

Change The UNAME (User Input Required)

Change the Time Zone (User Input Required)

Change the Date and Time (User Input Required)

Change  Passwords for root, manager and sysadm (User Input Required)

Disable the Graphical Login

Install MS-Word Files

Record System Serial Number(s) (User Input Required)

Test System Peripherals

Check UnixWare Patches



The following options appear on screen #2:

Install Error Log Files

Install new Profiles

Modify X Fonts

Correct Password Aging

Install NRCS Menu

Correct sysadm Scripts

Add sendmail Configuration



The following options appear on screen #3:

Modify at/cron Environments

Install terminfo Files

Install UUCP Configuration Files

Install tty Database Utility

Install New ttydefs and gettydefs

Change Kernel Parameters

Install Printer Interfaces

Install Extra Programs and Shells



Change the UNAME  (User Input Required)



The field office platform is shipped with a default UNAME (nrcs).  This option will prompt for a new UNAME and will change the node name to that value.  The system name should remain as “UNIX_SV”.  This option will also change other files known to contain the node name.  Just by running the UNIX commands setuname or uname will not accomplish this task, since several support files must be updated.  This process will do all of the necessary steps for you.



Change the Time Zone (User Input Required)



The field office platform is set with a default time zone which you might need to change.  The user will be prompted to select from a list of time zones.  By setting the time zone you will ensure that the timestamps on new files are correct. The change in the time zone will not take affect until the system is rebooted.



Change the Date and Time (User Input Required)



You will be prompted for the correct date and time.  This is a more user-friendly format than using  the UNIX date command.  Time must be entered in military format.



Change Passwords for root, manager and sysadm (User Input Required)



All machines are shipped with the same default password for sysadm, manager and root.  These need to be changed as soon as possible for security reasons.



Disable the Graphical Login



By default, the graphical login is enabled.  This is a login box that comes up when the machine is booted.  It is suggested that it be disabled since it conceals system messages that are displayed during boot up as well as slowing down the boot-up process.  Disabling the graphical login does not disable the graphical desktop environment.  



If this option is chosen, UnixWare's disable_glogin program is executed.  The graphical login can be enabled again manually by executing enable_glogin.



Both of these executables are located in /usr/X/bin.



Install MS-Word Files



This option will copy the hp4.prx printer driver into the /usr/lib/word/printers directory.  This printer driver provides an enhanced selection of fonts and type sizes when using the LaserJet 4 Series printers.  



The MSWord tcap files will be replaced with one that supports the most commonly used NRCS terminals.  The following terminals were added to Microsoft’s tcap file:  kermit, pc52, vtnet, wyse99, xterm and xterm-sun.  The following terminals were added to Microsoft’s termscan file:  AT&T 605, 610, 610-103, 705 and 386.



The /usr/bin/word script has been modified to correct the word size and parity discrepancy with pc52.  Borders will be printed correctly in both FOCS and Word.  Pc52 must be accessed without the ‘/ignore’ option for this fix to work.  Word size, parity, and stop bit must be set to 8, none, and 1 (no parity).  The pc52 configuration file must be set to reflect these settings.



Record System Serial Number(s) (User Input Required)



This option allows the user to enter serial numbers for the following items:  CPU, monitor, keyboard, tape drive, UnixWare Operating Systems software, mouse, network interface card, and Digiboard.  Refer to instructions from your State IRM staff regarding which fields are required to be completed.  This information is stored in /usr/local/save/serial.dat as a tab delimited ASCII file. If you do not have this information available when the screen requesting the serial numbers appears, you may still select Apply and at a later time rerun customization to enter the serial numbers.



Test System Peripherals



This option allows the user the capability to check the functionality of the floppy disk drive, CD-ROM and tape drive.  You will need to have a blank floppy disk, the UnixWare CD-ROM and a blank tape.  After the testing of the tape drive, remove the tape by pressing the eject button only once.  The tape will rewind and then eject after a few minutes.  If you hit the eject button more than once, it will rewind for each time you press the button.  



When the tests have been completed, the screen will display a list of the system configuration information, including memory size and system peripherals located.  It will use the devices specific to target SCSI ID to ensure they are correctly set.  The results of the tests will be stored in a file named hwtest.rpt located in the /usr/local/save directory.



Check UnixWare Patches



Checks that the patches ptf2112 (PPP), ptf2202 (floppy driver), ptf2243 (Year 2000+ update), ptf2270 (security), ptf2104 (adsl) and usda1 (Blue-on-Blue) have been installed.  Findings are logged in the /usr/local/save/LOGFILE.  The adsl patch (ptf2104) is only necessary for the AT&T Globalysts and the Digital Prioris systems.



Install Error Log Files 



A console window is needed to see those messages which the system would normally have displayed in a non-graphical environment.  If this option is installed, a minimized icon titled “Console Log” will appear when the desktop is invoked by the manager.  This allows error messages to be displayed whenever an error is received on the desktop.  This icon is used as the ÒMessage MonitorÓ icon created by UnixWare 2.03.  If this option is not installed, console error messages will not be seen when the desktop is running.



The file named xtermlog is copied into /home/manager/bin.  This file is writable by the manager and can be modified to have the console window appear in a different location on the screen.  See the “xterm” man pages for more information.



An empty file called loginlog will be created in /usr/adm.  This file keeps track of usersÕ failed login attempts greater than 5.   This parameter is defined in /etc/default/login and can be changed to another value if desired.  This file should be monitored by the System Administrator for login attempts by unauthorized users.



Install New Profiles



The files /etc/profile, /etc/stdprofile, /etc/stdkshrc, /etc/skel/.profile, and /etc/skel/.kshrc are replaced by a new customized profile for NRCS operations.  Changes include adding /usr/local/bin, the current directory and the Prelude bin directory to the PATH.  The /etc/profile has some new variables added that are necessary for Informix 7.  The original files, where they exist, are saved in /usr/local/save.  You will need to install this option if you plan to use the new NRCS menu.



Modify X Fonts



Two lines are added to the /usr/x/adm/.Xdefaults file that fix line draw characters when executing FOCS from an xterm.  This file is copied into the usersÕ home directories when they are added as desktop users.



Any desktop users created prior to this installation will need the new .Xdefaults file.



A new /usr/X/adm/dtadduser files is copied that prevents a user from being added to the cron.allow file every time a new user is added through the desktop.



Correct Password Aging



The default password aging is not set correctly in the /etc/default/passwd file.  This file is used to set the variables MAXWEEKS, MINWEEKS and WARNWEEKS.  The variables represent weeks, but they are being displayed as days when adding a new user.  This is corrected by replacing the /etc/default/passwd file with a new one that has the correct variable settings.



Install NRCS Menu



The NRCS Menu program supplied with the NRCS Customization Software has been recompiled for UnixWare 2.03.  Choosing to install this option will place the menu configuration files in /usr/local/bin and /usr/local/lib, where they may be changed as desired.   This is a different location from where they were installed by the 386 Customization Software.



The /etc/stdprofile will be modified to include the command line to execute the menu program upon login.  It is important that the option to install the new /etc/profile be chosen since /usr/local/bin is added to the PATH.  If this option was not selected to install, it will be necessary to modify the PATH manually.



Correct sysadm Scripts



This option fixes some minor bugs in the OA & M sysadm scripts.



Full system backups are enabled.  Two files are written to /etc:  Backup and Ignore.  These files enable a full system backup using sysadm. 



Note:

If this option is not installed, then full system backups will not be possible through ÒsysadmÓ since there was a problem with the setup as delivered with the system.



�Add sendmail Configuration



Version 8.7.6 of sendmail, compiled for the UnixWare 2.03 platform is installed (/usr/ucblib/sendmail).  A sendmail.cf (configuration file)  is installed as /etc/ucbmail/sendmail_cf.1.8.  This file will need to be copied to /etc/ucbmail/sendmail.cf and modified for each system.  Refer to Module 4, Section 8. Sendmail Configuration for further information.  System start up files are modified to stop the SMTP mail handler from starting and to start sendmail when the system is rebooted.  The new praliases, sndml_alias and mailsurr.proto are installed.



Modify at/cron Environments



The at/cron environments will be analyzed to determine if they are appropriate for the FOCS installation.  FOCS relies on the ability for everyone to have access to these features.  The at.allow and cron.allow files will be removed (after copying them to /usr/local/save) in order to allow access to all users.



Note:

NIMS requires that a cron.allow file not exist.



UnixWare 2.03 does not come with the at.deny or cron.deny files set up.  These files will first be checked to see if they exist.  If they do not exist, they will be created as empty files.  If they do exist, they will be copied to /usr/local/save before being recreated as empty files.



Install terminfo Files



The following terminfo files are included: vt100, 605, 610, 610-103, 705, 705old, AT386, hplaserIV, hplaserjetIV, kermit, pc52, pcl5, wyse99, xterm, xterm-sun, xterm-sco and vtnet.  The files are copied to sub-directories under the /usr/share/lib/terminfo directory.  The new xterm terminfo files provide graphic capabilities for FOCS.  The vtnet terminfo was developed to be used with DOS PCTCP network clients.  For the vtnet terminfo, files will be needed on the DOS client.  Refer to the /dosfiles directory on the FOCS CD-ROM for DOS keyboard files and setup instructions.



Install UUCP Configuration Files



Entries will be added to the /etc/uucp/Dialers file to provide chat scripts for the Telebit and Multitech high speed modems.  Sample Systems.tcp, Devices.tcp and Dialers.tcp are installed in /etc/uucp if they do not exist.  A sample ‘pppserver’ line is added to the Systems file.



�Install tty Database Utility



The tty database utility will be installed so users will not have to set their TERM with every login.  A new /etc/ttytype database will be created with the default ttytype set to ÒunknownÓ and must be manually edited for your specific environments.  The script /usr/local/bin/Termset reads the database and sets the TERM/GTERM variables.  If the file /usr/local/bin/Termset exists, it will be saved in /usr/local/save.



Install New ttydefs and gettydefs



Entries to the ttydefs and gettydefs files will be appended.  The additional entries are 38400NR, 19200NR and 9600NR.  These will prevent the roll-over feature for these speeds.  By setting terminals to use one of these three Non-Rolling speeds, the problem of garbage being printed to the screen, requiring the terminal to be turned off and back on, is fixed.



Install Kernel Change



This option will be used to modify the kernel for FOCS and PPP usage.  The parameter, MSGMNI, is increased to 100.  IPFORWARDING is toggled on if the PPP patch is installed.  The following memory usage parameters are increased to the maximum value for the needs of large FOCS processes:



ARG_MAX

SVMMLIM

HVMMLIM

HSTKLIM

SSTKLIM

HDATLIM

SDATLIM

MAXPMEM

SFNOLIM

HFNOLIM

SFSZLIM

HFSZLIM



Install Printer Interfaces



Printer interface files and man pages for the HP Laser Series, Epson, Genicom and Proprinter are installed in the /usr/lib/lp/model directory.  Man pages are installed in the /usr/share/man/cat8 directory.



�Install Extra Programs and Shells



This option installs some extra programs and shells into /usr/local/bin (i.e. , cls, whereis, l, Uutry, ip2hex, irqcheck).  The flashpro program is installed in /usr/lib/merge/dosroot, and man pages are installed in /usr/share/man.





CUSTOMIZATION INSTALLATION PROCESS



After all of the above software option screens are applied, a final screen will appear.  It will display an option to continue with the installation or quit without any action being taken.  Toggle Yes to continue with the installation or No to quit with no modifications.  



Note:

This is the only opportunity to abort the installation.



You will now be required to enter the information that requires user input.



Important:  

When you enter new passwords be sure you remember what they are or you will be unable to login again after exiting root.



After all of the options selected have been installed, the Customization Software will automatically start the process of creating an Emergency Boot diskette if this is a fresh install.



EMERGENCY BOOT DISKETTE



Note:

The Emergency Boot diskette is only created the first time you install the Customization software; therefore, it is very important that it be created after the NRCS Customization Software has modified your system.  The Customization Software will direct the user through the procedure of creating an Emergency Boot Diskette automatically if they are running the Customization Software for the first time.  Please  refer to Module 4, Section 9 of this guide for specific information about the usage of the Emergency Boot Diskette.



You will be advised to have two diskettes available for creating the Emergency Boot Diskettes.  These diskettes do not have to be pre-formatted.



When prompted, remove the Customization diskette, put in one of the two diskettes, and press  <Enter>.



You will now be asked: 

Do you want to format this disk?



Type:

y <Enter> 



You will then be advised to:

Insert the disk to be formatted and press <Enter>.



Format both diskettes at this time.



If you do not need to format any more diskettes; type:

n <Enter>



Insert one of the diskettes into the drive (if is already formatted).



Follow the instructions on the screen to create the emergency boot diskettes.  Change to the second diskette when prompted.



After the creation of the boot diskettes is completed; press <Enter> to continue with the installation.



Label these diskettes as the Emergency Boot Diskettes 1 and 2, the system name they were built from, the date, and then write-protect these disks and keep them with the system.



FINISHING UP THE INSTALLATION



Some of the options will also require a kernel rebuild and reboot of the system.  If this is required, the Customization Software will implement it automatically at the end of the installation.



At the conclusion of the NRCS Customization Software installation, the kernel will be rebuilt and the system will reboot.  



Be sure to remove any diskettes before your system reboots.



A full backup should be done after installing the Customization Software.  This backup should be kept as a permanent archive, as long as the system uses UnixWare 2.03.  This is needed in order to restore the machine.  There are several files in /usr/local that are needed if a re-installation is done.  

PART 2.	REMOVAL OF THE NRCS CUSTOMIZATION SOFTWARE



The system can be restored to its pre-install condition (with the exceptions listed in the table on the next page) at any time by typing:

pkgrm cust203 <Enter>



The system displays the following messages:



The following package is currently installed:



cust203 NRCS Customization Software for UnixWare

(i386) 2.0



Do you want to remove this package (y, n, ?, q)



If you want to remove the package, type:

y <Enter>



If you type n or q, the package remove program stops and leaves the Customization files and settings in place.



If you type ?, a brief help screen will display.



After pressing <Enter> to remove the package, the removal begins.  All of the options that are restorable are marked in the following table.  During the removal of the Customization Software, the original files are copied back over the customized files.  For those options that are not restorable, nothing is changed during the removal process.



Note:

Removing the cust203 package with pkgrm will result in the removal of the /usr/local/save directory.  If you have any files in this directory you wish to keep, move them to another directory before removing the NRCS Customization Software.



The following table lists the options available from the Customization Software and indicates if they can be restored by executing pkgrm, as indicated above.  If an option can be restored, the option item will be returned to its original state.



�

Restore Status of Customization Options��Customization Option�Restorable?��Change the UNAME�No��Change the Time Zone�No��Change the Date and Time�No��Change Passwords�No��Disable Graphical Login�Yes��Install MS-Word Files�Yes��Record Serial Numbers�Yes��Test System Peripherals�No��Install UnixWare Patches�No��Install Error Log Files�Yes��Install New Profiles�Yes��Modify X Fonts�Yes��Correct Password Aging�Yes��Install NRCS Menu�Yes��Correct Sysadm Scripts�Yes��Add Sendmail Configuration�Yes��Modify at/cron Environments�Yes��Install Terminfo Files�Yes��Install UUCP Files�Yes��Install tty Database Utility�Yes��Install New ttydefs and gettydefs�Yes��Install Kernel Change�No��Install Printer Interfaces�Yes��Install Extra Programs and Shells�Yes��

�SECTION 4.  PERIPHERAL SETUP



Note:

The NRCS Field Office Customization Software must be run prior to setting up your peripherals.



Cables and connectors used in peripheral setup are discussed in Module 5, Appendix A.  Cable, Connectors and Wiring Pin Diagrams, of this guide.



PART 1. TERMINAL SETUP



CONFIGURING THE QUICK TERMINAL



Login as root.



Enter the System Administration Menu.



Type:

sysadm <Enter>



Select Ports from the Unix System V Administration Menu.



From the Service Access Menu, select quick_terminal.



From the Quick Terminal Setup window, select add.



To get a list of devices, press the CHOICES key <F2>.



To mark each port to be enabled, press the MARK key <F2>.  



Note:  

Only mark those ports that will be using a modem or a terminal.  DO NOT mark those using a printer or empty. 



For Digiboard ports, devices ending in ÒmÓ are recommended rather than ÒsÓ ports.



When all desired terminal ports are marked, press the ENTER key <F3>.  Press the <Up Arrow> to toggle between the port number and the speed entry.



Next, select the port speed.  19200 is recommended.  Be sure your terminal is set to the same speed you select for the port.

When completed, press the SAVE key <F3>.

 

Exit sysadm by pressing the CMD-MENU key <F7> and selecting EXIT.





Configuring the Port TTYLABEL



A port speed of 19200 (which was set up through Quick Terminal Setup) will set up the terminal for 19200/7 bit/Even Parity.  If the terminal application needs to run in 8-bit mode (such as Word, FOCS, etc.), selecting 19200NR will result in 19200/8 bit/No Parity.  The port speed can be modified at any time by changing the values with sysadm.



Type:

sysadm <Enter>



Select Ports, select port_services, then select modify.  Cursor down to the port you wish to change (e.g., a01m), press <Enter>, and arrow down to the Ttylabel: field.



Type:

19200NR 



Then press the SAVE key <F3>.



You can press the CHOICES key <F2> to display the choices, then select the desired speed.



Note:

19200NR is an entry added by the NRCS Field Office Customization Software.  It sets the port to 8 bit, no parity, and a Òfixed speedÓ (no autobaud).





Part 2.	 UUCP File Configurations





Modifying Devices File for UUCP



From the root prompt, change to the /etc/uucp directory to setup the modem for UUCP.  Edit the Devices file (/etc/uucp/Devices) for the modem as follows:

�Note:

The following examples use the Digiboard ports.  If using the computerÕs COM1 internal serial port 1, replace the term/a01m entry with term/00h in the examples below.





Intelligent Modem



Direct term/a01m,M - 38400 direct \D

ACU term/a01m,M - 38400 Multitech



Note:  

Set modem type at the end of the ACU line to the brand of modem being used.  Check the /etc/uucp/Dialers file to verify an entry exists for the modem being used.



For example:

	grep modem_type /etc/uucp/Dialers





Some modem entries are added to the Dialers file by the NRCS Field Office Customization Software (Multitech and Telebit).



Some common modem types are as follows:



Devices Entry�Description��hayes�Generic hayes-compatible modem (use as a default if yours doesnÕt exist)��Multitech�Generic Multitech script for all MT1432 and MT2834 series.��telebit�Telebit T-25 script��



MODIFYING SYSTEMS FILE FOR UUCP



The following instructions and examples may be used to configure outgoing UUCP by modifying the Systems file (/etc/uucp/Systems).



Create an entry in the Systems file for each system to contact via UUCP.  Regardless of the speed of the remote modem, set the System entry at the port speed set in the Devices file.  The intelligent modems typically will have Systems entries of 38400 or 19200.



Note:

The following examples throughout this section should be typed on one line, or you should use the continuation slash.





For Example:

...

sys1 Any ACU 38400 84444441212 ”Ó \r\d in:--in: nuucp word: XER*&^

sys2 Any ACU 38400 85555551212 Ó” \r\d in:--in: nuucp word: Ixtapa$

sys2 Any ACU 19200 89999999999 Ó” \r\d in:--in: rsys2 word: Ixtapa$

...



Note:  

If a remote system has difficulty logging into your UnixWare 2.03 system via UUCP, it is recommended that additional delay commands (\d) be added before the in:--in: in the calling machineÕs Systems file.  



For Example:

		sys3 Any ACU 38400 84444441212 Ó”

		\r\d\d\d\d 	in:--in: nuucp word:

		Ixtapa$





MODIFYING PERMISSIONS FILE FOR UUCP



The following instructions and examples may be used to configure UUCP access to the local system from other remote systems by modifying the Permissions file (/etc/uucp/Permissions).



Example #1:  



Logging into remote machine as common ÒnuucpÓ login:



LOGNAME=nuucp MACHINE=OTHER REQUEST=yes SENDFILES=yes \

WRITE=/var/spool/uucppublic READ=/var/spool/uucppublic



Example #2:  



Logging into remote machine using unique login:



LOGNAME=rsys2 MACHINE=sys1 REQUEST=yes SENDFILES=yes \

WRITE=/var/spool/uucppublic READ=/var/spool/uucppublic



Note:

The above examples assume that you have a valid login/password combination on the remote system (i.e., a login/password for nuucp or rsys2).





PART 3.	MODEM INSTALLATION/



CONFIGURATION (SYSTEM SETUP)





SET UP THE PORT MONITOR



Login as root.



Enter the System Administration Menu.



Type:

sysadm <Enter>



To go to the Service Access Management window, select Ports.



To go to the Quick Terminal Setup window, select quick_terminal.



To go to the next Quick Terminal Setup window, select add.



To get a list of devices, press the CHOICES key <F2>.



To mark the port that is to be enabled for a modem, press the CHOICES key <F2>.  Use /dev/term/00h for COM1 or /dev/term/01h for COM2.  The Digiboard ports are /dev/term/a01m through /dev/term/a16m.



When all desired modem ports are marked, press the ENTER key <F3>.



When completed, press the SAVE key <F3>, ignoring the setting for speed for now.



Note:  

Do not enable any ports that will have printers connected to them.





CHANGING THE MODEM DEFAULTS



To access the Service Access Management window, press the CANCEL key <F6>.



Access the Port Service Management window by selecting port_services.  



Select modify.  



Highlight the modem port and press <Enter> to modify.  



Cursor down to the Ttylabel: field.



For the Telebit modem, set the field to 19200NR.



For the Multitech MT1432 and MT2834 modems, set the field to 38400NR.



NCR Note:

Use 19200NR for the COM1/COM2 port speed on the NCR3333.  Most of the NCRs are not equipped with the 16550 UART capable of the higher port speeds.





Note:

An intelligent modem is defined as a modem capable of operating its serial port speed independently from the speed of the telephone connection.  Therefore, best throughput is obtained when serial port speed is as high as possible.





Cursor down to the Bidirectional: field.



Change  No  to  Yes by pressing the CHOICES key <F2>.



Press the SAVE key <F3>.





MODEM INSTALLATION AND CONFIGURATION



Connect the modem to the Digiboard port using a straight-through RJ-45 cable and a Digiboard Modem connector.  Refer to Module 5, Appendix A.  Cable, Connectors and Wiring Pin Diagrams in this guide.  The connector is labeled as 037.  If using the computerÕs internal serial port, use a 9-to-25 pin modem cable.  For specific modem configuration, see the examples below.  Modems usually only have to be configured once, when they are installed.





�Multitech MT1432 and MT2834



Set DIP switches as follows:

U U D U U U D D D U U D    U U U U 



To change the internal settings of the modem, connect to the modem as follows:

cu -l term/a01m <Enter>

CONNECTED

at <Enter>

OK

atl5l6l7 <Enter>



The following are the internal settings that must match your modem settings.  Compare this list with your modem settings. You will need to change any discrepancies.



B1 E1 M1 Q2 R0 V1 X4 &E1 &E4 &E6 &E8 &E10 &E13 &E14 %C0 #C1 *C0 &C1

$MB33600 $SB38400 $BA0 &W0

S0  S2  S3  S4  S5  S6  S7  S8  S9  S10 S11 S13 S24 S25 S30

001 043 013 010 008 002 045 002 006 007 070 037 020 003 005

$A0 &A0 #A0 &B0 &BS1 $D0 &D3 #DB0 %DL0 $EB0 %E1 %E4 #F2 $F1 &G0 #L0 $MI0

&M0 &P0 #P0 &Q1 $R0 &R1 &RF1 &S1 $SP0 &SF0 &T5 #T1 $T1 $V0 $V6 $VD0 &X0 Y0

$MB33600 $SB38400 $BA0 &W0



Note:

For the MT1432 modem: set $MB to 14400 (e.g., $MB14400).  The MT1432 modem settings will not include: %C, #C, %DL, and $T.



Refer to the Multitech ownerÕs manual for information on what settings are being altered.





To change a setting, issue an AT command.  For example, to change the modem serial baud (sb) port speed to 38400, type:

at$sb38400 <Enter>



When you have finished making the needed changes, type:

at&w0 <Enter>



This writes the setting to memory storage, so if the modem is turned off and back on the settings will be retained.



To disconnect from the modem, type:

~. <Enter>



The Multitech modems can allow remote access for configuration.  This is very useful for debugging problems at another location.  While connected to a remote system's modem, type:

	%%%at  <Enter>



The following menu will appear:

1 - DATA MODE

2 - COMMAND MODE

>



Select 2 for command mode.



You will be prompted for a password at this time.  The default password for the Multitech modems is MODEMSETUP unless it has been changed locally (refer to the Multitech ownerÕs manual for instructions on how to change the password).  



The modem will respond with an OK after entering the correct password.  You are now able to look at or modify the remote modem settings.  



To exit from the command mode of the remote modem, type:

atio <Enter>



The menu above appears again at which time select 1 for data mode.  You are now back to the point just prior to issuing the request for remote access (%%%at).





Changes Required For Installing Software Remotely



Installing software and packages remotely will require the inactivity timer to be disabled temporarily on both the local and remote modems.  This is necessary for the remote installation of FOCS.   There are likely to be periods of inactivity during the installation process that are longer than the default time out.  Access the phone number of the system to call from the /etc/uucp/Systems file.  Connect to the local modem directly to change the time out setting and dial the remote location, type:

	cu -l term/a01m <Enter>

	CONNECTED

	ats30=0 <Enter>

	OK

	atdt[put in the phone # of the remote site] <Enter>



When connection is established, login to the system.  Access the remote modem to disable the inactivity time, type:

 	%%%at  <Enter>



The following menu will appear:

1 - DATA MODE

2 - COMMAND MODE

>



Select 2 for command mode.



You will be prompted for a password at this time.  The default password for the Multitech modems is MODEMSETUP unless it has been changed locally (refer to the Multitech ownerÕs manual for instructions on how to change the password).  



The modem will respond with an OK after entering the correct password.  You are now able to look at or modify the remote modem settings, type:

	ats30=0 <Enter>

	OK  



Exit from the command mode of the remote modem, type:

atio <Enter>



The menu above appears again at which time select 1 for data mode.  You are now back to the point just prior to issuing the request for remote access (%%%at).  You are now ready to install FOCS or any other software or package.  Both modems will default back to the original settings once a disconnection is done.  After the software installation is finished and you disconnect from the remote modem (stay connected to the local modem), you can proceed to dial another remote modem without having to change the setting on the local modem.  The setting change on the local modem will stay until you disconnect from it.





Upgrading Multitech Modem EEPROM



To determine the version of firmware for the Multitech modems, connect directly to the modem (with the cu -l port command).



Type:

ati1 <Enter>





MT1432



The current version is 1.16, as of March 1997.  The MT1432 modems do not have the flashable firmware.  Upgrading requires that the EPROM chip be physically replaced with the newer version.  Chip upgrades are free from Multitech by calling their technical support at 800-972-2439.  



MT2834



The current version is 2.16a, as of March 1997.  These modems have the flashable firmware which means they can be upgraded with software.  The software is called flashpro and is provided by Multitech.  Modems at LAN/WAN/VOICE sites are required to have the firmware version of 2.13 or above.  It is not mandatory that you upgrade to the most recent version, but if you are having problems with noisy phone lines, it is recommended that you do.



To upgrade the firmware, download the file “flash288.cpio” from ftp.nrcs.usda.gov in /centers/itc/integration_lab/other.  Three firmware upgrades are included; 2.13, 2.14b, and 2.16a.  Flashpro will operate under DOS Merge.  Follow the instructions in the included readme.txt file.





Using the multi_debug Script



The debug script, multi_debug, is located on FTP server in Fort Collins.  The script is a great way to debug any modem configuration problems.  It consolidates the Systems, Devices, Dialers, gettydefs, ttydefs and modem settings all into one file.  It also executes a Uutry to a system appending the results to the output.  The Helpdesk requires execution of this script in order to provide support on modem configurations.  You will find this script useful in your own debugging of UUCP communications.



To run the script execute the following:

sh ./multi_debug <Enter>



Enter the port device name of the modem.

Enter a valid remote system name (from the Systems file).

Information is displayed, and the results will be stored in the file /tmp/modem_results.





Telebit T2500



Note: 

The following are the register settings for a Telebit T2500 modem.  These settings are in accordance with the Midwest Networking Guide for the Telebit modems.  These register settings are listed for reference only.  If you currently have Telebit T2500 modems up and running on your system, you do not need to change their register values unless you choose to.





No DIP switch settings are required.



Telebit T2500 modem register settings:



E0 F1 M1 Q6 T V1 W0 X3 Y0 &P0 &T4

Version GF7.03-T2500SA

S00=001 S01=000 S02=043 S03=013 S04=010 S05=008 S06=002 S07:060 S08=002 S09=006 S10=007 S11=070 S12=050 S18=000 S25=005 S26=000 S38=000 S41=000 S45=000 S47=004 S48:000 S49=000 S50=000 S51:254 S52:002 S54:003 S55=000 S56=017 S57=019 S58:002 S59=000 S61:000 S62=003 S63=001 S64=001 S65=000 S66:000 S67=000 S68:002 S69=000 S90=000 S91=000 S92:000 S93=008 S94=001 S95=000 S96=001 S97=000 S98=003 S100=000 S101=000 S102=000 S104=000 S105=001 S106=000 S107=020 S110:001 S111:030 S112=001 S121=000 S130=002 S131:003 S150=000 S151=004 S152=001 S153=001 S154=000 S155=000 S157=000 S158=000 S160=010 S161=020 S162=002 S163=003 S164=007 S169=000 S255=000 N0:1





Set Telebit T2500 registers as follows:



Ensure the Telebit modem is connected to the system and powered on.

Set up a direct entry in your Devices file as described earlier in this section, to communicate directly to the port the modem is connected to (e.g., term/00h).



Type:

cu -l term/00h <Enter>



To change a setting, issue an AT command:



Type:

at <Enter> 



You should see an OK response from the modem.



To view the current register settings of the first profile, type:

AT&N1 <Enter>



To set individual registers, type:

ATSxx=yy <Enter>



Replace xx  with the register to be changed, and yy  with the value to change it to.  Check the modemÕs manual for valid register numbers and values.  



For Example:

ATS07=60 <Enter>



Save the new settings to the modemÕs NVRAM memory:



Type:

AT&WN1 <Enter>



To close the modem connection, type:

~. <Enter>





PART 4.	PRINTER INSTALLATION, SETUP AND CONFIGURATION





PARALLEL PRINTER INSTALLATION



Connect a parallel printer to the computer using a standard parallel printer cable (DB-25 to Centronics cable).  Ensure that the printer is set up for parallel communications.  Refer to the printer manual as necessary.  At the end of this section there are Quick Reference setups for an Epson LQ, Genicom 3024, HP Laser (includes LaserJet 3, 4 and 5) and IBM Proprinter.



Note:

You can either use the following sysadm method or the prompt method.  The sysadm method is listed first followed by the prompt method.



Sysadm Method



Login as root.



Enter the System Administration Menu.



Type:

sysadm <Enter>



Select printers to enter the Printer Configuration and Services.



Select printers to enter the Configure Printers for the Printer Service.



Select add to enter the Add a New Printer Option.



Complete the Add Printer Screen with the following:



Printer Name:  (enter the desired printer name)

Printer Type:  (enter the matching printer type from the following table):



Printer�Printer Type�Printer Model�Connection��HP LaserJet without PS�hplaserIV�hplaser_p�parallel��HP LaserJet with PS�PS-b�hplaser_p�parallel��IBM Proprinter�proprinter�proxl_p�parallel��Genicom 3024�fx-1050�g3024_p�parallel��Epson�fx-1050�epsonlq_p�parallel��Okidata�fx-1050�epsonlq_p�parallel��

Note:

There are no choices available for Printer Type using the CHOICES key <F2>.  The Printer Type must be typed exactly as shown in the table above.



Complete the Device or Address: field with:

	/dev/lp0 	(for LPT1:) 

or

	/dev/lp1	(for LPT2:).



Leave other fields at their default values.  Press the SAVE key <F3>.



The system displays the message: 

Printer Òprinter_nameÓ successfully added



Press the CONT key <F8> to continue or the CANCEL key <F6> to Exit.



Review the printer information and press the CANCEL key <F6> to return to the Line Printer Services Configuration and Operation screen.



Select operations to enter the Perform Daily Printer Service Operations Option.



Select accept to enter Allow Class(es) and/or Printer(s) to Accept Print Requests.



Type in the name of the printer just created and press the SAVE key <F3>. 



�Note: 

Ensure the printer, cable, and connectors are hooked up before enabling.



Select enable, to Enable Printer(s) for Printing.  Type in the name of the printer just created and press the SAVE key <F3>.



To go to Enable Printer(s) for Printing, select enable and fill in the name of the printer just created.  Press the SAVE key <F3>. 



If this is going to be the default printer, go to set-default and fill in the name of the printer just created. Press the SAVE key <F3>.



Press the CANCEL key <F6> to back out of windows and the CMD-MENU key <F7> and select exit to exit out of sysadm.



Important: 

The following steps must be completed to use the correct printer interface.  This will replace the standard UnixWare 2.03 interface.



Login as root.



Type:

	cd /etc/lp/interfaces <Enter>



	unlink printer_name <Enter> 

(This will unlink the new printer interface file from the /etc/lp/model/standard interface.)



cp /etc/lp/model/printer_model printer_name <Enter>

(Substitute the printer_model and printer_name with the correct values.)



cd /etc/lp/printers/printer_name <Enter> 

(This is the same as printer_name defined in the prior command.)



cp configuration config.bak <Enter>



vi configuration

(Go to the Interface line and change the word "standard" to the printer_model name for that printer.)

wq! <Enter>



Test this printer to make sure that it prints correctly and all options are working.



Verify that the permissions and ownership are correct (lp is the owner and permissions should be rw------- ) on the ports for printers.



Type:

cd /dev <Enter>

chmod 0600 lp0 <Enter>

chown lp lp0 <Enter>



The printer is now set up and ready for use.



Prompt Method



Login as root.



Type:

/usr/lib/lpadmin -pprinter_name -v/dev/lp0 -ThplaserIV

-i/etc/lp/model/printer_model <Enter>

(This command must be typed on one line.)



/usr/lib/accept printer_name <Enter>



enable printer_name <Enter>



/usr/lib/lpadmin -dprinter_name <Enter>

	(To add the printer as the system default.)



Note:

When removing a printer, if you see an error message, you probably have non-standard files in the /etc/lp/printers/printer_name directory (e.g., config.bak).  You should look and remove these files.



Printing Spanish Characters



The HP Laser IV and V, as configured by the above instructions, are capable of printing the Spanish character set.  The alternate character set needs to be specified to the printer when a print command executed.  Three character sets are supported; Default (cs0), MultiLingual (cs1) and Latin1ISO (cs2).  To print a file using Latin1ISO as the character set type:



lp -oScs2 file_name <Enter>





SERIAL PRINTER INSTALLATION



Connect a serial printer to the computerÕs internal serial port, or to a Digiboard port using the appropriate connector referenced in Module 5, Appendix A.  Cable, Connectors and Wiring Pin Diagrams.



Ensure that the printer is set up for serial communications.  Refer to the printer manual as necessary. 



Note:

At the end of this section there are Quick Reference setups for an Epson LQ, Genicom 3024, HP Laser (includes LaserJet 3, 4 and 5) and IBM Proprinter.



Sysadm Method



Login as root.



Enter the System Administration Menu.



Type:

sysadm <Enter>



Select printers to enter the Printer Configuration and Services.



Select printers to enter the Configure Printers for the Printer Service.



Select add to enter the Add a New Printer Option.



Complete the Add Printer Screen with the following:

Printer Name:  (enter the desired printer name)

Printer Type:  (enter the matching printer type from the following table):





Printer�Printer Type�Printer Model�Connection��HP LaserJet without PS �hplaserIV�hplaser_s�serial��HP LaserJet with PS �PS-b�hplaser_s�serial��IBM Proprinter�proprinter�proxl_s�serial��Genicom 3024�fx-1050�g3024_s�serial��Epson�fx-1050�epsonlq_s�serial��Okidata�fx-1050�epsonlq_s�serial���Note:

There are no choices available for Printer Type using the CHOICES key <F2>.  The Printer Type must be typed exactly as shown in the table above. 



Complete the Device or Address field with one of the device files that corresponds with the port you are configuring.  Refer to the table below for reference:



Device File�Digiboard

Port�Internal

Port��/dev/term/00��1��/dev/term/01��2��/dev/term/a01m�1���/dev/term/a02m�2���/dev/term/a03m�3���/dev/term/a04m�4���/dev/term/a05m�5���/dev/term/a06m�6���/dev/term/a07m�7���/dev/term/a08m�8���/dev/term/a09m�9���/dev/term/a10m�10���/dev/term/a11m�11���/dev/term/a12m�12���/dev/term/a13m�13���/dev/term/a14m�14���/dev/term/a15m�15���/dev/term/a16m�16���

Leave other fields at their default values.  Press the SAVE key <F3>.



The system displays the message:

Printer Òprinter_nameÓ successfully added



Press the CONT key <F8> to continue.



Review the printer information and press CANCEL key <F6> to return to the Line Printer Services Configuration and Operation screen.



Select operations to enter the Perform Daily Printer Service Operations Option.



Select accept to enter Allow Class(es) and/or Printer(s) to Accept Print Requests.



Type in the name of the printer just created and press the SAVE key <F3>.



Note:

Ensure the printer, cable, and connectors are hooked up before enabling.



Select enable to Enable Printer(s) for Printing.  Type in the name of the printer just created and press the SAVE key <F3>.



To go to Enable Printer(s) for Printing, select enable and fill in the name of the printer just created.  Press the SAVE key <F3>.

 

If this is going to be the default printer, go to set-default and fill in the name of the printer just created.  Press the SAVE key <F3>.



Press the CANCEL key <F6> to back out of windows and the CMD-MENU key <F7> and select exit to exit out of sysadm.



Important:  

The following steps must be completed to use the correct printer interface.  This will replace the standard UnixWare 2.03 interface.



Login as root.



Type:

cd /etc/lp/interfaces <Enter>



unlink printer_name <Enter> 

(This will unlink the new printer interface file from the /etc/lp/model/standard interface.)



cp /etc/lp/model/printer_model printer_name <Enter>

(Substitute the printer_model and printer_name with the correct values.)



cd /etc/lp/printers/printer_name <Enter> 

(This is the same as printer_name defined in the prior command.)



cp configuration config.bak <Enter>



vi configuration

(Go to the Interface line and change the word "standard" to the printer_model name for that printer.)

wq! <Enter>



Test this printer to make sure that it prints correctly and all options are working.



Verify that the permissions and ownership are correct (lp is the owner and permissions should be rw------- ) on the ports for printers.



Type:

cd /dev/term <Enter>

chmod 0600 a01m <Enter>

chown lp a01m <Enter>



Note:

If you see an error message while removing a printer, you probably have non-standard files in the /etc/lp/printers/printer_name directory (e.g., config.bak).  You need to remove these files.



Printing Spanish Characters



The HP Laser IV and V, as configured by the above instructions, are capable of printing the Spanish character set.  The alternate character set needs to be specified to the printer when a print command executed.  Three character sets are supported; Default (cs0), MultiLingual (cs1) and Latin1ISO (cs2).  To print a file using Latin1ISO as the character set type:



lp -oScs2 file_name <Enter>



Epson LQ Setup Quick Reference





Dip Switches (80 Column)��Bank 1

�1

on�2

on�3

on�4

on�5�6�7�8

��Bank 2� 1      2     3     4

off  off  off  off��

Serial Connectors��From 9-pin serial�006-9 to 034��From Digiboard�--        to 036���

Interface Files��Parallel:�/etc/lp/model/epsonlq_p��Serial:�/etc/lp/model/epsonlq_s��

Options��-oc�Compressed Print��-ob�Bold Print��-o8�8 Lines Per Inch��-onlq�Near Letter Quality��-oel�Elite Print, 12 Characters Per Inch��

Command Line Setup��lpadmin -p printername -v device -i /etc/lp/model/epsonlq_p��or:��lpadmin -p printername -v device -i /etc/lp/model/epsonlq_s����accept printername��enable printername��



Genicom 3024 Setup Quick Reference



Dip Switches (130 Column)��Parallel�bank 4�bank 3�bank 2�bank 1���87654321

X0101011�87654321

X0000000�87654321

X0010000�87654321

X0111000����Serial

(9600 baud)�bank 4

87654321

X0101011�bank 3

87654321

X0000000�bank 2

87654321

X0010000�bank 1

87654321

X0000000��Note: 0 = ON  1 = OFF��

Dip Switches (80 Column)��Parallel�bank 4

87654321

X0101111�bank 3

87654321

X0000000�bank 2

87654321

X0010000�bank 1

87654321

X0111000����Serial

(9600 baud)�bank 4

87654321

X0101111�bank 3

87654321

X0000000�bank 2

87654321

X0010000�bank 1

87654321

X0000000��

Serial Connectors��From 9-pin Serial�006-9 to 034��From Digiboard�--        to 035��

Interface Files��Parallel�/etc/lp/model/g3024_p��Serial�/etc/lp/model/g3024_s��

Options��-oc�Compressed Print��-ob�Bold Print��

Command Line Setup��lpadmin -p printername -v device -i /etc/lp/model/g3024_p��or��lpadmin -p printername -v device -i /etc/lp/model/g3024_s����accept printername��enable printername��

HP Laser Setup Quick Reference  

(Tested with HP Laserjet 3, 4 and 5)



Serial Connectors��From 9-pin Serial�015-9 to 010��From Digiboard�--        to 035��

Interface File��Parallel:�/etc/lp/model/hplaser_p��Serial�/etc/lp/model/hplaser_s���

Options��-oletter�Letter size paper��-olegal�Legal size paper��-oe�Legal size paper��-ol�Landscape mode��-or�Landscape mode��-op�Portrait mode��-oc�Compressed print��-ob�Bold print��-oit�Italic��-o8�8 lines/inch��-ow�line wrap on��-os�squished print, 16.66 CPI, 4.7 VMI, 112 lines/page, Left Mar 10��-oi�print interpÕs, 16.66 CPI, Left Margin 10.��-og�Turn off post processing for Graphics��-ohpgl�Adding HPGL header for Graphics��-olp�Line Printer��-oco�Courier��-ohe�Helvetica��-otr�Times Roman��-ogo�Prestige��-opr�Gothic��-ounl�Universa��-ocg�CG times��-lpp�Lines per Page��-pt#�Point size��-lm#�Left Margin��-tm#�Top margin��-lpi#�Lines per Inch��-cpi#�Characters Per Inch��

In the options above with a pound sign (#), enter the desired number in place of the pound sign.��

Command Line Setup��lpadmin -p printer_name -v device -i /etc/lp/model/hplaser_p��or��lpadmin -p printer_name -v device -i /etc/lp/model/hplaser_s��

accept printer_name��enable printer_name��

�IBM Proprinter Setup Quick Reference



The Dip Switches are on the mother board, not the switches on the serial card.  Your printer may have either 7 or 8 dip switches.  If you do not have the eight switches, only set the first seven.



Dip Switches��80 Column�132 Column��1�2�3�4�5�6�7�8�1      �2�3�4�5�6�7�8��off�off�off�off�off�off�off�off�on�off�off�off�off�off�off�off��

Serial Connectors

��From 9-pin serial�006-9 to 034��from Digiboard�--        to 036��

Interface Files��Parallel:�/etc/lp/model/proxl_p��Serial:�/etc/lp/model/proxl_s��

Options��-oc�Compressed print��-ob�Bold print��-o8�8 lines per inch��-onlq�Near Letter Quality��-oel�Elite print, 12 chars per inch.��

Command Line Setup��lpadmin -p printername -v device  -i /etc/lp/model/proxl_p��or��lpadmin -p printername -v device -i /etc/lp/model/proxl_s����accept printername��enable printername���
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�SECTION 5.  SYSTEM ADMINISTRATION





Note:

This section assumes that the user is logged in as root.



Commands are provided in two formats.  The UNIX prompt command (with any options), and the sysadm command with the menus necessary to reach it.



The sysadm commands assume that the administrator is in the sysadm menu system.  To start sysadm, login as root.



Type:

sysadm <Enter>



Some of the commands described in this section may be shown on more than one line.  That is because the layout of this document does not have as much line space as a computer screen.  Commands should be typed on a single line.



References for each command are given.





Note:

This is NOT a complete list of UnixWare commands in this section.  It is only a partial cross-section of most commonly used/needed commands to do system administration on UnixWare 2.03 systems.





Change Node Name



UNIX command:



Set System Node Name:



setuname -n name



sysadm command:



system_setup

nodename

set



UNIX online manual reference; type:

man setuname



Note:

UnixWare 2.03 requires that all occurrences of the old system name be changed to the new system name in the following files. This needs to be done anytime the node name is changed. 



Reboot system after modifying these files.  Some files may not exist.



	/etc/net/ticlts/hosts

	/etc/net/ticots/hosts

	/etc/uucp/Systems.tcp

	/var/sadm/pkg/base/pkginfo

	/etc/inet/hosts

	/etc/net/tocotsord/host





Change System Date And Time



UNIX command:



date mmddHHMM[yy]



Where:

mm   	=   Month

dd   	=   Day

HH   	=   Hour

MM   	=   Minutes

[yy]   	=   Year



sysadm command:



system_setup

datetime

set





UNIX online manual reference; type:

man date





�User Management



To Add a New User:



UNIX command (typed on one line):



useradd [options]



useradd -u uid -g group -d dir -s shell -c ”comment” -m -k /etc/skel login



Note:

The -i option will allow an expired UID to be reused (if it is locked).



The comment field should be the userÕs full name.



The user’s login is locked until the password is assigned with the passwd command.



sysadm command:



users

add

user



Complete the screen with user information.  Fill in password information when prompted.



UNIX online manual reference; type:

man useradd



UNIX edits on /etc/passwd:

vi /etc/passwd

pwconv 

creatiadb

auditcnv



Note:

creatiadb has to be executed after the /etc/passwd file is edited with vi, or users may be locked out from logging into the system.



auditcnv has to be executed after the /etc/passwd file is edited with vi.  This will fix the audit mask file on the system.





To Add a New Group:



UNIX command:



groupadd [options] group



groupadd -g gid group



sysadm Command:



users

add

group



Complete the group name to be added.



UNIX online manual reference; type:

man groupadd





To Delete a User:



UNIX command:



userdel [options] login



userdel -r login



The -r removes user’s home directory.



sysadm command:



users

remove

user



Type the login_name you want to remove.





UNIX online manual reference; type:

man userdel



To Delete a Group:



UNIX command:



groupdel group



Note:

groupdel removes the group from the /etc/group file, but does NOT remove the group ID (GID) reference in the password file.





sysadm command:



users

remove

group



Type the group name to be removed.



UNIX online manual reference; type:

man groupdel





Password Administration



To Add, Delete, or Change a Password:



UNIX command:



passwd [options] login_name



passwd -l login         (lock a password)

passwd -d login         (delete a password)

passwd -s login         (show password attributes)

passwd -f login         (forces passwd change)





sysadm command: 



users

password





UNIX online manual reference; type:

man passwd





To Add Password Aging:



UNIX command:



passwd [-n min_days] [-w warn_days] [-x max_days] 

[-f] login_name



To turn off password aging, type:



passwd -x -1 login_name



sysadm command:



users

password



UNIX online manual reference; type:

man passwd



Forgotten root Password:



If the root password is ever forgotten, follow these instructions to enter a new password for root.



Boot the system from the emergency boot diskettes.

A message should come up saying that the hard disk is sane and to Press Enter to Continue.  Press Enter to Continue.

Choose “Mount File Systems” from the menu.  This will take very little time and the menu will come back up.

Choose “Access UnixWare Shell” from the menu.  This will give a prompt.

Execute the following command:

	

	/mnt/usr/sbin/chroot /mnt /sbin/sh <Enter>



Change the root password using the passwd command.

Type “exit” to exit the shell.  Type “exit” again to return to the menu.

Choose “Unmount File Systems”.

Choose “Reboot”.  You will be asked to remove the emergency diskette and Press Enter to Continue.



Fixing file privileges



UnixWare keeps a database of file privileges on the system.  This database holds checksum values, dates and times files were last motified, and paths to files.  If system files are changed then the file privileges database will need to be updated.  This can easily happen when a restore is done.  UnixWare 1.x did not have a utility to fix the privileges table so the “fixprivs” utility was written.  UnixWare 2.x has a utility to do this function.  To fix the privileges table, as root type:



/etc/security/tools/setpriv -x <Enter>





System Shutdown And/Or Rebooting



UNIX command:



shutdown -i0|-i6|-i1 -g0 -y



-i0	Stops the system.

-i6	Stops and reboots the system to multi-user mode.

-i1	Puts the system in administrative state with file systems mounted.

-g0	Grace period of zero seconds.

-y	Confirms command without user prompt.



or

init 0, init 6, init 1



init 0 - 	Stops the system.

init 6 - 	Stops and reboots the system.

init 1 - 	Puts system in administrative state.



sysadm command:



	machine 

	shutdown 	(stops and halts the system)

	reboot 	(stops and reboots the system)





UNIX online manual reference; type:

man shutdown

man init





System Information



UNIX command:



uname -a



The -a is used to print all system information.



sysadm command:



machine

configuration

system



UNIX online manual reference; type:

man uname





installing software



Installing Add-On Software Using installpkg



UNIX command:



installpkg



sysadm command:  NONE.



UNIX online manual reference; type:

man installpkg



Note:

installpkg is used to install packages created for UNIX System V Release 3.x.





Installing Add-On Software Using pkgadd



UNIX command:



pkgadd [options] device|file



pkgadd -d device pkgname



sysadm command:



software

install





UNIX online manual reference; type:

man pkgadd



Note:

pkgadd is used to install packages created for UnixWare.





Using pkgchk to view or fix file attributes on a package



UNIX command:



pkgchk [options] pkginst



pkgchk -l package_installed



Note:

The -l option will list information on the selected files that make up a package.



pkgchk -af package_installed



Note:

The -af option will audit the file attributes and correct file attributes if possible.



sysadm command: NONE.



UNIX online manual reference; type:

man pkgchk



System Backups And Restore



To Create a Full System Backup:



UNIX command:



To backup the entire system, type:



find / -print > tmpfile 

cat tmpfile | cpio -ovC 32768 -O /dev/rmt/ctape1



sysadm command:



backup_service

basic

system backup

backup system

tape drive



Note:

The /etc/Backup file tells the system what to backup.  The /etc/Ignore file tells the system what to ignore when using the sysadm backup process.



UNIX online manual reference; type:

man cpio



Note:

On the cpio command, there is a -c option that reads/writes in ASCII character form for portability.  When going from a UnixWare system to a Unix 3.2 system, it is recommended NOT to use the -c option, so the Unix 3.2 system can read UnixWare cpio output.



There is also a -H odc cpio option that can be used to specify the header type if the -c option is used to create the cpio file on UnixWare and will be read on a Unix 3.2 system.



cpio files from 3.2 to UnixWare can be read in with no option changes.



To Do a System Restore:



UNIX command:



cpio -ivdum -I /dev/rmt/ctape1



sysadm command:



restore_service

basic

system restore

restore system

selective system restore



UNIX online manual reference; type:

man cpio





Formatting A Floppy Disk



UNIX command:



format device



To format a 1.44 MB floppy type:



format /dev/rdsk/f03ht





Note:

The format command is under the /usr/sbin directory which is not normally in user’s path.  For a user other than root to format a floppy, full path must be typed, such as:



/usr/sbin/format /dev/rdsk/f03ht





sysadm command:



storage devices

format

diskette



UNIX online manual reference; type:

man format





Creating A File System On A Floppy Disk



UNIX command:



mkfs [options] special  size



special	special file to write to

size		number of 512 byte sectors



sysadm command:



file_systems

make



Complete the screen with the correct information to make the file system desired.



UNIX online manual reference; type:

man mkfs





Mounting A File System



UNIX command:



mount [options] special mount_point

mount -F type special mount_point



To mount a CD-ROM:



mount -rF cdfs /dev/cdrom/c0b0t6l0 /cdrom



sysadm command:



file_systems

mount



Complete the screen with the correct information to make the file system desired.



UNIX online manual reference; type:

man mount





Unmounting A File System



UNIX command:



umount [options] device|mount_point



sysadm command:



file_systems

umount



UNIX online manual reference; type:

man umount





Manual Page Information On Commands



UNIX command:



man command



sysadm command: NONE.



UNIX online manual reference; type:

man man





Note:

Substitute command in the syntax example above with the specific command you wish for viewing the online manual pages.



man will provide online manual page information with options, examples, and command usage information on all UnixWare commands.





Exiting or Suspending sysadm



UNIX command: NONE.



sysadm command: 



<CTRL+J>



or

<F7> CMD_Menu

exit



UNIX online manual reference: NONE.





Note:

Pressing <CTRL+J> while in sysadm will allow a user to go to UNIX prompt or exit sysadm.  If the user asks for a UNIX prompt, the sysadm process is still running.  To return to sysadm type:



	exit <Enter>



Determining RAM Memory



UNIX command:



memsize



sysadm command:



machine

configuration

summary



UNIX online manual reference; type:

man memsize





System Information Report



UNIX command:



prtconf



Prints the current system configuration information. 



sysadm command:



machine

configuration

summary



UNIX online manual reference; type:

man prtconf



Desktop User Information



Enabling Desktop For a User



UNIX command:



/usr/X/adm/dtadduser login_name



sysadm command: NONE.



UNIX online manual reference; type:

man dtadduser





Note:

This command will only apply desktop privileges to users; it will not add users. 



dtadduser adds several files and links to the user’s $HOME directory.  Some of the important configuration files are: .olinitrc, .olsetup, .Xdefaults, and .xsession.  The $HOME/.olsetup<TAB> entry is added to the end of the user’s .profile for execution upon login.



Disabling Desktop For a User



UNIX command:



/usr/X/adm/dtdeluser login_name



sysadm command: NONE.





UNIX online manual reference; type:

man dtdeluser



Note:

This command will only remove desktop privileges to users; it will not remove users.  dtdeluser removes the files that were created by dtadduser (some are: .olinitrc, .olsetup, .Xdefaults, and .xsession) in the user’s home directory.  The line Ò. $HOME/.olsetup<TAB>Ò is also deleted from the end of the user’s .profile.  The Mailbox directory is NOT removed, but is renamed to Mailbox~.





/proc File System Information



UNIX command:



ps [options]



ps -ef  (most commonly used)

ps -fu login_name (for specific user information)



To kill a process type:



kill PID



or



kill -9 PID



sysadm command: NONE.



UNIX online manual reference; type:

man ps

man kill





Note:

The /proc file system provides access to the image of each active process in the system.  The name of each entry is a decimal number corresponding to a process ID.  The owner of each file is determined by the process ID's user-ID (owner).  These files CANNOT be read by a user.  They are for processes running and accessed as such.  Do NOT try to 'cat' or 'print' these files.  They will be removed when the process is complete or killed.





Changing Tunable Parameters 



UNIX command:



/etc/conf/bin/idtune -f [option] parameter value





sysadm command: NONE.



UNIX online manual reference; type:

man idtune





Information On Administrating ttymon



UNIX command:



pmadm [options]

sacadm [options]



Note:

To list all port monitor tags (pmtag) type:

	sacadm -l



To list all service tags (svctag), type:

	pmadm -l



To disable a port with pmadm, type:

	pmadm -d -p pmtag -s svctag



To enable a port with pmadm, type:

	pmadm -e -p pmtag -s svctag



The FLGS column shows a ÒuÓ when the port is enabled, or shows a ÒuxÓ when the port is disabled.





sysadm command:



ports



UNIX online manual reference; type:

man pmadm

man sacadm





Analyzing Uutry With ttymon Running On UUCP Port



Setting up the Connection Server in debug Mode



UNIX command:



Determine PID for /usr/sbin/cs and kill this process.



Restart with:



/usr/sbin/cs -d



sysadm command: NONE.



UNIX online manual reference; type:

man cs





Note:

Uutry information is stored in /var/adm/log/cs.debug when Uutry is executed with the debug option set.



To change the startup file so the Connection Server (cs) starts in debug mode, edit the /etc/init.d/cs file and change the /usr/sbin/cs (line 35) to /usr/sbin/cs -d.  Reboot the system and the cs will start in debugging mode every time.  The /var/adm/log/cs.debug and the /var/adm/log/cs.log files are not cleaned up by the system.  SMaRT will clean these log files automatically.  It is recommended to only run in debug mode when troubleshooting uucp connections.  See man cs for complete information on file sizes.





DPA (Digi Port Authority)



UNIX command:



dpa



sysadm command: NONE.



Reference: Digiboard manual.



Note:  

Once dpa is executed, On-Line Help is available by pressing:

	?





Re-Setting Video Mode



UNIX command:



/usr/X/lib/display/setvideomode [options]





To verify the current video settings; type:



/usr/X/lib/display/setvideomode -probe



Note:

The settings for the NCR3333 system are different from the AT&T Globalyst 630 and the Digital Prioris LX, so refer to the UnixWare 2.03 Upgrade - Module 5, Appendix C.  Installation of UnixWare 2.03 for the recommended settings for both systems.





sysadm command: NONE.



UNIX online manual reference; type:

man setvideomode





Rebuilding UnixWare Kernel



UNIX command:



/etc/conf/bin/idbuild -B



Note:

The -B option will rebuild the kernel immediately. This is the recommended option for idbuild. After idbuild is completed, reboot the system.



sysadm command: NONE.



UNIX online manual reference; type:

man idbuild





�Booting UnixWare From unix.old



UNIX command: See note below.



sysadm command: NONE.



Reference: UnixWare 2 Installation Handbook, Page 120.





Note:

If /stand/unix gets corrupted or lost, the system will NOT be able to boot. You can boot from unix.old when you see the message:



	Error opening unix



	Entering BOOT interactive session... [? for help]



	[boot]#



Type:

	KERNEL=unix.old <Enter>



	go <Enter>



When the system boots, create a /stand/unix by doing an idbuild:

	/etc/conf/bin/idbuild -B <Enter>



Reboot the system.



The system should have also re-created the /unix to /stand/unix link during the reboot.



If not, create the link by typing:

	ln -s /stand/unix /unix <Enter>





Changing Ownership RecursivEly on a Directory



UNIX command:



chown -R owner:group directory



Note: 

The owner:group can be replaced with the new owner:new group to change to.  This will change both the owner and group in the same command.





sysadm command: NONE.



UNIX online manual reference; type:

man chown





Changing Group RecursivEly on a Directory



UNIX command:



chgrp -R group directory



Note:

The group can be replaced with the new group to change to.  This will change the group recursively.





sysadm command: NONE.



UNIX online manual reference; type:

man chgrp





Disabling the <CTRL+ALT+DEL> from Rebooting the System



UNIX command:



Note:

By default, the <CTRL+ALT+DEL> is enabled for system reboots.  If these keys are pressed on the system console, the UnixWare system will reboot.  All system activity will halt and a reboot will start.



If there is a need/desire to disable this key combination from rebooting the system, execute the following:



/etc/conf/bin/idtune CONSOLE_SECURITY 0 <Enter>



/etc/conf/bin/idbuild -B <Enter>



Reboot the system <Enter>



Note:

After the reboot, the <CTRL+ALT+DEL> will be disabled.



sysadm command: NONE.



UNIX online manual reference; type:

man idtune

man idbuild





Unixware DynaText On-Line Documentation



UnixWare 2.03 has On-Line Documentation installed to run under Desktop.  Any desktop user can access this.  The login ÒmanagerÓ can access desktop with the default installation of UnixWare 2.03.





To Access On-Line Through Desktop



Login as a desktop user [Example: manager].



Double Click on the Applications Icon.



Double Click on the Online_Docs Icon.



The DynaText Library Browser is started.



Note:

It is a good idea to read the Read Me First and DynaText Reader Guide information in the DynaText Browser Help option first.  This will explain the browser and how to use it.





To Exit DynaText Library Browser



Click on File.



Click on Quit.



Confirm the quit:	Click on Yes.





An Example for Using the DynaText Browser



Click on the Use & Admin (UnixWare PE & AS guides) under the collections screen.



Click on the Find: box at the bottom.



Type in what to search for here:	 setuame



Hit <Enter> or click on Search to start the search.



Once the search is complete, a list appears in the Books section.  This is the number of occurrences found for the search word, and in which book it is found.  To view any (or all information) about this word, double click on the book to view.



Example:



Double click on UnixWare 2 System Owner Handbook.



All references to setuname are shown in reverse video.  Scroll through the screens until the information needed is found.



For a more complete explanation of the DynaText On-Line Documentation feature, see the UnixWare 2 Desktop User Handbook, starting at page 31.





Package Information



To see a more detailed description of packages installed on your system, the pkginfo command can be executed.



UNIX command:



pkginfo | pg



sysadm command:



software

list



Complete the screen with the desired information to get a list of all packages installed.





Note:

Typing:

	pkginfo -l 



will give a long list with more package details such as:

	name

	version

	package and vendor information

	install files

	package sizes



UNIX online manual reference; type:

man pkginfo



Specific Package Information can be found in the UnixWare 2 Installation Handbook, Appendix D.



Note:

The information from the pkginfo command can be saved to a file or printed out for future reference.



�Section 6.	Migration from UNIX 3.2/UnixWare 1.1 to UnixWare 2.03



There are four possible migration options that could be done during the implementation of UnixWare 2.03 on either the NCR3333 or the AT&T Globalyst 630 systems.  You need to determine which scenario works for each field office conversion and go to that part to complete the migration process.



For each of the migration processes, there are several tape backups made and verified to ensure that the complete system and FOCS data are backed up.  These backups may be time consuming now, but if they are not done, it is much more time consuming to re-create these FOCS data files.



Once the new UnixWare 2.03 system is FULLY functional and all data checks out, there is only a need to keep the complete system backup of the old field office system.



These processes are fully supported by the FOCS Support staff in Ft. Collins.  If there are any complications, they are expecting all of these steps to have been completed prior to their assisting in retrieving any data.





Part 1.	 single database migration



OPTION 1. UNIX 3.2 386 to UnixWare 2.03 on AT&T Globalyst 630



The following is a process to convert the current UNIX 3.2 386 system (either an AT&T or Everex) to UnixWare 2.03 on an AT&T Globalyst 630.



The assumptions are:

The two machines are located in the same office during the migration process.

The UNIX 3.2 machine is a fully operational field office system.

The AT&T Globalyst 630 has UnixWare 2.03 installed with the following items already completed:

UnixWare 2.03 is installed (preinstalled or reinstalled as outlined in Module 5, Appendix C.  Installation of UnixWare 2.03 ).

Applicable Commercial Off-the-shelf Software is installed according to Module 4, Section 2.

The UnixWare 2.03 NRCS Customization Software is installed according to Module 4, Section 3. 

Any Peripherals are setup and configured according to Module 4, Section 4.

You have 2 reliable, usable tapes.



Conversion Procedures (By step)



Step 1: Clear the Transaction Log by Using the FOCS Backup Utility focsbu



Login as focs.



Type:

focsbu <Enter>



Select F to Configure for a tape backup.



Note:

The selection of the F option will only be required if the machine is not already configured for a tape backup.



Select A to Backup the FOCS Database.



Insert the first tape into the tape drive and once it is completed, label it with the system name, date and that it is a focsbu backup.



Select M to list tape contents.



This focsbu backup will backup the data and clean out the translog file.



Step 2: Complete a Sum on Files Under focs.dbs for Verification After Transfer



The sum command needs to be executed on all the files under the focs.dbs directory to verify a complete and accurate data transfer.



Type:

cd /usr/focs <Enter>

	(or wherever focs home directory is located)



find focs.dbs -type f -exec sum {} \; > focs_sum_old <Enter>



Use the pg command to view the file once it has been created.



This focs_sum_old file will be transferred to the UnixWare 2.03 system for a comparison check after the focs data is transferred to verify the transfer was complete.





Step 3: Do a UNIX 3.2 Complete System Backup/Verify



This backup is to ensure a complete system backup of the current 3.2 system to have for a safety backup.



Login as root.



Type:

	init s



Insert the 2nd tape into the tape drive.



Create a complete system backup with the cpio command.



Type:

cd / <Enter>



find . -print | cpio -ovB -O /dev/rmt/c0s0 <Enter>



Once the backup is complete, label the tape with the system name, date, and that it is a UNIX 3.2 complete backup.

Read back the system backup to verify it is a good backup by typing:

cpio -ivtB -I /dev/rmt/c0s0 <Enter>



Step 4: Create User Login IDs and Group IDs for Field Office Users



Print out the /etc/passwd and /etc/group file from the UNIX 3.2 and add those same users and groups (with the same USERID number and GROUP number) to the UnixWare 2.03 system.  Use either sysadm or the useradd/groupadd commands from the root prompt.



Remember, DO NOT restore the /etc/passwd, /etc/shadow or /etc/group from your old system.  Recreate these files by adding new users, groups and passwords at this time.





Note:

NRCS is reserving the USERID and GROUP ID numbers 10001 to 10999 for NRCS developed software login id numbers.  This is to allow available numbers for STANDARD logins and groups that are needed for NRCS Packages (i.e., informix, focs, nims, etc.).  A table is listed below of the current logins and the national USERID and GROUP ID number assigned to them.  If you have an existing USERID that conflicts with one of these numbers in this range, please change that USERID now.



Make the usersÕ home directories appropriately, generally under /home.



Assign all users passwords for security.  Assign nuucp a password.



Add the following NRCS STANDARD Groups and Logins, except nimsrcv, to the UnixWare 2.03 system at this time.



Group Name�Group Number��other�1��informix�10001�����������������

Login Name�User ID�Group�Home Directory��informix�10001�informix�/usr/informix��focs�10002�other�/usr/focs��nimsrcv*�10003�other�/usr/nimsrcv��������������������������������

* The installation of nims will create the nims receive account.��

Step 5:  Restore User and FOCS Data Files



Use one of the following methods (tape backup, UUCP or floppy disk), to transfer the data from the UNIX 3.2 system to the UnixWare 2.03 system.  





Note:

The primary files to transfer are:

	¥  All the user home directory files

	¥  FOCS data files (focs/focs.dbs)

	¥  Any FOCS State and Local Option Programs

	¥  focs_sum_old file (created in Step 2)







Note:

The FOCS software installation expects focs.dbs to be restored under /usr/focs/focs.dbs (NO other directory).



For an office that may have multiple FOCS databases, restore all the appropriate focs.dbs for each of the databases.  Make sure to execute the check sum (Step 2) for each of these databases to compare the before and after values.



When restoring user files, use caution NOT to install or move over the following user files that will cause problems on the UnixWare 2.03 system:



.FORMAT

.mailrc

.ott

.alarms

.mbox

.profile

.lastlogin

 mw.ini

.sh_history

.mailtime

.news_time

.wp.opvalue

.wp.prvalue



DO NOT transfer any system files over from UNIX 3.2 to UnixWare 2.03 (i.e., /etc/shadow, /etc/passwd, /etc/group, etc.).  If you need to re-create these files on the UnixWare 2.03 system, print out the files on the UNIX 3.2 system and use them as reference.





Note:

During testing, file transfer via tape or diskette was much quicker than UUCP.



Once the files are restored, make sure to verify file permissions and ownerships.  If a USERID number or GROUPID number had to be changed for a user’s login, you may need to execute the chown, chgrp or chmod commands to correct ownership and permissions.



When transferring user files, it is suggested to make "relative"  (without full path) backups of that directory to facilitate restoring into /home (a different directory) on UnixWare 2.03.

TAPE Backup Method



Make a tape from the UNIX 3.2 or UnixWare 1.1 system and cpio the data to the UnixWare 2.03.  On an AT&T or Everex 386 system, the Cartridge Tape can be read on either a SUN 1/4” tape drive or a WANGTEK Cartridge Tape drive.  For further instructions on this process, refer to Module 5, Appendix B. Transferring Files from UNIX 3.2 to UnixWare 2.03, Part 1.



UUCP Method



Make a Direct connection between the two computers (UNIX 3.2 and UnixWare 2.03 systems) to utilize UUCP commands to transfer data.  Refer to  Module 5, Appendix B.  Transferring Files from UNIX 3.2 to UnixWare 2.03, Part 2 for the hardware/software configuration necessary to directly connect two computers and to transfer files using cpio and uucp commands.



FLOPPY DISK Method



Transfer user and FOCS files using cpio and the floppy disk drive until all files are transferred.  Get user files (from their home directories) and any other user created files from the UNIX 3.2 system and transfer them to the UnixWare 2.03 system.  



Step 6: Verify the FOCS Data Sum Values After Data Transfer



The file focs_sum_old should have been transferred from the UNIX 3.2 system to the /usr/focs directory on the UnixWare 2.03 system.  Now run a sum on the transferred focs.dbs files and compare the results.



Type:

cd /usr/focs <Enter>



find focs.dbs -type f -exec sum {} \; > focs_sum_new <Enter>



diff focs_sum_old focs_sum_new <Enter>





Note:

This command (diff) should produce nothing for an output.  If differences appear, there is a problem with the transfer.  You need to try to restore the focs.dbs directory again from the old system.  Then re-run Step 6 to verify the sums again.  If you still receive a difference in sums, contact your next level of support or Ft. Collins for assistance.





Step 7: Completing the FOCS Installation



Once all user files and focs.dbs files are transferred to the UnixWare 2.03 AT&T Globalyst 630 system, proceed with the installation of the FOCS 3.1 from the FOCS 3.1 for UnixWare 2.03 CD-ROM.





Option 2.	UnixWare 1.1 NCR3333 to UnixWare 2.03 on AT&T Globalyst 630



The following is a process to convert the current UnixWare 1.1 NCR3333 system to UnixWare 2.03 on an AT&T Globalyst 630.



The assumptions are:

The two machines are located in the same office during the migration process.

The NCR3333 UnixWare 1.1 machine is a fully operational field office system.

The AT&T Globalyst 630 has UnixWare 2.03 installed with the following items already completed:

UnixWare 2.03 is installed.

Applicable Commercial Off-the-shelf Software is installed according to Module 4, Section 2.

The UnixWare 2.03 NRCS Customization Software is installed according to Module 4, Section 3. 

Any Peripherals are setup and configured according to Module 4, Section 4.

You have 2 reliable, usable tapes.





Conversion Procedures (By step)



Step 1: Clear the Transaction Log by Using the FOCS Backup Utility focsbu



Login as focs.



Type:

focsbu <Enter>



Select F to Configure for a tape backup.



Note:

The selection of the F option will only be required if the machine is not already configured for a tape backup.



Select A to Backup the FOCS Database.



Insert the first tape into the tape drive and once it is completed, label it with the system name, date and that it is a focsbu backup.



Select M to list contents of the tape.



This focsbu backup will backup the data and clean out the translog file.





Step 2: Complete a Sum on Files Under focs.dbs for Verification After Transfer



The sum command needs to be executed on all the files under the focs.dbs directory to verify a complete and accurate data transfer.



Type:

cd /usr/focs <Enter>

	(or wherever focs home directory is located)



find focs.dbs -type f -exec sum {} \; > focs_sum_old <Enter>



This focs_sum_old file will be transferred to the UnixWare 2.03 system for a comparison check after the focs data is transferred to verify the transfer was complete.





Step 3: Do a UnixWare 1.1 Complete System Backup/Verify



This backup is to ensure a complete system backup of the current 1.1 system to have as a safety backup.



Login as root.



Type:

	init s



Insert the 2nd tape into the tape drive.



Create a complete system backup with the cpio command.

Type:

cd / <Enter>



find . -print | cpio -ovB -O /dev/rmt/ctape1 <Enter>



Once the backup is complete, label the tape with the system name, date, and that it is a UnixWare 1.1 complete backup.



Read back the system backup to verify it is a good backup by typing:



cpio -ivtB -I /dev/rmt/ctape1 <Enter>



Step 4: Create User Login IDs and Group IDs for Field Office Users



Print out the /etc/passwd and /etc/group file from the UnixWare 1.1 system and add those same users and groups (with the same USERID number and GROUP number) to the UnixWare 2.03 system.  Use either sysadm or the useradd/groupadd commands from the root prompt.



Remember, DO NOT restore the /etc/passwd, /etc/shadow or /etc/group from your old system.  Recreate these files by adding new users, groups and passwords at this time.





Note:

NRCS is reserving the USERID and GROUP ID numbers 10001 to 10999 for NRCS developed software login id numbers.  This is to allow available numbers for STANDARD logins and groups that are needed for NRCS Programs (i.e. informix, focs, nims, etc.).  A table is listed below of the current logins and the national USERID and GROUP ID number assigned to them.  If you have an existing USERID that conflicts with one of these numbers in this range, please change that USERID now.





Make the usersÕ home directories appropriately, generally under /home.



Assign all users passwords for security.



Add the following STANDARD Groups and Logins, except nimsrcv, to the UnixWare 2.03 system at this time.



Group Name�Group Number��other�1��informix�10001������������������

Login Name�User ID�Group�Home Directory��informix�10001�informix�/usr/informix��focs�10002�other�/usr/focs��nimsrcv*�10003�other�/usr/nimsrcv��������������������������������

* The installation of nims will create the nims receive account.��



Step 5:  Restore User and FOCS Data Files



Using one of the following methods (tape backup, UUCP or floppy disk), transfer the data from the UnixWare 1.1 system to the UnixWare 2.03 system.  





Note:

The primary files to transfer are:

	¥  All the user home directory files

	¥  FOCS data files (focs/focs.dbs)

	¥  Any FOCS State and Local Option Programs

	¥  focs_sum_old file (created from Step 2)





Note:

The FOCS software installation expects focs.dbs to be restored under /usr/focs/focs.dbs  (NO other directory).



For an office that may have multiple FOCS databases, restore all the appropriate focs.dbs for each of the databases.  Make sure to execute the check sum (Step 2) for each of these databases to compare the before and after values.



When restoring user files, use caution NOT to install or move over the following user files that will cause problems on the UnixWare 2.03 system:



.FORMAT

.mailrc

.ott

.alarms

.mbox

.profile

.lastlogin

 mw.ini

.sh_history

.mailtime

.news_time

.wp.opvalue

.wp.prvalue





DO NOT transfer any system files over from UnixWare 1.1 to UnixWare 2.03, (i.e., /etc/shadow, /etc/passwd, /etc/group, etc.).  If you need to re-create these files on the UnixWare 2.03 system, print out the files on the UnixWare 1.1 system and use them as reference.





Note:

During testing, file transfer via tape or diskette was much quicker than UUCP.



Once the files are restored, make sure to verify file permissions and ownerships.  If a USERID number or GROUPID number had to be changed for a user’s login, you may need to execute the chown, chgrp or chmod commands to correct ownership and permissions.



When transferring user files, it is suggested to make "relative" (without full path) backups of that directory to facilitate restoring the user's files.



TAPE Backup Method



Make a tape from the UnixWare 1.1 system and cpio the data to the UnixWare 2.03.  For further instructions on this process, refer to Module 5, Appendix B.  Transferring Files from UNIX 3.2 to UnixWare 2.03 , Part 1.



UUCP Method



Make a direct connection between the UnixWare 1.1 and UnixWare 2.03 systems to utilize UUCP commands to transfer data.  Refer to Module 5, Appendix B.  Transferring Files from UNIX 3.2 to UnixWare 2.03 , Part 2 for the hardware/software configuration necessary to directly connect two computers and to transfer files using cpio and uucp commands.



FLOPPY DISK Method



Transfer user and FOCS files using cpio and the floppy disk drive until all files are transferred.  Get user files (from their home directories) and any other user created files from the UnixWare 1.1 system to the UnixWare 2.03 system.  





Step 6: Verify the FOCS Data Sum Values After the Data Transfer



The file focs_sum_old should have been transferred from the UnixWare 1.1 system to the /usr/focs directory on the UnixWare 2.03 system.  Now run a sum on the transferred focs.dbs files and compare the results.



Type:

cd /usr/focs <Enter>



find focs.dbs -type f -exec sum {} \; > focs_sum_new <Enter>



diff focs_sum_old focs_sum_new <Enter>





Note:

This command (diff) should produce nothing for an output.  If differences appear, there is a problem.  You need to try to restore the focs.dbs directory again from the old system.  Then re-run Step 6 to verify the sums again.  If you still receive a difference in sums, contact your next level of support or Ft. Collins for assistance.





Step 7: Completing the FOCS Installation



Once all user files and focs.dbs files are transferred to the UnixWare 2.03 AT&T Globalyst 630 system, proceed with the installation of the FOCS 3.1 from the FOCS 3.1 for UnixWare 2.03 CD-ROM.





Option 3.	UNIX 3.2 386 to UnixWare 2.03 on NCR3333



The following is a process to convert the current UNIX 3.2 386 system (either an AT&T or Everex) to UnixWare 2.03 on an NCR3333.



The assumptions are:

The two machines are located in the same office during the migration process.

The 386 UNIX 3.2 machine is a fully operational field office system.

The NCR3333 has UnixWare 2.03 installed with the following items already completed:

UnixWare 2.03 is installed (See Module 5, Appendix C.  Installation of UnixWare 2.03.  This will be a destructive installation.)

Applicable Commercial Off-the-shelf Software is installed according to Module 4, Section 2.

The UnixWare 2.03 NRCS Customization Software is installed according to Module 4, Section 3.

Any Peripherals are setup and configured according to Module 4, Section 4.

You have 2 reliable, usable tapes.





Conversion Procedures (By step)



Step 1: Clear the Transaction Log by Using the FOCS Backup Utility focsbu



Login as focs.



Type:

focsbu <Enter>



Select F to Configure for a tape backup.



Note:

The selection of the F option will only be required if the machine is not already configured for a tape backup.



Select A to Backup the FOCS Database.



Insert the first tape into the tape drive and once it is completed, label it with the system name, date and that it is a focsbu backup).



Select M to list the tape contents.



This focsbu backup will backup the data and clean out the translog file.





Step 2: Complete a Sum on Files Under focs.dbs for Verification After Transfer



The sum command needs to be executed on all the files under the focs.dbs directory to verify a complete and accurate data transfer.



Type:

cd /usr/focs <Enter>

	(or wherever focs home directory is located)



find focs.dbs -type f -exec sum {} \; > focs_sum_old <Enter>



This focs_sum_old file will be transferred to the UnixWare 2.03 system for a comparison check after the focs data is transferred to verify the transfer was complete.





Step 3: Do a UNIX 3.2 Complete System Backup/Verify



This backup is to ensure a complete system backup of the current 3.2 system to have as a safety backup.



Login as root.



Type:

	init s



Insert the 2nd tape into the tape drive.



Create a complete system backup with the cpio command.



Type:

cd / <Enter>



find . -print | cpio -ovB -O /dev/rmt/c0s0 <Enter>



Once the backup is complete, label the tape with the system name, date, and that it is a UNIX 3.2 complete backup.



Read back the system backup to verify it is a good backup by typing:



cpio -ivtB -I /dev/rmt/c0s0 <Enter>





Step 4: Create User Login IDs and Group IDs for Field Office Users



Print out the /etc/passwd and /etc/group file from the UNIX 3.2 and add those same users and groups (with the same USERID number and GROUP number) to the UnixWare 2.03 system.  Use either sysadm or the useradd/groupadd commands from the root prompt.



Remember, DO NOT restore the /etc/passwd, /etc/shadow or /etc/group from your old system.  Recreate these files by adding new users, groups and passwords at this time.



Note:

NRCS is reserving the USERID and GROUP ID numbers 10001 to 10999 for NRCS developed software login id numbers.  This is to allow available numbers for STANDARD logins and groups that are needed for NRCS Packages (i.e. informix, focs, nims, etc.).  A table is listed below of the current logins and the national USERID and GROUP ID number assigned to them.  If you have an existing USERID that conflicts with one of these numbers in this range, please change that USERID now.



Make the usersÕ home directories appropriately, generally under /home.



Set the user’s password for security.



Add the following STANDARD Groups and Logins, except nimsrcv, to the UnixWare 2.03 system at this time:



Group Name�Group Number��other�1��informix�10001��������������������

Login Name�User ID�Group�Home Directory��informix�10001�informix�/usr/informix��focs�10002�other�/usr/focs��nimsrcv*�10003�other�/usr/nimsrcv��������������������������������

* The installation of nims will create the nims receive account.��



Step 5: Restore User and FOCS Data Files



Using one of the following methods, (tape backup, UUCP or floppy disk), transfer the data from the UNIX 3.2 system to the UnixWare 2.03 system.  





Note:

The primary files to transfer are:

	¥  All the user home directory files

	¥  FOCS data files (focs/focs.dbs)

	¥  Any FOCS State and Local Option Programs

	¥  focs_sum_old file (created from in Step 2)





Note: 

The FOCS software installation expects focs.dbs to be restored under /usr/focs/focs.dbs (NO other directory).



For an office that may have multiple FOCS databases, restore the appropriate focs.dbs for each of the databases.  Make sure to execute the check sum (Step 2) for each of these databases to compare the before and after values.



When restoring user files, use caution NOT to install or move over the following user files that will cause problems on the UnixWare 2.03 system:



.FORMAT

.mailrc

.ott

.alarms

.mbox	

.profile

.lastlogin

 mw.ini

.sh_history

.mailtime

.news_time	

.wp.opvalue

.wp.prvalue





DO NOT transfer any system files over from UNIX 3.2 to UnixWare 2.03, i.e., /etc/shadow, /etc/passwd, /etc/group, etc.  If you need to re-create these files on the UnixWare 2.03 system, print out the files on the UNIX 3.2 system and use them as reference.

�Note:

During testing, file transfer via tape or diskette was much quicker than UUCP.



Once the files are restored, make sure to verify file permissions and ownerships.  If a USERID number or GROUPID number had to be changed for a user’s login, you may need to execute the chown, chgrp or chmod commands to correct ownership and permissions.



When transferring user files, it is suggested to make "relative" (without full path) backups of that directory to facilitate restoring into /home (a different directory) on UnixWare 2.03.





TAPE Backup Method



Make a tape from the old UNIX (3.2 or UnixWare 1.1) system and cpio the data to the UnixWare 2.03.  On an AT&T or Everex 386 system, the Cartridge Tape can be read on either a SUN 1/4” tape drive or a WANGTEK Cartridge Tape drive.  For further instructions on this process, refer to Module 5, Appendix B.  Transferring Files from UNIX 3.2 to UnixWare 2.03, Part 1.



UUCP Method



Make a Direct connection between the two computers (UNIX 3.2/UnixWare 1.1 and UnixWare 2.03 systems) to utilize UUCP commands to transfer data.  Refer to Module 5, Appendix B.  Transferring Files from UNIX 3.2 to UnixWare 2.03, Part 2 for the hardware/software configuration necessary to directly connect two computers and to transfer files using cpio and uucp commands.



FLOPPY DISK Method



Transfer user and FOCS files using cpio and the floppy disk drive until all files are transferred.  Get user files (from their home directories) and any other user created files from the UNIX 3.2 system to the UnixWare 2.03 system.  





Step 6: Verify the FOCS Data Sum Values After the Data Transfer



The file focs_sum_old should have been transferred from the UNIX 3.2 system to the /usr/focs directory on the UnixWare 2.03 system.  Now run a sum on the transferred focs.dbs files and compare the results.



�Type:

cd /usr/focs <Enter>



find focs.dbs -type f -exec sum {} \; > focs_sum_new <Enter>



diff focs_sum_old focs_sum_new <Enter>





Note: 

This command (diff) should produce nothing for an output.  If differences appear, there is a problem.  You need to try to restore the focs.dbs directory again from the old system.  Then re-run Step 6 to verify the sums again.  If you still receive a difference in sums, contact your next level of support or Ft. Collins for assistance.



Step 7: Completing the FOCS Installation



Once all user files and focs.dbs files are transferred to the UnixWare 2.03 NCR3333 system, proceed with the installation of the FOCS 3.1 from the FOCS 3.1 for UnixWare 2.03 CD-ROM.





Option 4.	UnixWare 1.1 NCR3333 to UnixWare 2.03 on NCR3333



The following is a process to convert the current UnixWare 1.1 NCR3333 to UnixWare 2.03 on the same NCR3333.  This process is critical because in this situation, you only have one system.  All the original data must be on a reliable backup because when UnixWare 2.03 is installed, it is a destructive installation (erasing EVERYTHING from the UnixWare 1.1 system).  If the backup(s) are NOT reliable, there is NO way to recover data once the system is destroyed.



You will need 4 reliable, usable tapes to complete this process.



For an office that may have multiple FOCS databases, complete the following steps for all the focs.dbs directories.  Make sure to execute the check sum for each of these databases to compare the before and after values.





Conversion Procedures (By step)



Step 1: Clear the Transaction Log by Using the FOCS Backup Utility focsbu



Login as focs.



Type:	

focsbu <Enter>



Select F to Configure for a tape backup.



Note:

The selection of the F option will only be required if the machine is not already configured for a tape backup.



Select A to Backup the FOCS Database.



Insert the first tape into the tape drive and once it is completed, label it with the system name, date and that it is a focsbu backup).



Select M to list tape contents.



This focsbu backup will backup the data and clean out the translog file.





Step 2: Complete a Sum on Files Under focs.dbs for Verification After Transfer



The sum command needs to be executed on all the files under the focs.dbs directory to verify a complete and accurate data transfer.



Type:

cd /usr/focs <Enter>

	(or wherever focs home directory is located)



find focs.dbs -type f -exec sum {} \; > focs_sum_old <Enter>



This focs_sum_old will be transferred to the UnixWare 2.03 system for a comparison check after the focs data is transferred to verify the transfer was complete.





Step 3: Do a UnixWare 1.1 Complete System Backup/Verify



This backup is to ensure a complete system backup of the current UnixWare 1.1 system to have as a safety backup.



Login as root.



Type:

	init s



Insert the 2nd tape into the tape drive.



Create a complete system backup with the cpio command.



Type:

cd / <Enter>



find . -print | cpio -ovB -O /dev/rmt/ctape1 <Enter>



Once the backup is complete, label the tape with the system name, date, and that it is a UnixWare 1.1 complete system backup.



Read back the system backup to verify it is a good backup by typing:



cpio -ivtB -I /dev/rmt/ctape1 <Enter>





Step 4: Make a cpio Backup of FOCS focs.dbs and UsersÕ Home Directories and Verify



Create a cpio backup of the necessary files under /usr/focs to transfer back to the UnixWare 2.03 system.  Make sure to include the focs.dbs, config, focs_sum_old, user files and any other FOCS data unique to your system (e.g., state and local options and data edited for this system).



Type:

cd /usr/focs <Enter>

	(or wherever focs home directory is located)



Insert the third tape into the drive.



Type:

find focs.dbs focs_sum_old /home -follow

-print | cpio -ovC 32768 -O /dev/rmt/ctape1 <Enter>

	(type this all on one line)





Note:

To follow symbolic links use the -follow option prior to the -print in the find command.  The /home directory may vary dependant on the system configuration.



Once completed, verify this backup.



�Type:

cpio -ivtC 32768 -I /dev/rmt/ctape1 <Enter>





Note:

If there is any failure on this cpio check, you need to go back and recreate this backup with the above find/cpio command.  Complete this step until there is a readable backup tape.



Label this backup tape as a cpio backup of focs/focs.dbs and focs_sum_old, user files, the date, system name and that it is from UnixWare 1.1.





Step 5: Verify the cpio Backup of focs.dbs is Reliable



Use the following commands to verify this is a valid backup by putting the focs.dbs files and focs_sum_old back onto the system and running another sum command to verify the data on the backup tape.



Put the third tape back into the tape drive.



cd into a directory that has enough room to hold these files (generally /usr should have the most free space).



Type:

mkdir focstest <Enter>



cd focstest <Enter>



pwd

(Verify current directory is focstest)



cpio -ivdmC 32768 -I /dev/rmt/ctape1 focs.dbs/*

focs_sum_old /home <Enter>

(type this command on one line)



find focs.dbs -type f -exec sum {} \; > focs_sum_vfy <Enter>



diff focs_sum_old focs_sum_vfy <Enter>



�Note:

This diff command should produce no output in the sums of these files.  There may be a slight difference due to the different directory names.  The files on cpio tape should be the same sum as the files on the hard disk.  By comparing focs_sum_old to foc_sum_vfy you are checking to make sure what is on the tape is identical to what is on the hard disk and that it is reliable.



The /home is added to restore user files that were backed up.  This will verify that the user files on the tape are good and readable.



If there is a difference between focs_sum_old and focs_sum_vfy, then repeat  Steps 4 and 5 to recreate another tape of focs.dbs, restore the files and run the sum verification.





Step 6: Create an Informix dbexport Backup to Use as a Last Resort



Execute an Informix dbexport command to create a tape.



Login as focs.



Type:

cd /usr/focs <Enter>

	(or wherever focs home directory is located)



	Insert the fourth tape into the tape drive.



/usr/informix/bin/dbexport focs -t /dev/rmt/ctape1 -b 32 -s 5000000 <Enter>





Note:

Informix dbexport will verify the data and versions when it is putting it onto the tape.  If you receive ANY errors when doing an Informix dbexport, STOP and contact your next level of support or Ft. Collins for assistance to correct your data NOW.



DO NOT go any further or you will not be able to recover your FOCS data.





Label this tape as the Informix dbexport of the FOCS database.





Step 7: Printout System Files That Will Assist With the Conversion



System files should NOT be restored from the UnixWare 1.1 backup onto the newly installed UnixWare 2.03 system.  This would create problems.  However, there is a need to have the information from these system files for reference.  A list is included for recommended files to print.  This list is by no means complete, but includes the more common system files referenced during a complete system reload.



Files to print out:



/etc/passwd

/etc/group

/etc/TIMEZONE

/etc/ttytype

/autoexec.bat (to recreate if DOS Merge is used with 2.03)

/config.sys   (to recreate if DOS Merge is used with 2.03)

/etc/uucp/Systems

/etc/uucp/Devices

/etc/uucp/Permissions

lpstat -t | lp





Note: 

Refer to Module 4, Section 3.  NRCS Customization Software Version 2.03 to see what will be re-configured as part of the UnixWare 2.03 installation.





Step 8: Install the UnixWare 2.03 Operating System



Complete the instructions provided in Module 5, Appendix C.  Installation of UnixWare 2.03 to do a complete, destructive installation of UnixWare 2.01 onto this system.  After installing UnixWare 2.01, install the UnixWare 2.03 Upgrade, patches, and Digiboard drivers.



Use the following checklist to prepare this system to put data back on:



Install UnixWare 2.01  (Module 5, Appendix C.  Installation of UnixWare 2.03) . Use the NCR3333 partitioning provided.

Install UnixWare 2.03 Upgrade (Module 5, Appendix C.  Installation of UnixWare 2.03).

Install patches tf2202 and tf2104 (AT&T Globalyst 630 only).

Install Digiboard Driver (Module 5, Appendix C.  Installation of UnixWare 2.03).

Create User Login IDs and Group IDs (Module 4, Section 6, Step 9)

Install Commercial Off-the-shelf Software (Module 4, Section 2.  Software Installation).

Install the NRCS Customization Software for UnixWare 2.03 (Module 4, Section 3.  NRCS Customization Software).

Install necessary peripherals (Module 4, Section 4.  Peripheral Setup).





Step 9: Create User Login IDs and Group IDs for Field Office Users



Use either sysadm or the useradd/groupadd commands to install all the field office user logins and required NRCS logins for program applications.



Keep the USERID and GROUPS the same on the UnixWare 2.03 system as they were on the UnixWare 1.1 system.  (Refer to Step 7 where some system files were printed to use as reference).



Remember, DO NOT restore the /etc/passwd, /etc/shadow or /etc/group from your old system.  Recreate these files by adding new users, groups and passwords at this time.





Note:

NRCS is reserving the USERID and GROUPID numbers 10001 to 10999 for NRCS developed software login id numbers.  This is to allow available numbers for STANDARD logins and groups that are needed for NRCS Packages (i.e., informix, focs, nims, etc.).  A table is listed below of the current logins and the national USERID and GROUPID number assigned to them.  If you have an existing USERID that conflicts with one of these numbers in this range, please change that USERID now.





Make the usersÕ home directories appropriately, generally under /home.



Assign all users passwords for security.



Add the following NRCS STANDARD Groups and Logins, except nimsrcv, to the UnixWare 2.03 system at this time:

�

Group Name�Group Number��other�1��informix�10001��������������������

Login Name�User ID�Group�Home Directory��informix�10001�informix�/usr/informix��focs�10002�other�/usr/focs��nimsrcv*�10003�other�/usr/nimsrcv��������������������������������

* The installation of nims will create the nims receive account.��



Step 10: Restore User Files



Commands that may be able to help you do this quicker are:



Insert the tape of the complete system backup created in step 3.



tapecntl -v <Enter>



cpio -ivt /dev/rmt/ctape1 |sort > /tmp/filelist <Enter>



vi /tmp/filelist <Enter>



Clean out the files that you don’t want to restore (egrep -v of unwanted files from the list below).



For Example:



egrep -v “.profile|.ott|.mbox|.*cfgÓ /tmp/filelist > /tmp/newlist <Enter>



cpio -ivdmB -I /dev/rmt/ctape1 -E /tmp/newlist <Enter>





When restoring user files, use caution NOT to install or move over the following user files that will cause problems on the UnixWare 2.03 system:



.FORMAT

.mailrc

.ott

.alarms

.mbox

.profile

.lastlogin

 mw.ini

.sh_history

.mailtime

.news_time

.wp.opvalue

.wp.prvalue



DO NOT transfer any system files over from UnixWare 1.1 to UnixWare 2.03, (i.e., /etc/shadow, /etc/passwd, /etc/group, etc.).



Note: 

Once the files are restored, make sure to verify file permissions and ownerships.  If a USERID number or GROUPID number had to be changed for a user’s login, you may need to execute the chown, chgrp or chmod commands to correct ownership and permissions.





Step 11: Restore focs.dbs and focs_sum_old Files



The FOCS data and the file focs_sum_old should be transferred from the UnixWare 1.1 backup into the /usr/focs directory.



Type:

cd /usr/focs <Enter>





Note:

FOCS MUST be installed under /usr.



Put the backup tape from Step 4 into the tape drive (the focs.dbs  and focs_sum_old files should be on this tape.)



Type:



tapecntl -v <Enter>



cpio -ivdmC 32768 -I /dev/rmt/ctape1 ”!/home” <Enter>

	(The !/home will restore everything but /home.  This was

	already done in Step 10.)



find focs.dbs -type f -exec sum {} \; > focs_sum_new <Enter>



diff focs_sum_old focs_sum_new <Enter>





Note:

This command (diff) should produce nothing for an output.  If you do get any differences, there is a problem with the transfer.  You need to try to restore the focs.dbs directory again from the tape.  Then re-run the last two commands to create the focs_sum_new and the diff output to verify the sums again.  



If you repeat this step and still have a difference problem, this tape is probably not reliable.  Try to restore the focs.dbs and focs_sum_old files from the complete system backup created in Step 3.  Once these files are on the system, execute the last three commands from above to create the focs_sum_new and the diff output to verify the sums again.



Note:

If you still receive a difference in sums, contact your next level of support or Ft. Collins for assistance.





Step 12: Completing the FOCS Installation



Once all user files and focs.dbs files are transferred to the UnixWare 2.03 NCR3333 system, proceed with the installation of the FOCS 3.1 from the FOCS 3.1 for UnixWare 2.03 CD-ROM.



�Part 2.  Multiple database migration



Note: 

These instructions supersede the instructions contained in the document titled “Running FOCS with Multiple Databases,” which was distributed to FOCS users in March 1995 as one component of a suite of documents referred to as the FOCS Interim Policy.��

The commands referenced in Module 4, Section 6, Part 1, must be altered to properly backup and restore each database for those users who are maintaining more than one focs database on a system. The following provides commands and instructions for dealing with this situation. It is assumed you have read Part 1 in this section, and know which of the four migration options applies to your situation.



In Part 1, Migration Options 1, 2, and 3 have very similar steps, while Migration Option 4 is significantly different. Therefore, these instructions are broken into two sections. Section 1 provides additional instructions for dealing with multiple databases on one system for Options 1, 2, and 3, and Section 2 provides additional instructions for Option 4.





Section 1.	MIGRATING MULTIPLE DATABASES UNDER OPTIONS 1, 2, AND 3



Before you start, you will need a number of reliable, usable tapes:

one or more tapes for backing up the entire system

one tape for each database on your system (for large databases, you may need more than one tape)



Step 1: Clear the Transaction Log by Using the FOCS Backup Utility focsbu



If you have multiple databases on your system, the focsbu utility may not work as expected. Since later steps in these instructions will create a backup of the entire system, as well as of each database and its associated files, skip this step and move on to Step 2.



�Note:

The original intent of Step 1 was to create a redundant backup of the FOCS database(s) and their associated files.  By skipping this step, you will have one less way to recover your files if needed.  If this is a concern, you can create an extra backup of the databases and their files by repeating the first part of Step 5 of this Section (see the Note on page 34).



Step 2: Complete a Sum on Files Under focs.dbs for Verification After Transfer



If you have multiple databases on your system, you will need to run the sum utility on each database. For example, if you have two databases on your system, one for field office “a” and one for field office “b,” you would need to cd into each directory containing the focs.dbs before running the checksum.



First, go to the directory location of database “a.” This varies from system to system, but common locations are:

	/scs/a

	/usr/focs/a

	/home/focs/a

	/scs/focs/a



Type:



cd /usr/focs/a <Enter>

(where “/usr/focs/a” is the directory containing field office a’s database)

find focs.dbs -type f �exec sum {} \; > focs_sum_old <Enter>



cd .. <Enter>



Now do the same procedure for b’s database:



Type:



cd b <Enter>

(where “b” is the directory containing field office b’s database)



find focs.dbs -type f �exec sum {} \; > focs_sum_old <Enter>



cd .. <Enter>



Step 3: Do a Complete System Backup/Verify

For systems with multiple databases, this step is the same as shown in the UnixWare 2.03 System Configuration Guide (pages 6-3 and 6-4 for Option 1; pages 6-10 to 6-11 for Option 2; and pages 6-17 to 6�18 for Option 3).



Step 4: Create User Login IDs and Group IDs for Field Office Users



For systems with multiple databases, this step is the same as shown in the System Configuration Guide (pages 6-4 and 6-5 for Option 1; pages 6-11 to 6-12 for Option 2; and pages 6-18 to 6�19 for Option 3).



Step 5: Restore User and FOCS Data Files



If you have multiple databases on your system, e.g., one for field office “a” and one for field office “b,” you will need to copy each database and its primary files onto tape and restore them onto the new system. If your multiple-database environment uses a local.cfg file (which allows you to select a database to run with FOCS), then you must also transfer this file with the other primary files described in the first Note (the first part of Step 5) in the System Configuration Guide.



Use the following procedure to copy and restore the databases using tape transfer. If you are using another transfer medium (e.g., UUCP or floppy disk), use the appropriate commands in place of the cpio commands.



First, go to the directory location of database “a” on your old system (Unix 3.2 or UnixWare 1.1). This varies from system to system, but common locations are:

	/scs/a

	/usr/focs/a

	/home/focs/a

	/scs/focs/a



Insert the first tape, then type:



cd /usr/focs/a <Enter>

(where “/usr/focs/a” is the directory containing field office a’s database)



find focs.dbs focs_sum_old | cpio -ovC 32768 -O /dev/rmt/c0s0 <Enter>

(Type this command on one line; this copies a’s database onto tape. The characters after the last slash [“c0s0” in the above example] must be the appropriate device name for your system.)



cpio -itvC 32768 -I /dev/rmt/c0s0 <Enter>

(The command validates the tape.)



If this last step is not successful, repeat the find and cpio commands above. If it is successful, you can delete the transaction log.

Type:



rm translog <Enter>



touch translog <Enter>



Do the same process for database “b.” Remove the first tape and insert the second tape, then type:



cd ../b <Enter>

(where “b” is the directory containing field office b’s database)



find focs.dbs focs_sum_old | cpio -ovC 32768 -O /dev/rmt/c0s0 <Enter>

(Type this command on one line; this copies b’s database onto tape. The characters after the last slash [“c0s0” in the above example] must be the appropriate device name for your system.)



cpio -itvC 32768 -I /dev/rmt/c0s0 <Enter>

(The command validates the tape.)

If this last step is not successful, repeat the find and cpio commands above. If it is successful, you can delete the transaction log.



Type:



rm translog <Enter>



touch translog <Enter>



Note: 

If you did not use tape as your data transfer medium in this step, then you will want to create at least one set of database backups. To create these backups (similar to what would have been created in Step 1), repeat the procedures in Step 5 up to this point using tape as the backup medium. If you want an additional, extra set of backups, repeat the procedures twice.��

Now restore the databases onto the new system. Put in the first tape that contains a’s database and type:



cd /usr/focs <Enter>

mkdir a <Enter>

cd a <Enter>



cpio -ivdmC 32768 -I /dev/rmt/c0s0 <Enter>

(This command copies a’s database from the tape to the new system.)



cd.. <Enter>



Remove the first tape and put in the second (the one with b’s database).



Type:



mkdir b <Enter>



cd b <Enter>



cpio -ivdmC 32768 -I /dev/rmt/c0s0 <Enter>

(This command copies b’s database from the tape to the new system.)



If you are doing this process as root, you must change the permissions on the new system for the parent directories of any focs.dbs. The FOCS 3.1 for UnixWare 2.03 CD-ROM  installation routine will set permissions on the focs.dbs and all files properly. However, the routine will not change permissions on the parent. An example of how to do this is shown below.



Type:



cd /usr/focs <Enter>



chown focs:informix a <Enter>

(This command changes the owner of “a” to focs and the group to informix.)



After restoring your config directory, you may need to edit the database paths in the .cfg files if the paths to the databases are different on the new system. The FOCS 3.1 for UnixWare 2.03 CD-ROM installation procedure uses the local.cfg file to determine the location of your databases so they can be updated with the new packages. Therefore, the .cfg files should be edited to specify the new location of each focs database BEFORE installing the contents of the FOCS 3.1 for UnixWare 2.03 CD-ROM.



To edit the database paths in the local.cfg file, type:



cd /usr/focs/config/local <Enter>



vi local.cfg <Enter>

If you are reading this online on the Internet, see the section titled “Set-up Procedures for config Directory” on this home page for more information.



NIMS receive (nimsrcv) automatically starts a cron process every 15 minutes that runs in background mode. Scripts with an extension of .cfg that expect a response from the user will cause background processes to hang. nimsrcv will eventually fill up your disk with either log files or mail. Therefore, you must edit the local.cfg file so that background processes (such as nimsrcv) will not hang up waiting for an answer to a prompt when executing FOCS. An example of a revised local.cfg file can be found on the FTP server as localcfg.sample.



If you are reading this online, the section titled “Set-up Procedures for config Directory” on the home page has a link to the FTP server so you can download the localcfg.sample file. Once you download the file, you can edit it to match the particulars of your system, such as database names and directories, and then rename your current local.cfg file to “local.old” then rename the edited localcfg.sample to “local.cfg.” (This way, you will have the previous local.cfg file in a safe place for reference; you can delete the local.old file after the process completes successfully.)



Any other scripts that prompt for a response from the user would also cause background jobs to hang up when executing FOCS. Therefore, modify those scripts with similar logic.



Step 6: Verify the FOCS Data Sum Values After Data Transfer



If you have multiple databases, you will need to run the sum utility on the new system to verify the sum for each database. For example, if you have two databases on your system, one for field office “a” and one for field office “b,” you would need to cd into each directory containing the focs.dbs before verifying the checksum.



For “a,” type:



cd /usr/focs <Enter>



cd a <Enter>

(where “a” is the directory containing field office a’s database)



find focs.dbs -type f �exec sum {} \; > focs_sum_new <Enter>



diff focs_sum_old focs_sum_new <Enter>



cd .. <Enter>



Now for “b,” type:



cd b <Enter>

(where “b” is the directory containing field office b’s database)



find focs.dbs -type f �exec sum {} \; > focs_sum_new <Enter>



diff focs_sum_old focs_sum_new <Enter>



cd .. <Enter>



Step 7: Completing the FOCS Installation



The list of databases is based on the contents of your local configuration files. If you are reading this online on the Internet, you can get more information about this process in “Set-up Procedures for the config Directory” on this home page.



For systems with multiple databases, make sure all the packages are installed for each database when installing the FOCS 3.1 for UnixWare 2.03 CD-ROM.



You will need to install Package Set 3 (xfocsapps) for each database on your system. This package set contains all FOCS applications, including Foundation. The installation process will ask you which database you wish to update. This message will be displayed about four times throughout the entire installation process. You must select the same database each time to complete the installation properly. Once you have installed the FOCS packages for the first database, execute the pkgadd command again and select the second database to update, and again select the same database each time to complete the installation. Use this same process for each database you have on your system. If you are reading this online on the Internet, see “Installation Instructions” on this home page for more information about installing FOCS packages for a multiple database configuration.





Section 2.	MIGRATING MULTIPLE DATABASES UNDER OPTION 4





Before you start, you will need a number of reliable, usable tapes:

one or more tapes for backing up the entire system

one tape for the primary files

one tape or more tapes for the databases on your system (for large databases, you may need more than one tape; you may also wish to use one tape per database)



Step 1: Clear the Transaction Log by Using the FOCS Backup Utility focsbu



If you have multiple databases on your system, the focsbu utility may not work as expected. Since later steps in these instructions will create a backup of the entire system, as well as of each database and its associated files, skip this step and move on to Step 2.



Note:

The original intent of Step 1 was to create a redundant backup of the FOCS database(s) and their associated files. By skipping this step, you will have one less way to recover your files if needed. If this is a concern, you can create an extra backup of the databases and their files by repeating Steps 4 and 5 of this Addendum. (See the Note at the end of Step 5.)��

Step 2: Complete a Sum on Files Under focs.dbs for Verification After Transfer



If you have multiple databases on your system, you will need to run the sum utility on each database. For example, if you have two databases on your system, one for field office “a” and one for field office “b,” you would need to cd into each directory containing the focs.dbs before running the checksum.



First, go to the directory location of database “a.” This varies from system to system, but common locations are:

	/scs/a

	/usr/focs/a

	/home/focs/a

	/scs/focs/a



Type:



cd /usr/focs/a <Enter>

(where “/usr/focs/a” is the directory containing field office a’s database)



find focs.dbs -type f �exec sum {} \; > focs_sum_old <Enter>



cd .. <Enter>



Now do the same procedure for b’s database:



Type:



cd b <Enter>

(where “b” is the directory containing field office b’s database)



find focs.dbs -type f �exec sum {} \; > focs_sum_old <Enter>



cd .. <Enter>



Step 3: Do a Complete System Backup/Verify



For systems with multiple databases, this step is the same as shown in the System Configuration Guide (page 6-24).



Step 4: Make a cpio Backup of FOCS focs.dbs and Users’ Home Directories and Verify



If you have multiple databases on your system, you will need to make a separate cpio backup of the primary user files and of EACH database. For example, if you have two databases on your system, one for field office “a” and one for field office “b,” you would need to make a cpio backup of the /home and config directories, a cpio backup of the “a” database, and a cpio backup of the “b” database. (The tapes created in this step will be used for the restore process described in Step 10.)



Insert the first tape, then type:



cd $focs <Enter>



find config /home -follow -print | cpio -ovC 32768 -0 /dev/rmt/ctape1 <Enter>

(Type this command on one line; this creates the backup tape. This example assumes your user files are in the /home directory; if your user files are in another directory, replace “/home” with that directory.)



cpio -ivtC 32768 -I /dev/rmt/ctape1 <Enter>

(This command validates the backup tape)



Remove the first tape and insert the second backup tape. Go to the directory location of database “a.” This varies from system to system, but common locations are:

	/scs/a

	/usr/focs/a

	/home/focs/a

	/scs/focs/a



Type:



cd /usr/focs/a <Enter>

(where “/usr/focs/a” is the directory containing field office a’s database)



find focs.dbs focs_sum_old -follow -print | cpio -ovC 32768 -O /dev/rmt/ctape1 <Enter>

(Type this command on one line; this creates the backup tape of a’s database and its associated files.)



cpio -ivtC 32768 -I /dev/rmt/ctape1 <Enter>

(This command validates the backup tape.)



cd .. <Enter>



Remove the second tape and insert the third backup tape. Go to the directory location of database “b” and follow the same procedure.



Type:



cd b <Enter>

(where “b” is the directory containing field office b’s database)



find focs.dbs focs_sum_old -follow -print | cpio -ovC 32768 -O /dev/rmt/ctape1 <Enter>

(Type this command on one line; this creates the backup tape of b’s database and its associated files.)



cpio -ivtC 32768 -I /dev/rmt/ctape1 <Enter>

(This command validates the backup tape.)



Step 5: Verify the cpio Backup of focs.dbs is Reliable



If you have multiple databases on your system, e.g., one for field office “a” and one for field office “b,” the tape(s) will need to be verified for each database.



Type:



mkdir focstest <Enter>



cd focstest <Enter>



mkdir a <Enter>



cd a <Enter>



pwd <Enter>

(This command verifies that the current directory is focstest/a.)



First, verify the cpio backup for a’s database.



Type:



cpio -ivdmC 32768 -I /dev/rmt/ctape1 <Enter>

(This command restores the focs.dbs and the previous checksum file that was created earlier in Step 2.)



find focs.dbs -type f -exec sum {} \; > focs_sum_vfy <Enter>



diff focs_sum_old focs_sum_vfy <Enter>

(This command compares the previous and current checksum files.)



Now verify the cpio backup for b’s database.



Type:



cd .. <Enter>



mkdir b <Enter> 



cd b <Enter>

pwd <Enter>

(This command verifies the current directory is focstest/b.)



cpio -ivdmC 32768 -I /dev/rmt/ctape1 <Enter>

(This command restores the focs.dbs and the previous checksum file that was created earlier in Step 2.)



find focs.dbs -type f �exec sum {} \; > focs_sum_vfy <Enter>



diff focs_sum_old focs_sum_vfy <Enter>



cd .. <Enter>



Note: 

This command (diff) should produce nothing for an output. If you do get any differences, there is a problem with the transfer. You need to try to restore the focs.dbs directory again from the tape. Then re-run the find and diff commands listed above to create the focs_sum_new and the diff output to verify the sums again.



With Steps 4 and 5, you have created a backup of each database and its associated files.  (In Step 3, you created a backup of the entire system.) If you would like a second set of database backups, similar to what would have been created in Step 1, repeat Steps 4 and 5.��

Step 6: Create an Informix dbexport Backup to Use as a Last Resort



If you have multiple databases on your system, e.g., one for field office “a” and one for field office “b,” you will need to run dbexport on each database.



First, insert the first tape and go to the directory location of database “a.” This varies from system to system, but common locations are:

	/scs/a

	/usr/focs/a

	/home/focs/a

	/scs/focs/a



Type:



cd /usr/focs/a <Enter>

(where “/usr/focs/a” is the directory containing field office a’s database)

dbexport focs <Enter>

(This command creates an export file of a’s focs database.)



Now go to the directory location of database “b.”



Type:



cd ../b <Enter>



dbexport focs <Enter>

(This command creates an export file of b’s focs database.)



Now backup the dbexport output onto the tape.



Type:



cd .. <Enter>

(Move to the focs home directory.)



find a/focs.exp b/focs.exp -follow -print | cpio -ovC 32768 -O /dev/rmt/ctape1 <Enter>

(Type this command on one line; “a/focs.exp” and “b/focs.exp” are the files you are backing up onto the tape.)



Finally, verify that the tape is valid. 



Type:



cpio -ivtC 32768 -I /dev/rmt/ctape1 <Enter>



Note:

If you prefer to have the dbexport output on a separate tape for each database, you can run the last two commands multiple times by adjusting the list of files on the find command.��

If you have unexpected results, refer to the System Configuration Guide, page 6-27.



Step 7: Printout System Files That Will Assist You With the Conversion



For systems with multiple databases, this step is the same as shown in the System Configuration Guide (page 6-27).



Step 8: Install the UnixWare 2.03 Operating System



For systems with multiple databases, this step is the same as shown in the System Configuration Guide (page 6-28).



Step 9: Create User Login IDs and Group IDs for Field Office Users



For systems with multiple databases, this step is the same as shown in the System Configuration Guide (page 6-27).



Step 10: Restore User Files



If you have multiple databases on your system, this step is the same as shown in the System Configuration Guide (pages 6-31 and 6-32), plus the steps shown below that will restore the configuration files, which will allow you to select a database to run with FOCS. These files are located in the config directory and end in “.cfg” (such as local.cfg).



After you have completed Step 10 in the System Configuration Guide, insert the first tape you created in Step 4 and type:



cd /usr/focs <Enter>



tapecntl -v <Enter>



cpio -ivdmC 32768 -I /dev/rmt/ctape1 config/* <Enter>

(This command restores the config directory.)



After restoring your config directory, you may need to edit the database paths in the .cfg files if the paths to the databases are different on the new system. Specify the new location of each focs database BEFORE installing the contents of the FOCS 3.1 for UnixWare 2.03 CD-ROM. The CD-ROM’s installation procedure uses existing .cfg files to determine whether there are multiple databases and what their locations (paths) are.



To edit the database paths in the local.cfg file, type:



cd /usr/focs/config/local <Enter>



vi local.cfg <Enter>



If you are reading this online on the Internet, see the section titled “Set-up Procedures for config Directory” on this home page for more information.



NIMS receive (nimsrcv) automatically starts a cron process every 15 minutes that runs in background mode. Scripts with an extension of .cfg that expect a response from the user will cause background processes to hang. nimsrcv will eventually fill up your disk with either log files or mail. Therefore, you must edit the local.cfg file so that background processes (such as nimsrcv) will not hang up waiting for an answer to a prompt when executing FOCS. An example of a revised local.cfg file can be found on the FTP server as localcfg.sample.



If you are reading this online, the section titled “Set-up Procedures for config Directory” on the home page has a link to the FTP server so you can download the localcfg.sample file. Once you download the file, you can edit it to match the particulars of your system, such as database names and directories, and then rename your current local.cfg file to “local.old” then rename the edited localcfg.sample to “local.cfg.” (This way, you will have the previous local.cfg file in a safe place for reference; you can delete the local.old file after the process completes successfully.)



Any other scripts that prompt for a response from the user would also cause background jobs to hang up when executing FOCS. Therefore, modify those scripts with similar logic.



Step 11: Restore focs.dbs and focs_sum_old Files



For systems with multiple databases, e.g., one for field office “a” and one for field office “b,” you will need to restore each database from its separate tape created in Step 4.



To restore the databases, first insert the second tape from Step 4 (the backup of a’s database).



From the /usr/focs directory, type:



tapecntl -v <Enter>



mkdir a <Enter>



cd a <Enter>



cpio -ivdmC 32768 -I /dev/rmt/ctape1 <Enter>

find focs.dbs -type f -exec sum {} \; > focs_sum_new <Enter>



diff focs_sum_old focs_sum_new <Enter>

(See the System Configuration Guide, page 6-32, if this command produces unexpected results.)



cd .. <Enter>



Insert the third tape from Step 4 (the backup of b’s database).



Type:



tapecntl -v <Enter>



mkdir b <Enter>



cd b <Enter>



cpio -ivdmB 32768 -I /dev/rmt/ctape1 <Enter>



find focs.dbs -type f -exec sum {} \; > focs_sum_new <Enter>



diff focs_sum_old focs_sum_new <Enter>

(See the System Configuration Guide, page 6-32, if this command produces unexpected results.)



If you are doing this process as root, you must change the permissions on the parent directories for any focs.dbs. The FOCS 3.1 for UnixWare 2.03 CD-ROM installation routine will set permissions on the focs.dbs and all files properly. However, the routine will not change permissions on the parent. An example of how to do this is shown below.



Type:



cd /usr/focs <Enter>



chown focs:informix a <Enter>

(This command changes the owner of “a” to focs and the group to informix.)



Step 12: Completing the FOCS Installation



The list of databases is based on the contents of your local configuration files. If you are reading this online on the Internet, you can get more information about this process in “Set-up Procedures for the config Directory” on this home page.



For systems with multiple databases, make sure all the packages are installed for each database when installing the FOCS 3.1 for UnixWare 2.03 CD-ROM.



You will need to install Package Set 3 (xfocsapps) for each database on your system. This package set contains all FOCS applications, including Foundation. The installation process will ask you which database you wish to update. This message will be displayed about four times throughout the entire installation process. You must select the same database each time to complete the installation properly. Once you have installed the FOCS packages for the first database, execute the pkgadd command again and select the second database to update, and again select the same database each time to complete the installation. Use this same process for each database you have on your system.



If you are reading this online, see “Installation Instructions” on this home page for more information about installing FOCS packages for a multiple database configuration.�
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�Section 7.  PPP ON UnixWare 2.03 for Outgoing connections



part 1.  ppp background





What Is PPP?



PPP (Point to Point Protocol) is a transport protocol for using TCP/IP

over a serial (modem) line.  PPP will allow a non-networked system to connect to the TCP/IP network (INTERNET) through a networked UnixWare 2.03 system via a modem connection.



PPP has some advantages over SLIP (Serial Line INTERNET Protocol) in

that it can use any modem attached to the system.  SLIP requires a

dedicated modem just for use by SLIP.



PPP must have the TCP/IP (inet) package of UnixWare installed on both the server (generally the State Office) and the client (generally the Field Office) systems.  This package should have been installed by default.



This configuration of PPP uses dynamic IP addressing for outgoing connections.  This means that each system is assigned an IP address from a pool of addresses at the time a PPP connection is made.  The state office system is assumed to be setup for both incoming and outgoing connections (see Appendix F).  The state office PPP server assigns an IP address upon connection from a field office system.



You can setup the field office system for both incoming and outgoing connections by following the same instructions for setting up the state office PPP server (Appendix F) rather than using these instructions.  Having both incoming and outgoing connection support will allow a field office system to be called from an employee’s home computer for network access.  If the field office has one modem this type of connection would only allow access to the local area network in the field office.  Access to the wide area network could be made only if there is more than one modem on the field office system.  The field office could then make a PPP connection to the state office for WAN support.



This configuration of PPP involves modification to system files.  Installation and configuration requires root access and knowledge of the visual editor, vi.





�

Warning!

These PPP setup instructions have NOT been tested under the new LAN/WAN/VOICE environment.  If this implementation is used, be aware that changes may have to be made when the LAN/WAN/VOICE configuration is in place.





PPP Software Packages For UnixWare 2.03



Warning!

The PPP software located on the UnixWare 2.01 CD-ROM does not work with UnixWare 2.03.  You will need to install the UnixWare 2.03 PPP package.



On the pre-installed UnixWare AT&T Globalyst 630, the package is in the /usr/local/upgrades directory.  The file is: tf2112.tar.Z.



NCR Note:

NCR UnixWare 2.03 systems will have to download the file from FTP server in Ft. Collins or copy it from the FOCS 3.1 for UnixWare 2.03 CD-ROM.  The file should be moved into the /usr/local/upgrades directory.



The file will be compressed and in the tar format.  Before you install the patch, move the file to /usr/local/upgrades.  Then uncompress and un-tar it for the pkgadd command.



Type:

cd /usr/local/upgrades <Enter>



uncompress tf2112.tar.Z <Enter>



tar xvf tf2112.tar <Enter>

	(creates 2 files - tf2112 and tf2112.txt)





Part 2.	INSTALLATION and configuration OF PPP FOR UnixWare 2.03



Installation of PPP





Install tf2112 with pkgadd



Note:

PPP MUST be installed on both the remote and local systems for it to work over modem lines from the Field Office to the State Office.





Install tf2112 from the files pre-installed on the system or downloaded from the FTP server.



Type:	

pkgadd -d /usr/local/upgrades/tf2112 ptf2112 <Enter>





Installation will begin.



An on-screen NOTICE appears with information about the PPP Upgrade.



Press <Enter> to page through the screens.



Do you wish to continue with installation? (default y)



Press <Enter> to accept the default.



PPP files are installed and the following is displayed on the screen.



Idbuild: The kernel will be rebuilt to include your configuration changes during the next system reboot.



Release Notes are found in:

	/var/sadm/pkg/ptf2112/install/ptf2112.txt



Installation of PPP Upgrade was successful



Wait until the configuration of necessary files is done before rebooting.



CONFIGURATION of PPP



The configuration process requires an IP address for each UnixWare system that will run PPP.  Each PPP local system that will connect to a remote system MUST have a unique IP address assigned to it.

�Important:

Each system (whether in a state, area, or field office) will get a UNIQUE IP address to use.  If you do NOT have these IP numbers, please have your State Office contact the Telecommunications Branch in Ft. Collins.



Each county has a Class C IP license pre-assigned.  It is important to work through the Telecommunications Branch in Ft. Collins to coordinate these licenses.



The IP numbers assigned for PPP can also be used with TCP network connections; just keep IP numbers UNIQUE for each host.



The setup steps that need to be done are the same for all locations; editing PPP files and starting the PPP daemon.



If you are planning on setting up your systems to use PPP for both  outgoing and incoming connections, then refer to Module 5, Appendix F under PPP Server Configuration.  If you only plan on having the client (field office) machine call into a server (state/regional office) machine, but no machine will connect into it remotely, then only configure the client machine for outgoing PPP connections.  The steps for configuring outgoing PPP connections follow.



The field office system will use the existing modem to communicate with the state/regional office PPP system.  The modem should be 9600 baud or higher to conduct an effective PPP session between the two offices.



PPP Setup For Outgoing Connections Only





Copy all the PPP sample files to a file without the .samp extension.  The list of files to copy from and to are:



From�To��/etc/inet/ppphosts.samp�/etc/inet/ppphosts��/etc/inet/pppauth.samp�/etc/inet/pppauth��/etc/inet/pppfilter.samp�/etc/inet/pppfilter��/etc/addrpool.samp�/etc/addrpool��

The following files need to be edited:



/etc/uucp/Systems

/etc/inet/hosts                #This file has to be linked to /etc/hosts

/etc/inet/pppauth

/etc/inet/ppphosts



These files will need to be edited to include IP addresses and host ID names.  Make sure to read the comments in these files as you edit them, to further understand why you are putting in the information and what the file is used for.



Step 1:  Edit Systems File



Add an entry for the PPP server in the Systems file.  A different name from the actual server node name needs to be used in order for UUCP to continue to work as before.  The name of “pppserver” is recommended and will be referenced as such throughout these instructions.



Add the following line to the /etc/uucp/Systems file (all of this information is on one line):



pppserver Any ACU 38400 [phone number to dial] “” \d\r in:--in: ppplogin word: ppplogin_password “” \d\d\d\d\d\d\d\d



Remove the braces when the phone number is entered.  The “ppplogin_password” entry is the ppplogin password to use when making a connection to the PPP server.



Step 2:  Edit hosts File



If an /etc/inet/hosts file does not exist, simply create one with the following minimum entries:



127.0.0.1		localhost

xxx.xxx.xxx.xxx	state_node_name	pppserver

xxx.xxx.xxx.xxx	field1_host



Replace the “xxx.xxx.xxx.xxx” with the actual IP address of both the field office system and the state office PPP server.  Replace “state_node_name” and “field1_host” with the actual system node name for those systems.  The “pppserver” entry means that the state office system is also known as “pppserver”.  If the /etc/inet/hosts file needed to be created it should have the following permissions:



-r--r--r--	root	sys	/etc/inet/hosts



Make sure that this file is linked to /etc/hosts:



ln -s /etc/inet/hosts /etc/hosts



Step 3:  Edit pppauth File



Add the following line to the end of the /etc/inet/pppauth file:



*field1_host	ppplogin_password



Where “field1_host” is the node name of the local machine (uname -n) and “ppplogin_password” is the ppplogin password to use when making a connection to the PPP server.



Step 4:  Edit ppphosts File



Edit the /etc/inet/ppphosts file and add the following line (all of this information is on one line):



0.0.0.0:0.0.0.0 uucp=pppserver attach=pppserver mru=1500 idle=5 proxy



Step 5:  Configure Routing



Configure the PPP hosts system to route packets.



/etc/conf/bin/idtune IPFORWARDING 1 <Enter>



/etc/conf/bin/idbuild -B <Enter>



The system needs to be rebooted for the new kernel to be installed.  Type:



	shutdown -i6 -g0 -y <Enter>



Reboot the system after making these changes.



Testing PPP Connections 



Establish a PPP Connection from the field office computer to the remote state/regional office computer (local to remote) using the pppattach command.  The state/regional office system has to be configured for incoming and outgoing PPP connections (see Appendix F) before the connection can be tested.



Type:

/usr/sbin/pppattach pppserver <Enter>



The modem should dial state_host, and after a few minutes, a connection should be made and the prompt should be returned.



After the attachment is made, routing needs to be added.  



	/usr/sbin/route add default pppserver 1 <Enter>



Only root can execute the route command.  Alternate solutions to this will be posted to the ‘irmtech’ maillist at a later date.  WAN access is now available.  Any other TCP/IP utility is now available (telnet, rlogin, ftp, etc.).  Try to ftp to the national ftp server:



	ftp ftp.nrcs.usda.gov <Enter>



You will be asked for a login and password when a connection is made.  Use ‘ftp’ or ‘anonymous’ for the login.  Use ‘your_login_name@’ for the password.  The ftp server will determine the address after the ‘@’ sign automatically.



Try to ping another machine:



	/sbin/ping -s attila.nrcs.usda.gov



Press ‘delete’ to end the ping session.  A report will show how many packets were passed and how many of them were lost.  A percentage of packets may be lost due to noisy phone lines.



If a browser is installed on the field office system, such as Mosaic or Netscape, try executing it.



If a telnet or rlogin session is started, DO NOT start the desktop when logging in.  (This will take control of the desktop of the remote system locally and will cause complications regarding which machine you are actually on.)



Troubleshooting Help



The following are some problems and solutions that may be of help during PPP configuration and operation.  It is not inclusive, but does include some things found during the testing of PPP on UnixWare 2.03.





�

Problems and Solutions to PPP Configuration��Problem�Solutions(s)��No in.pppd daemon is running.�Rebooting your system would be the best attempt to fix this.  This may have to be done on the remote system as well.��pppattach does not make a connection with the remote system.�Check ALL the configuration setups (Steps 1-3) and verify IP numbers, host names, phone numbers, etc.  If there is a configuration error, then the local machine may not know who the remote machine is.  Make sure both modems, local and remote, are still communicating.  You may need to call the remote site to verify their modem is active.

���Make sure you have a ppp0 interface and it is running by typing:



ifconfig -a



(Look for the ppp0 interface line and verify it is RUNNING.)  If it is not running, there is usually a configuration error on the local system.

���

The modem will not disconnect after the PPP session is complete.�The time-out on your modem may be set to a time frame that won’t dis-connect until a period of inactivity (5 minutes or more).  You can change Modem Switch settings to decrease the inactivity time to disconnect sooner.  The ‘S30’ modem setting determines the timeout.  



You can force the PPP to disconnect by typing the command:



ifconfig ppp0 down



You must be root to execute this command.



Be aware that if the interface is brought down, any connections that other users are making from the local system will be disconnected.



Then make sure to restart it (or it won’t work again) by executing the pppattach command.���
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�Section 8.	Sendmail Configuration and Operation



Background



The NRCS Customization Software for UnixWare 2.03 (refer to Module 4, Section 3) has the option to install the Sendmail Configuration.  If you have not installed the Sendmail option, please go back to Module 4, Section 3 and complete the installation of this software and select YES for the Sendmail Configuration option.



Sendmail is NOT a mail package itself; it is only a package to transfer mail between UNIX systems.  The mail is still being created by normal mail packages and delivered by rmail or mailsurr.  Therefore, users will still need to execute their mail programs as usual, (e.g., mailx, ml, elm, pine).



The NRCS Customization Software will copy files to your UnixWare 2.03 system.  These files are the executable, configuration and help files.

�

Sendmail Changes��Replaced Files�Description��/usr/ucblib/sendmail�executable sendmail program��/etc/ucbmail/sendmail.cf	�sendmail configuration file��/etc/ucbmail/sendmail.hf�sendmail help file��/usr/lib/mail/mailsurr.proto�mailsurr configuration file����Modified Files�Description��/etc/rc2.d/S81smtp�this file is changed to reference sendmail��/etc/mail/mailx.rc�sendmail flag is set to /usr/ucblib/sendmail��/etc/mail/mailflgs�ÔSNDMLÕ flag is appended����New Files�Description��/usr/local/etc/smrsh�sendmail restricted shell��/usr/lib/mail/surrcmd/sndml_alias�script called by mailsurr to use praliases��/usr/local/man/cat8/sendmail.8�sendmail man pages��/usr/local/man/cat8/smrsh.8�restricted shell man pages��/usr/local/man/cat1/mailq.1�mailq man pages��/usr/local/man/cat1/newaliases.1�newaliases man pages��/usr/local/man/cat5/aliases.5�aliases man pages��/usr/sbin/praliases�aliases database query tool����New Directory�Description��/usr/local/etc�directory containing smrsh��/var/adm/sm.bin�directory containing allowable executable files for smrsh��

Note:

Original copies of the replaced and modified files are saved in /usr/local/save as part of the NRCS Customization Software installation.





SENDMAIL CONFIGURATION



The /etc/ucbmail/sendmail.cf file will need to be modified for each system to put system specific information into this file.  If a sendmail.cf file already existed on the system then a sendmail_cf.1.8 (referring to the current version from Fort Collins) is copied into the /etc/ucbmail directory.  Careful analysis between this file and the sendmail.cf existing on the system is needed in order to make the needed edits.



Login as root.



Type:

cd /etc/ucbmail <Enter>

vi sendmail.cf <Enter>



Make the following changes.  The comment lines from the file are shown.

An example line is the machine endeavor being configured to talk to irmd, mwnet, and sys2 as UUCP systems.



Change the CU line:



#Add those systems in /etc/uucp/Systems, and NOT in 

#the Systems.tcp.

#Get this from the uuname command, and remove those

#systems in Systems.tcp if it exists.



#CUsystem1 system2 system3

CUsystem1 system2 system3



Example:

CUirmd mwnet sys2



Change the Cw line:



	#Add all the names this system is known by, separated

	#by spaces.

	#For a typical Field Office, this will only be your

	#UUCP name.



Cwuucp_name



Example:



Cwendeavor

�

Note:

The uucp_name is predefined as $k.  If your system is known by another name (i.e. mailhost, dnshost, etc.) add this name to the end of the list.  Leave $k as the first entry.



Example:

Cw$k mailhost dnshost



Change the DD line:



#Add the domain name of this TCP network.  If you are

#on a network, this will be in the /etc/resolv.conf.  

#If you are not on a network, leave this line as DD

#or use UUCP as the domain.



DDdomain_name



Example:

DDxx.nrcs.usda.gov

(When the system is on a network; where xx is the state code.)



or



DDUUCP

(When the system is not on a network.)



Change the DH and CH lines:



#The HUB machine should be on the Internet,

#readable via uucp, (e.g., a state office

#machine).



DHso_mailhub

CHso_mailhub



Example:

DHmdso

CHmdso

�If you are on a network, comment out lines that are UUCP only to disable them.



##Special rules for those systems which UUCP only.

##Comment these out if you are on a network.

R$*<@$-.uucp>$*		...

R$*<@$+.$+>$*		...

R$*<@$->$*			...

R$+				...

##



Example:

##

#R$*<@$-.uucp>$*	...

#R$*<@$+.$+>$*		...

#R$*<@$->$*		...

#R$+				...

##





Reboot the computer.





�SENDMAIL OPERATION



Sendmail runs as a daemon.  Sendmail should be unnoticed by users.  Any errors that occur will be stored in the /var/adm/errlog file.  The errlog file is managed by SMaRT.



Note:

Two warning messages may appear with the sendmail configuration as shipped with the customization.



Message #1:

“(date) sendmail[(pidno)]:alias database /etc/ucbmail/aliases.pag out of date” may appear in the syslog after installing the new sendmail.  To remedy this, rebuild the alias database by entering the following command:



/usr/ucb/newaliases



If the message reoccurs, reinitialize the alias file by entering the following command:



/usr/ucbmail/sendmail -bi



Message #2:

“WARNING: Local host name (hostname) is not qualified: fix $j in config file” may appear on any system not connected to a network.  This is a valid warning for non-networked hosts where the domainname is undefined.  In this case, the message can be disregarded.



�Section 9.	THE EMERGENCY BOOT And RESTORE PROCEDURE



The Emergency Recovery process consists of creating emergency boot disks and an emergency recovery tape.  This procedure needs to be done for each system because UnixWare serial numbers are unique.  The following are instructions to assist with the creation of these.



Reference: UnixWare 2 System Owner Handbook, Page 291.





creating the emergency boot disk



Login as root.



Format 2 floppy diskettes.



Type:



format /dev/rdsk/f03ht <Enter>



Place a 3 1/2” floppy into drive 1.



Start the creation of the emergency disks.



Type:



sh /sbin/emergency_disk diskette1 <Enter>



When prompted, switch to disk 2 and press <Enter>.



Once the disks are created label them with the machine name and version of UnixWare.  These can be used for emergency boot and restoration procedures.





creating the Emergency Recovery Tape



Login as root.



Type:



init s <Enter>



This will put you into single user mode so be sure no one is logged into system.



Type: 



sh /sbin/emergency_rec ctape1 <Enter>



Insert an 8 MM tape when prompted and the tape will be created.





Note:

The above command creates the recovery tape with only essential system files, not user files.



To backup the entire hard disk (system files and all the data), use the -e option.



For Example:

	sh /sbin/emergency_rec -e ctape1 <Enter>





Reboot the system.





To Boot from an emergency disk



Insert the Emergency Boot Disk 1 into the drive and power up the system.



When prompted, insert the Emergency Boot Disk 2 and press <Enter>.



If hard disk is SANE, you should be able to go to a UNIX Shell prompt to utilize UNIX commands to fix the system.  The Emergency Recovery Menu will appear.



Emergency Recovery Menu

   Mount File Systems

   Unmount File Systems

   Access UnixWare Shell

   Restore Disk(s)

   Reboot

Use up/down arrow keys and ENTER to select an option; F1 for help.



Step 1:  Mount File Systems

Step 2:  Access UnixWare Shell



At this point, you are at the root prompt with the file systems mounted.  This is similar to single user mode, so file recovery or system repair can be accomplished at this point.  If you lose the root password, execute the Steps 2a and 2b:



Step 2a:

cd /mnt/etc/rc2.d  <Enter>

ls S98*  <Enter>

  If the error “Cannot access S98*: No such file or directory” occurs

    THEN type:

	echo “/sbin/creatiadb” > S98creatiadb  <Enter>

	chmod 755 S98creatiadb  <Enter>



Step 2b:

cd /mnt/etc  <Enter>

vi shadow  <Enter>

  Remove the encrypted password characters between the two “:” fields following root.  DO NOT remove the “:”.  Save the file with “:wq!” command.

exit  <Enter>

	

Step 3:  Unmount File Systems

Step 4:  Remove the boot floppy from the drive

Step 5:  Reboot





Important:

If the hard disk is NOT SANE, you may have to do an Emergency Restore from the Tape created.  Choose this option from the menu and insert the Emergency Recovery Tape when prompted.

If the -e option was used to create the recovery tape, the data being restored is the same data as when the tape was created.  Once the operating system is restored from tape, restore the system files from your most current backup.





System Failure



As a last resort, if you have a system that fails to boot because the kernel is corrupt, and the emergency boot disk/recovery fails, then the final attempt to save the system would be to do a NON DESTRUCTIVE reload of UnixWare.



Refer to the UnixWare 2.03 Installation instructions in Module 5, Appendix C  of this guide, but do NOT format the hard drive.  When prompted for the type of installation, choose NON DESTRUCTIVE instead of DESTRUCTIVE.



If all else fails, and the system CANNOT be recovered by any of the above methods, then a complete system DESTRUCTIVE installation will have to be done.  Once the system is re-installed, then restore files from the last backup tape to recover the system.



�Module 5 Ð Table of Contents



APPENDIX A. CABLE, CONNECTORS AND WIRING PIN DIAGRAMS	A-1

INTRODUCTION	A-1

PIN ORIENTATION	A-1

BASIC CONNECTIONS	A-3

SERIAL PORT SIGNALS AND PIN OUTS	A-4

ADAPTER CONFIGURATIONS	A-6

DIAGNOSTICS	A-11

APPENDIX B. TRANSFERRING FILES FROM UNIX 3.2 TO UNIXWARE 2.03	B-1

PART 1.  TRANSFER VIA TAPE	B-1

BORROWING THE TAPE DRIVE	B-1

TAPE DRIVE SETUP	B-1

TAPE DRIVE HOOKUP	B-1

TAPE DRIVE USE	B-2

FILE TRANSFER	B-2

PART 2 . DIRECT UUCP CONNECTION (SERIAL)	B-2

COMMUNICATIONS SOFTWARE SETUP	B-3

AT&T6386/Everex (UNIX 3.2) Software Setup	B-3

486/Pentium UnixWare 2.03 Software Setup	B-6

TESTING COMMUNICATIONS BETWEEN THE AT&T6386/EVEREX AND 486/Pentium	B-8

TRANSFERRING DATA UNIX 3.2 TO UnixWare 2.03	B-9

Step 1: Create Your User Logins on the UnixWare 2.03 System	B-9

Step 2: Find The User With The Smallest Amount Of Disk Space Used	B-9

Step 3: Use cpio To Store the User's Separate Files Into a Large File	B-10

Step 4: uuto the Large File From the UNIX 3.2 to the UnixWare 2.03 System	B-11

Step 5: Restore the User's Files Into Their Home Directory on the UnixWare 2.03 System	B-11

Step 6: Remove the Old User’s Files from the UNIX 3.2 System	B-12

Step 7: Repeat the Process With the Next Larger User	B-13

CONVERTING SHELL PROGRAMS	B-13

APPENDIX C. INSTALLATION OF UNIXWARE 2.03	C-1

PART 1. UNIXWARE 2.01 INSTALLATION	C-1

(FROM CD-ROM)	C-1

Why UnixWare 2.03 may need to be RE-Installed	C-1

What is needed to Re-Install UnixWare 2.03	C-1

UnixWare Bootup	C-2

PART 2.  INSTALLATION OF THE UNIXWARE 2.03 UPGRADE	C-15

INSTALLATION OF UPGRADE 2.03 FILE	C-15

Video Driver Configuration - AT&T Globalyst 630 and Digital Prioris LX Systems	C-18

Video Driver Upgrade for NCR3333 System	C-19

PART 3.  DIGIBOARD INSTALLATION	C-20

Install the Digiboard software drivers for UnixWare 2.03	C-20

Install the Digiboard Drivers	C-20

Configure the Digiboard Drivers	C-21

APPENDIX D.  DOS MERGE	D-1

WHEN ACCESSING THE DOS MERGE PACKAGE	D-1

autoexec.bat and config.sys Files	D-1

Directory Structure	D-2

Using a UnixWare Printer Through DOS Merge	D-2

If There is a Memory Problem	D-2

If DOS Merge will not Execute	D-3

APPENDIX E. BACKUP GUIDELINES	E-1

INSTRUCTIONS/RECOMMENDATIONS FOR BACKUPS	E-1

BACKUP STRATEGY GUIDANCE	E-1

EXAMPLE BACKUP STRATEGIES FOR LOW AND HIGH USE OFFICES	E-2

STEPS FOR BACKUPS	E-3

APPENDIX F.  CONFIGURING THE REGIONAL AND STATE OFFICE SERVERS	F-1

PURPOSE	F-1

HARDWARE REQUIREMENTS:	F-1

SOFTWARE REQUIREMENTS:	F-1

ASSUMPTIONS:	F-1

INSTALLING THE NETWORK INTERFACE CARD IN THE NCR 3333	F-2

Step 1:  Remove the Cover	F-2

Step 2:  Install the NIC Card	F-2

Step 3:  Reassemble the NCR 3333	F-3

INSTALLING THE NETWORK INTERFACE CARD IN THE GLOBALYST 630	F-3

Step 1:  Remove the Cover	F-3

Step 2:  Install the NIC Card	F-3

Step 3:  Reassemble the Globalyst 630	F-4

CONFIGURING THE NETWORK INTERFACE CARD	F-4

Step 1:  Validate the Configuration Diskette	F-4

Step 2:  Configure the Network Interface Card	F-5

Step 3:  Install the Network Interface Card Support Package	F-6

Troubleshooting the NIC Configuration	F-8

INSTALLING THE NETWORK INTERFACE CARD IN THE DIGITAL PRIORIS LX	F-8

CONFIGURING THE ONBOARD NIC	F-9

Step 1:  Enable the NIC	F-9

Step 2:  Install the driver	F-9

PPP ON UNIXWARE 2.03 FOR INCOMING AND OUTGOING CONNECTIONS	F-11

What Is PPP?	F-11

PPP Software Packages For UnixWare 2.03	F-12

INSTALLATION AND CONFIGURATION OF PPP FOR UNIXWARE 2.03	F-12

Installation of PPP	F-12

Install tf2112 with pkgadd	F-12

CONFIGURATION OF PPP	F-13

PPP Setup For Incoming and Outgoing Connections	F-13

Step 1:  Edit Systems File	F-14

Step 2:  Create a ppplogin Account	F-15

Step 3:  Edit hosts File	F-15

Step 4:  Edit pppauth File	F-16

Step 5:  Edit ppphosts File	F-16

Step 6:  Edit addrpool File	F-16

Step  7:  Configure Routing	F-17

Testing PPP Connections	F-17

Troubleshooting Help	F-17

SENDMAIL SERVER CONFIGURATION	F-19

Step 1:  Edit /etc/ucbmail/sendmail.cf	F-19

Step 2:  Restart Sendmail	F-20

CONFIGURING ALIASES	F-20

Step 1:  Establish Required Aliases	F-20

Step 2:  Establish Suggested Aliases	F-21

Step 3:  Establish User Aliases	F-21

Step 4:  Enable Sendmail and UUCP Aliases	F-22

SENDMAIL UPGRADE TO VERSION 8.7.6	F-22

TROUBLESHOOTING THE SENDMAIL CONFIGURATION	F-23

CONFIGURING THE DOMAIN NAME SERVER	F-24

Step 1: Create the database files	F-24

Step 2: Start the named server	F-30

Step 3: Update the /etc/resolv.conf file	F-31

REQUIREMENTS FOR THE PRODUCTION VERSION OF FOCS AT THE STATE OFFICE	F-36

If FOCS is NOT Installed on the System:	F-38

If FOCS is Already Installed on the System:	F-38



�





























This page intentionally left blank.



�APPENDIX A.	CABLE, CONNECTORS AND WIRING PIN DIAGRAMS



INTRODUCTION



This appendix provides information on connecting various devices to the AT&T Globalyst 630 and NCR3333.  It also provides information to help you make new connectors for devices not listed in this guide, and for diagnostic connectors.



PIN ORIENTATION



The following figures provide pin numbering orientations for various plugs and connectors.



Figure 5-A-1 shows the pin orientation for the RJ-45 end of the DB-9 or DB-25 connector, as well as the orientation of pins in the modular RJ-45 plug.



Figure 5-A-2 shows the pin orientation for DB-9 and DB-25 connectors.  Both male and female connectors are shown.



Figure 5-A-3 shows the orientation of a straight-through cable.



�

Figure 5-A-1 Pin Orientation for RJ-45 and Connectors

��



Figure 5-A-2 DB-9 and DB-25 Pin Orientation (Front View)
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Figure 5-A-3 Straight-through Cable Orientation

�BASIC CONNECTIONS



The following tables show the connectors and cabling required to connect peripherals to the UnixWare system using either the computerÕs internal 9-pin serial ports (COM1 or COM2), or the Digiboard ports (a01m through a16m).



Serial 9-Pin Connections

������NCR Port�Connector�Cable�Connector�Peripheral/

Device��Serial 9-pin�015-9�Straight�010�605, 610, 705, Falco, Wyse 160, HP LaserJet X, HP Plotter��Serial 9-pin�015-9�Straight�006�PC6300, Wyse 99��Serial 9-pin�033-9�Straight�---�3B2��Serial 9-pin�006-9�Straight�034�Genicom/ Proprinter��Serial 9-pin�040-9�Straight�041�Modem��Serial 9-pin�015-9�Straight�006-9�Wyse 160��Serial 9-pin�015-9�Straight�006-9�UNIX PC COM1 or COM2���

Digiboard Connections

������Digiboard Port�Connector�Cable�Connector�Peripheral

Device��Digiboard Port�---�Straight�035�605, 610, 700, 705,  Wyse 160, Falco, HP LaserJet X, HP Plotter, Genicom, Proprinter��Digiboard Port�---�Straight�036�Genicom 4440��Digiboard Port�---�Straight�039�PC6300, Wyse 99��Digiboard Port�---�Straight�037�Modem��Digiboard Port�---�Straight�038-9�9-pin Modem, HP LaserJet X��Digiboard Port�---�Straight�042-9�Wyse 160 9-pin, and 9-pin laptop��



SERIAL PORT SIGNALS AND PIN OUTS



The following tables include information regarding:



The signals and pin outs for the DB-9, DB-25, and Digiboard ports.



The signal, pin outs and a color scheme of the 9 to 25 pin adapter.

�

Port Signals and Pin Outs�����Signal Name�DB-9�DB-25�Digiboard ***��Carrier Detect (CD)�1�8�1*��Receive Data (RD)�2�3�5��Transmit Data (TD)�3�2�4��Data Terminal Ready (DTR)�4�20�8��Signal Ground (SG)�5�7�6��Data Set Ready (DSR)�6�6�*��Request to Send (RTS)�7�4�2��Clear to Send (CTS)�8�5�7��Ring Indicator (RI)�9**�22**�**��Frame Ground�**�1�3��

     *

 

   **

 ***�

With ALTPIN ON, pin 1 = CD,  with

ALTPIN OFF, pin 1=DSR 

Not Used

Numbering based on 8-pin layout��

In general, serial signals should be matched as shown in the table on the next page.  Some of the connections may not be necessary for all devices.



Signal

Pairs�Function��TD-RD�Transmit Data - Receive Data��RD-TD�Receive Data - Transmit Data��SG-SG�Signal Ground - Signal Ground��CTS-RTS�Clear to Send - Request to Send��RTS-CTS�Request to Send - Clear to Send��DTR-CD�Data Terminal Ready - Carrier Detect��CD-DTR�Carrier Detect - Data Terminal Ready��FG-FG�Frame Ground - Frame Ground��

9 to 25 Pin Adapter

����Signal�DB-9�DB-25��CD�1�8��RD�2�3��TD�3�2��DTR�4�20��SG�5�7��DSR�6�6��RTS�7�4��CTS�8�5��RI�9�22��



Note:

The following is a general guideline for the RJ-45 to DB-9 or DB-25 connector color scheme.  Not all connectors conform to the colors below.  Check the brand of connectors you use to verify the color scheme.



1 - Blue

2 - Orange

3 - Black

4 - Red

5 - Green

6 - Yellow

7 - Brown

8 - White





ADAPTER CONFIGURATIONS



The following tables show the wiring for the various adapters required to connect peripherals as described earlier in this guide.  Figure 5-A-4 shows three types of adapters you might need:



DB-25 to RJ-45

DB-9 to RJ-45

DB-9 to DB-25



�

Figure 5-A-4 Peripheral Cable Adapters
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�DIAGNOSTICS



This section is included to aid the administrator in testing the serial, parallel, and Digiboard ports.  The administrator can run loopback tests on the various ports using the diagnostics diskette or the Digiboard ÒDPAÓ utility.  The loopback plugs return the appropriate signals to the port on which they are connected.  The wiring of the loopback plugs for the DB9 (serial port), DB25 (serial port), and the Digiboard are given below:
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� EMBED Word.Picture.6  ���

As an example, the following are steps involved in making the DB9 loopback connector (Connector 001-9 above).



Get a 9-pin female connector kit.



Cut off all eight wires as close to the RJ45 end of the connector kit as possible.



Strip about 1/4 to 1/2 inch off the cut end of each of the eight wires that you cut off (not the wires still connected to the RJ45 end of the connector kit).



Using the pin out diagram (Connector 001-9), insert one group of cables into the connector kit one at a time.  For this connector, a stripped wire should go into each hole numbered 1, 7, and 8 on the DB9 part of the connector kit.



Twist together the stripped end of each of these three cables.



Cover the twisted together ends with electricianÕs tape.



Insert the next group of cables into holes numbered 2 and 3.  



Twist them together and cover them with electricianÕs tape.



Insert the last group of cables into the holes numbered 4, 6 and 9.



Twist them together and cover them with electricianÕs tape.



Close the connector kit and label it Ò001-9.Ó



�APPENDIX B.	TRANSFERRING FILES FROM UNIX 3.2 to UnixWare 2.03



There are numerous ways to transfer data from an AT&T6386/Everex UNIX 3.2 system to the NCR3333/AT&T Globalyst 630 UnixWare 2.03 system.  This appendix will include two methods.  Part 1 uses an external tape drive.  Part 2 uses a direct UUCP connection (serial).





PART 1.  TRANSFER VIA TAPE



If available, an external 1/4” cartridge tape drive may be borrowed from a SUN Sparc station.  There is also a WANGTEK Cartridge Tape Drive available on contract for the NCR3333 or AT&T Globalyst 630 system.   Using either SCSI tape drive on the UnixWare 2.03 enables restoring files from 6150/6250 cartridge tapes which were created on the AT&T6386/Everex systems.  These instructions assume the use of a “borrowed” tape drive.  They also are applicable for the WANGTEK Tape Drive.





BORROWING THE TAPE DRIVE



Power off the SUN workstation.  Unplug the 1/4” tape drive from the SCSI cable(s) and daisy chain back-in any other SCSI devices.  If the tape drive was the terminal peripheral, then remove the terminator plug and plug it into the last SCSI device.  The SUN workstation is now ready to be powered back on.  To reattach the tape drive, reverse this procedure.





TAPE DRIVE SETUP



Make sure the SCSI 1/4” tape drive target ID is set to 4.  The indicator is located on the back of the drive.  If necessary, press the small black plunger switches to change the ID to 4.  (Note the original setting so it can be restored prior to returning to the SUN.)





TAPE DRIVE HOOKUP



Make sure both the AT&T Globalyst 630 or NCR3333 and the tape drive are powered off.  Attach the SCSI 1/4” tape drive to the back of the CPU by using the existing SUN SCSI cable; then attach to the SCSI connector port.  If the tape drive does not have a SCSI terminator in place, plug one in.  Power on the tape drive first, then the AT&T Globalyst 630, Digital Prioris, or NCR3333.  During bootup you should notice the new tape drive being recognized by the Adaptec SCSI card and the UnixWare device database being updated.





TAPE DRIVE USE



The 1/4” tape drive is accessed from UnixWare 2.03 using the device of /dev/rmt/ctape1.  The 8 mm tape drive is still available, but is now device /dev/rmt/ctape2.  After the 1/4” drive is removed from the AT&T Globalyst 630, Digital Prioris or NCR3333, the 8 mm tape drive will revert back to /dev/rmt/ctape1 during reboot.





FILE TRANSFER



Transfer user and FOCS files using cpio and the tape drive until all user files are transferred.  Get user files (from their home directories) and any other user created files from the UNIX 3.2 system and transfer to the UnixWare 2.03 system.





PART 2 .	DIRECT UUCP CONNECTION (Serial)



A null-modem cable is needed to make the physical connection between the AT&T6386/Everex and the NCR3333/AT&T Globalyst 630/Digital Prioris.  For our application, the connection will be made using serial port one on both machines.  This connects a female DB-9 adapter on the NCR3333/AT&T Globalyst 630/Digital Prioris machine with a straight through four-pair cable connected to a female DB-9 or DB-25 adapter on the AT&T6386/Everex.  While other serial ports can be used, this guide will not cover all these possibilities, but the basic concepts would still apply. 



Parts needed:

(1) Female 006-9 RJ45 to DB-9 adapter

(1) Female 015-9 RJ45 to DB-9 or DB-25 adapter

(1) Straight through four-pair cable



�Note:

The adapter wiring diagrams are included in Appendix A of this Guide.  The 006-9 adapter should be attached to serial port 1(term/00h) on the NCR3333/AT&T Globalyst 630/Digital Prioris and the 015-9 adapter attached to serial port 1 (tty00) of the AT&T6386/Everex.  The straight through cable should then be attached between these two connectors.  Due to line noise, the length of the cable connecting the two machines will be a factor in determining the reliability of communications.  This type of connection works very well at short distances (less than 10 feet).  If at all possible, position the machines so that you can use a very short cable.





COMMUNICATIONS SOFTWARE SETUP



You will be using the UNIX Basic Networking Utilities (UUCP) to facilitate communications between the two machines.



These instructions connect the two computers between their respective serial port 1 (tty00).  If you decide to use another port on either computer, substitute the appropriate device name for all occurrences in these instructions.



Communications will be established using 19200 baud.  This speed limitation is hardware dependent based upon the maximum reliable speed of the com serial ports.





Note:

The Digiboard ports will support faster speeds and can be used instead.  This would require Digiboards on both computers and using a crossed cable between the RJ45 Digiboard ports.  This configuration has not been tested.



For our example, the NCR3333/AT&T Globalyst 630/Digital Prioris  machine will be named “unix203” and the AT&T6386/Everex will be named “unix32”.  Substitute your machine names where applicable.  Also, our nuucp password on both machines will be ÒnrcsÓ.  Substitute your nuucp password where appropriate.  If you are not sure what your nuucp password is, you can change it by issuing the command:



passwd nuucp  <Enter>





AT&T6386/Everex (UNIX 3.2) Software Setup



Log in as root on the console, or become super-user at another terminal.  It is strongly recommended that you make backup copies of the following files:



/usr/lib/uucp/Devices

/usr/lib/uucp/Systems

/usr/lib/uucp/Permissions

/etc/inittab



Edit the /usr/lib/uucp/Devices file using vi.



If you have a modem entry for tty00, comment it out by inserting the # character at the beginning of the line.  Add a line with the following:



Direct tty00,M - 19200 direct \D <Enter>



Save the file.



The correct permissions for the /usr/lib/uucp/Devices file should be read only for user, group, and others.  The file should be owned by uucp and the group should be uucp.  To change the permissions, type the following lines:



chown uucp /usr/lib/uucp/Devices <Enter>

chgrp uucp /usr/lib/uucp/Devices <Enter>

chmod 444 /usr/lib/uucp/Devices <Enter>



Edit the /usr/lib/uucp/Systems file using vi.



If you have a Systems file entry for Òunix203,Ó you will need to comment it out by inserting # characters at the beginning of the line.  



Add a line with the following (the command should be typed on one line):



unix203 Any Direct 19200 -  "" \d\d in:--in: nuucp word: nrcs  <Enter>



Save the file.



The correct permissions for the /usr/lib/uucp/Systems file should be read only for owner with no permissions for group or others.  The file should be owned by uucp and the group should be uucp.



Edit the /usr/lib/uucp/Permissions file using vi.



Make sure the following entries exist:



LOGNAME=nuucp \

READ=/usr/spool/uucppublic \

WRITE=/usr/spool/uucppublic \

SENDFILES=yes \

REQUEST=yes



MACHINE=OTHER \

READ=/var/spool/uucppublic \

WRITE=/var/spool/uucppublic \

SENDFILES=yes \

REQUEST=yes



Save the file.

The correct permissions should be read only by owner with no permissions for groups or others.  The owner of the file should be uucp and the group should be uucp.



Edit the /etc/inittab file using vi.



Edit the line that begins with ÒI00Ó to read (the command should be typed on one line):



I00:234:respawn:/usr/lib/uucp/uugetty -r -t60 tty00 19200H  <Enter>



Save the file.



Permissions for /etc/inittab should be read only for owner, group, and others.  The file should be owned by bin and the group should be bin.



After editing the /etc/inittab file, you will need to respawn the uugetty running on the tty00 port.  To do this, obtain the process identifier number (pid) of any tty00 process currently running by issuing the command:



ps -ef | grep tty00 <Enter>



If present, kill the current tty00 process by issuing the command:



kill pid  <Enter>



where pid is replaced by the pid of the current tty00 process (Ignore the line which is the grep process).



If there was no process running, start a new one by typing:



init q  <Enter>



Check that a new uugetty process is running by typing:



ps -ef | grep tty00 <Enter>



Review the tty00 process and make sure it matches the inittab entry.  If there is no uugetty process for tty00 or an incorrect process is running, then repeat this section beginning with editing /etc/inittab.



The UNIX 3.2 machine is now ready for communication.





486/Pentium UnixWare 2.03 Software Setup



Log in as root on the console, or become super-user at another terminal.  It is strongly recommended that you make backup copies of the following files:



/etc/uucp/Devices

/etc/uucp/Systems

/etc/uucp/Permissions



Set up a port monitor for term/00h using the system administration menus by typing:



sysadm  <Enter>





Note:

For additional information refer to Module 4, Section 4, Part 3.  Modem Installation/Configuration.  Setting up this direct connection is very similar to setting up a modem.



Choose the following options:

ports - Port Access Services and Monitors

quick_terminal - Quick Terminal Setup

add - Add a Terminal

Port Number(s): /dev/term/00h

<F3> Save

<F3> Cont



Return to the Service Access Management menu by pressing:



<F6> Cancel



Now modify the port services by selecting:

port_services - Port Service Management

modify - Modify Port Services  

00h

<F3> Cont



Modify these two fields to match this example:



Ttylabel:  19200NR

Bidirectional:  Yes



When finished:



<F3> Save

<F7> CMD-MENU

exit<Enter>



Edit the /etc/uucp/Devices file using vi.



If you have a modem entry for term/00h, comment it out by inserting the # character at the beginning of the line.  Add a line with the following:



Direct term/00h,M - Any direct



Save the file.



The correct permissions for the /etc/uucp/Devices file should be read only for user, group, and others.  The file should be owned by uucp and the group should be uucp.



Edit the /etc/uucp/Systems file using vi.



If you have a Systems file entry for Òunix32Ó, you will need to comment it out by inserting the # character at the beginning of the line.  Add a line with the following (the command should be typed on one line):



unix32 Any Direct 19200 direct  in:--in: nuucp word: nrcs



Save the file.



The correct permissions for the /etc/uucp/Systems file should be read only for owner with no permissions for group or others.  The file should be owned by uucp and the group should be uucp.



Edit the /etc/uucp/Permissions file using vi.

Edit the files so that the following entries exist:



LOGNAME=nuucp \

READ=/var/spool/uucppublic \

WRITE=/var/spool/uucppublic \

SENDFILES=yes \

REQUEST=yes



MACHINE=OTHER \

READ=/var/spool/uucppublic \

WRITE=/var/spool/uucppublic \

SENDFILES=yes \

REQUEST=yes



Save the file.



The correct permissions should be read only by owner with no permissions for groups or others.  The owner of the file should be uucp and the group should be uucp.



The 486/Pentium is now ready for communications.





TESTING COMMUNICATIONS BETWEEN THE AT&T6386/EVEREX AND 486/Pentium



At this point, you should test communications between the two machines.  On the UNIX 3.2 system you can call the UnixWare 2.03 system by issuing the command:



cu -d unix203 <Enter>



On the UnixWare 2.03 system, call the UNIX 3.2 system with:



cu unix32 <Enter>



A message telling you that you are connected should be returned by the system you are calling from.  When you receive the message:



Connected



Press <Enter> a few times until you get a login prompt.  If you do not get the connected message or a login prompt, check your cabling and software settings.  To hang up the connection, issue the command on the calling system:



~.  <Enter>



This is a direct connect line, so communication can only be issued from one machine to the other.  It is not a two-way transfer line.  Run the commands from one machine or the other, not both.





TRANSFERRING DATA UNIX 3.2 TO UnixWare 2.03



The most reliable method of direct transfer is to use the uuto command.  Due to limited disk space on the UNIX 3.2 system, you will probably need to transfer data in chunks, deleting the files from the UNIX 3.2 system after you have transferred them.  



A basic transfer of user data involves the following general steps; detailed steps follow:



1.	Create your user logins on the UnixWare 2.03 system.



2. 	Find the user on your system with the smallest amount of disk space used.  



3.	Use cpio to store the user's files into a large file.



4.	uuto the large file from the UNIX 3.2 to the UnixWare 2.03 system.



5.	Restore the userÕs files into their home directory on the UnixWare 2.03 system.



6.	Remove the old user's files from the UNIX 3.2 system.



7.	Repeat the process with the next larger user.



The details for transferring data are as follows:



Step 1: Create Your User Logins on the UnixWare 2.03 System



Create the user login IDs on the UnixWare 2.03 system.  Make sure to make the login ID, user ID number and group IDs the same on the new system as the old.



Step 2: Find The User With The Smallest Amount Of Disk Space Used



For each of your users, type:



du -s home <Enter>



Where home represents the home directory for that user.



The system will return the number of 512 kilobyte blocks in disk space used by that user.  To obtain the number of bytes, multiply the block count by 512.



Step 3: Use cpio To Store the User's Separate Files Into a Large File



Determine the file system to put the files created.  Before you create large files, verify that the ULIMIT is set high enough to handle the anticipated file size.  A ULIMIT such as 100,000 should be adequate.



Create a directory (transfer) in that file system to store the user's cpio files:



cd /usr  <Enter> (or largest file system)

mkdir transfer <Enter>



To create the cpio file, change to the home directory of the user you want to transfer, and execute the following commands:



Note: 

The userÕs home directory may not be the same as on the UnixWare 2.03 system, so do not use full path to create the cpio file.



cd home <Enter>

find . -print > filename  <Enter>



This will create a file called filename with an entry for each file and sub-directory under the user's home directory.



Edit the file filename and delete all files that you do not want to transfer.  



Refer back to the list of files that SHOULD NOT be transferred to the UnixWare 2.03 system in Module 4, Section 6.



Note:	

Compiled executable programs from the UNIX 3.2 system may or may not be functional after transferring to UnixWare 2.03.



If you are not sure of the type of file, you can use the command:



file filename <Enter>



When you have edited your filename file to contain only the desired files, issue the following command (typed as one line):



cat filename | cpio -ov -O /usr/transfer/user.cpio <Enter>



where user is the login name of your user.  This will create a large cpio file containing all of your user's files.  If desired, you can compress this file by using a data compression utility (e.g., pack or compress), to reduce transfer time.



Step 4: uuto the Large File From the UNIX 3.2 to the UnixWare 2.03 System



On the UNIX 3.2 system, issue the following command:



uuto /usr/transfer/user.cpio unix203!root <Enter>



Wait for 1 to 2 minutes for the connection to be made and the file to begin transferring.



You can check the progress of transmission by issuing the command on the UNIX 3.2 system:



uulog -f unix203 <Enter>



When done viewing the uulog output press:



<Delete>



If the uulog command shows errors, or indicates that the unix203 log file does not exist, you can attempt to ÒpushÓ the files over by issuing this command on the UNIX 3.2 system by typing:



/usr/lib/uucp/Uutry -r -x9 unix203 <Enter>



Note:

After each Uutry you should press the <DELETE> key to return to the command prompt.



Several attempts to push the file over may be needed in order to initiate the transfer.  Check your cabling and software setup if after several attempts you keep getting the message:



Conversation Complete:  Status Failed



Step 5: Restore the User's Files Into Their Home Directory on the UnixWare 2.03 System



Log in as root.



When the transfer is complete, change to the /var/tmp directory on the UnixWare 2.03 system and issue the uupick command.  Type:



cd /var/tmp <Enter>

uupick <Enter>



When the system displays the file name to move and a ?, move it into the /var/tmp directory.  Type:



m <Enter>



Uncompress the file if you compressed it on the UNIX 3.2 system.

Change directory to the home directory of your user and restore the files with:



cd /home/user

cpio -ivdm -I /var/tmp/user.cpio <Enter>



Note:	

If you did not map the same user and group id's when creating your logins, you will need to change ownership and/or group to the correct values.  



You can use different variations of the find command (e.g., -user userid) for more specific selections.  



For Example:



find . -exec chown user {} \  <Enter>

find . -exec chgrp group {} \  <Enter>



Step 6: Remove the Old UserÕs Files from the UNIX 3.2 System



After you have verified that the transfer of files was successful, remove the files from the UNIX 3.2 system by changing to the parent directory of the user and issuing the commands:



rm -rf username <Enter>



rm /usr/transfer/user.cpio



Important:

Make sure you are in the home directory of the user whose files you wish to remove before issuing this command!



Step 7: Repeat the Process With the Next Larger User



Repeat detailed steps 3 through 6 to transfer all user files to the UnixWare 2.03 system.



CONVERTING SHELL PROGRAMS



Shell programs can be moved from the UNIX 3.2 to the UnixWare 2.03 system. You will have to add the following line as the first line of all shell scripts:



#!/bin/sh



This will instruct the shell interpreter to execute the shell script as a Bourne shell, instead of a Korn or C shell.  Make sure to review the shell scripts before executing them on UnixWare 2.03.  The paths to some commands may have changed and other commands may have different options.  If you suspect that the path to a command may have changed or that the command has different options, please review your UnixWare 2.03 documentation.

�
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�APPENDIX C.	INSTALLATION of UnixWare 2.03



PART 1.	UnixWare 2.01 INSTALLATION 

	(from CD-ROM)



Why UnixWare 2.03 may need to be RE-Installed



Generally you will not have to re-install UnixWare 2.03 on your system.  However, there may be reasons re-installation may have to be done, such as:



The disk partitions that were on the pre-installed system need to be changed (either size or files system name).  To re-size any file system, the disk will have to be re-partitioned during a UnixWare 2.03 installation.



There may be system corruption so extensive that it cannot be fixed using the emergency boot disk and recovery tape.



The hard disk drive with UnixWare 2.03 installed fails and has to be replaced.



To upgrade from a UnixWare 1.1 system.



What is needed to Re-Install UnixWare 2.03



If the hard disk on your Pentium System must be reformatted before upgrading to UnixWare 2.03, you must make sure that you have the UnixWare 2.03 Host Bus Adapter Drivers Diskette 1 of 1.  To do this, please follow the instructions in the note below for the Globalyst and Digital systems.



Note: 

For AT&T Globalyst 630 and Digital Prioris Systems Only

there is a new Host Bus Adapter Driver diskette for UnixWare 2.03.  This file is under /usr/local/upgrades/hba203.tar.Z.  It is also located on the FOCD version 3.1 in the upgrades directory.  Use this file to create the new diskette.  Insert a diskette into the floppy drive (formatting will be done automatically) and issue the commands below.

Type:

cd /usr/local/upgrades <Enter>

uncompress hba203.tar.Z <Enter>

tar xvf hba203.tar <Enter>

./hba203.sh hba203.tar.Z <Enter>



Write protect this diskette after the command above is completed.



Label this diskette as:

UnixWare 2.03

Host Bus Adapter Drivers

Diskette 1 of 1



Keep this disk with your system.  You will need it to re-install UnixWare 2.03.



A complete system backup (to restore software applications and user files).  A backup of UnixWare 2.03 /usr/local is needed to re-install the UnixWare 2.03 upgrade, patches and Digiboard software driver.



The Application Server 2.01 Install Diskette 1 of 1.



UnixWare 2.03 Host Bus Adapter Drivers Diskette 1 of 1.



UnixWare 2.01 CD-ROM.



Note:

UnixWare 2.01 MUST be installed from the CD-ROM and then the Upgrade 2.03 will be installed via pkgadd.



Prior to the installation of UnixWare 2.01, read the UnixWare 2 Installation Handbook, Chapter 1 - Before You Begin.



Note:

UnixWare 2.03 will install on the AT&T Globalyst 630, Digital Prioris, and NCR3333 the same way, except for the SCSI drivers and partitioning.  Anything unique to the NCR3333 system is marked with the notation - NCR Note.





UnixWare Bootup



Reference: UnixWare 2 Installation Handbook,  Chapter 2 - Installing the Personal Edition or Application Server.



Place the diskette labeled UnixWare Application Server 2.01 Install Diskette 1 of 1 into the floppy disk drive.



Reboot the computer or turn the computer on.  You will need to get into the SCSI Menu, so as the system boots, hit the <CTRL+A> when shown.



To eliminate potential problems, always format the SCSI Hard Disk Drive prior to re-installation of the UnixWare Software.  To do this:



Press the <CTRL+A> as the system boots up to access SCSI Utilities.



NCR Note:

For the NCR3333 press <Return> for the default hba address.



Select the SCSI Disk Utilities option and press <Enter>.



Pick the Hard Disk (generally SCSI ID #0) and press <Enter>.

Select Format Disk and press <Enter>.



Format Disk?		yes <Enter>

Are you Sure?		yes <Enter>



Please Wait 



This can take from 20 minutes to an hour to do.



Once the formatting is complete, backout of the menus using the <ESC> key, choose Yes to Exit Utilities, and press any key to reboot.



The system will display:



Welcome to UnixWare Application Server 2.01 Installation!

To install UnixWare 2.01 you will be asked several questions.  Where possible, default values are provided.

When you reach the Install Menu, you can review and change any setting or cancel the installation.

No permanent changes are made to the system until you select “Accept All Settings and Install Now” from the Install Menu.

Please refer to the bottom of each screen for instructions; most screens also allow you to press the F1 key for help.

See the UnixWare Installation Handbook for more information.



Press <Enter> to continue.



Select Keyboard Type: (*) US (ASCII) (default) press <Enter>.



The system will display:



UnixWare 2.01 includes a diskette labeled “Host Bus Adapter Drivers.”  This diskette contains common device drivers for popular Host Bus Adapters (HBA) and other devices.  Hardware vendors may provide additional HBA diskettes.  If this is the case, please check the instructions that came with the other HBA diskette(s) to determine the order in which you must insert the diskettes.  See the UnixWare Installation Handbook for more information.



If HBA diskette(s) are needed, or if you are not sure:

1. Remove the Install Diskette from the drive.

2. Insert the first HBA diskette and press <ENTER>



For the AT&T Globalyst 630 and Digital Prioris Systems, insert the diskette labeled UnixWare 2.03 Host Bus Adapter Drivers into the disk drive.  Make sure that this diskette is the 2.03 version of the HBA driver.



NCR Note:

On the NCR3333 system, choose “Continue Installation” option.  The UnixWare 2.01 Installation disk has the needed HBA drivers on it for the Adaptec SCSI driver in the NCR system.



Choose Install Host Bus Adapter Drivers (default) and press <Enter>.



The system will display:



Please wait while the HBA hardware drivers are loaded.



If you have additional HBA diskettes:

	1. Insert the next HBA diskette and press ENTER.



If you do not need to use additional HBA diskettes:

	1. Remove the HBA diskette from the drive.

	2. Select “Continue Installation” and press ENTER.



Remove the UnixWare 2.03 HBA diskette and press <Down Arrow>.



Choose Continue Installation and press <Enter>.



The system will display:



You now have the option of entering the UnixWare Device Configuration Utility (DCU).  The DCU is an advanced utility that allows viewing and changing the configuration of the UnixWare system device drivers, as well as device drivers on any Host Bus Adapter (HBA) diskette.



CAUTION:  You must be familiar with hardware configuration to use the DCU.  UnixWare will correctly identify and configure most computers without your having to enter the DCU.



Choose Continue Installation (default) and press <Enter>.



The system will display:



Please wait while the system hardware drivers are loaded.  



Select Installation Method



	Install from Cartridge Tape

	Install from CD-ROM

	Install from TCP Network Server

	Install from SPX Network Server

	Cancel Installation and Shut Down System



Press <Down Arrow> to choose Install from CD-ROM and press <Enter>.



The system will display:



You have chosen to install from CD-ROM.  Is this correct?



Load the CD-ROM labeled Application Server into the CD-ROM drive and close.



Choose yes (default) and press <Enter>.



The system will display:



	Checking the CD-ROM....



Note:

If you are re-installing UnixWare, the message advises that there is a current active UNIX partition.  Choose to do a Destructive Installation to modify disk partitioning and set your active partition.



The destructive installation option does not appear following the format of a hard disk.



Press <Down Arrow> to Choose (*) Destructive Installation and press <Enter>.



The system will display:



You may install only UnixWare 2.01 on your system or you may set aside disk space for other operating systems.  If you plan to or already support more than one operating system, press ENTER.



If you have a second disk, you will be able to configure that disk later by selecting “View or Change Disk Configuration” from the Install Menu.

CAUTION:  ALL DATA IN THE ACTIVE UNIX PARTITION WILL BE ERASED when you select “Accept All Settings and Install Now” from the Install Menu.  If you have software installed on your system and have not done a backup, select “Cancel Installation and Shut Down System”, reboot, and backup your system.



Press <Down Arrow> to choose the option Use the ENTIRE DISK for UnixWare 2.01 (Erases ALL Partitions) and press <Enter>.



Type System Node Name:



System Node Name: name  <Enter>



Enter Date and Time



Year

Month

Day

Hour

Minute

Timezone



Enter the correct information in the above fields - press <F2> for choices on the Timezones.



After entering the above information press <F10> to apply.



The system will display:



From the Install Menu that follows, you may review and change your installation settings and install UnixWare 2.01.



Selecting “View or Change Package Selection” displays the UnixWare 2.01 software packages.  A default set of packages has been selected for you, but this may not be appropriate for all systems.



- If you have a multiprocessor computer, you should select the “OS Multiprocessor Support” package.



- If you want to access online documentation, you should select the “Application Server Documentation” and “DynaText Document Browser” packages.



- If you do not need NetWare and/or Internet networking facilities, you should deselect those packages.

Packages you do not install now, may be installed later.  Refer to the chapter on installing applications in the System Owner Handbook.



Press <Enter> to continue.



The system will display:



Install Menu 

	View or Change Package Selection

	View or Change Disk Configuration

	View or Change System Node Name

	View or Change Time and Date

	View or Change Keyboard Type

	Accept All Settings and Install Now

	Cancel Installation and Shut Down System



Press <Enter> to choose View or Change Package Selection.



An input screen appears for Package Selection.  Use the space bar to mark and unmark the options.



Reference: UnixWare 2 Installation Handbook, Appendix D (UnixWare Packages).



Note:

The asterisks (*) identify the defaults.  The bold underline identifies those packages required to be installed.



Unmark all items that are not required to be installed.

�

BASIC UNIXWARE PACKAGES���*Base System� NetWare Integration Kit��*Advanced Merge�*Internet Utilities(TCP/IP)�� Additional Platform Utilities� Distributed File System Util.��*Enh. Application Compatibility�Remote Procedure Calls

Utilities��*Language Supplement�Network File System Utilities�� OS Multiprocessor Support�Network Information Service��*Printer Support ��� Traditional Manual Pages������NETWORKING PACKAGES�GRAPHICS PACKAGES��*Network Support Utilities�*Graphics Utilities��*Network Interface Card Support�*Graphics Display Support��*Network Management�*Adobe Type Manager (TM)�� Server Utilities�*Desktop Manager��*NetWare Networking�DynaText Document Browser��*NetWare UNIX Client�Application Server Document���Applications and Demos���Graphics Supplemental Fonts�����Press PGDN to Continue to Next Screen...��



ADVANCED UNIXWARE PACKAGES�� Access Control Lists�� Advanced Commands�� Auditing�� BSD Compatibility�� Extended Backup and Restore�� OA&M�� Optimizing C Compilation System�� Terminfo Utilities��

Once selections are made, press  <Enter> to continue.

Press d to choose View or Change Disk Configuration and <Enter>.



Press <Enter> to choose Disk 1 Partitions:



Select Disk 1 Partitions to verify the information is as in the table below:



Partition�Type�Status�Start�End�%�Cylinders�Size (MB)��1�UNIX System�Active�0�260�100�261�2047 ��

�Note:

These values will be different for the 1 GB Hard Disk Drive on the NCR system.  The values for cylinders and size may be different than those displayed in the table depending on the manufacturer of the disk installed on your system.  The important item to note is that the drive is 100% allocated for Partition 1.



Partition�Type�Status�Start�End�%�Cylinders�Size (MB)��1�UNIX System�Active�0�1020�100�1021�1021��

Press <F10> to apply.



Press <Down Arrow> to choose File Systems and press <Enter>.



Change file systems information to the following for a 2 GB Hard Disk Drive (by pressing the <Tab> to move cursor through fields).



NCR Note:

For NCR boxes, the partitioning needs to be based on a 1 GB Hard Disk Drive as below:



�

AT&T Globalyst 630/Digital Prioris File System Information 2 Gb Hard Disk Drive��File System�Description�Type�Size��/�Root File System�vxfs�~1932��/dev/swap�Swap Slice�slice�64��/stand�Boot File System�bfs�10��/usr�usr File System�off���/home�User File System�off���/dev/dump�Dump Slice�off���/var�Add-ons File System�off���/home2�2nd User File System�off���/tmp�Temporary File System�off���/dev/volprivate�Private Volume�slice�1��/var/tmp	�Temporary File System�off���ALTS TABLE�Alt/Sector Slice�slice�40��                                                    Total Disk Size (MB): �2047��* Adjust / to reflect the MB remaining after setting the sizes of the other file systems.  The total disk size on your system may be different than those displayed in the table depending on the manufacturer of the disk.��

NCR3333 File System Information

1 Gb Hard Disk Drive��File System�Description�Type�Size��/�Root File System�vxfs�~926��/dev/swap�Swap Slice�slice�64��/stand�Boot File System�bfs�10��/usr�usr File System�off���/home�User File System�off���/dev/dump�Dump Slice�off���/var�Add-ons File System�off���/home2�2nd User File System�off���/tmp�Temporary File System�off���/dev/volprivate�Private Volume�slice�1��/var/tmp�Temporary File System�off���ALTS TABLE�Alt/Sector Slice�slice�20��                                                    Total Disk Size (MB): �1021��* Adjust / to be whatever MB is left after setting the sizes of the others. ��

Note:

The Available Size at the bottom of the screen will change according to size of hard disk.  The /dev/volprivate and ALTS Table are recommended by UnixWare 2.03.  Adjust the Root File System until “Available” and “Currently Used” are equal.



Press <F10> to apply.



Press <Down Arrow> to choose Disk Operations and press <Enter>.



Disk Operations

Perform surface analysis on disk1: yes(default)

Overwrite system master boot code: yes(default)



Press <F10> to apply.



Press <Down Arrow>  to go back to  Previous Menu and press <Enter>.



At the Install Menu,  press a to choose Accept All Settings and Install Now and press <Enter>.



The system displays:



Loading System Installation Utilities and Checking the Primary Hard Disk....



Checking the active UNIX partition of your hard disk for bad blocks.  



The capacity of your disk governs how long this process will take.  



Checking Primary Hard Disk



The percentage counts on the screen.



When finished the system displays:



	Making File Systems....



Then:



Installing Software

    Please Wait

Then:



Setting up UnixWare  

    Please wait



The system displays:



You must now reinsert the HBA diskette



For the AT&T Globalyst 630, insert the disk labeled UnixWare 2.03 HBA diskette into the drive and press <Enter>.



For the NCR3333, just press <Enter>.



The system displays:



Setting up UnixWare



Building the operating system   

...   Please Wait ... 



Note:

Software installation can take up to one hour to complete.



The system displays:



UnixWare 2.01 installation is complete.  Applications and other software sets can be installed using the available tools after the computer is restarted.



**MAKE SURE THE BOOT DRIVES (DISKETTE AND/OR CD-ROM) ARE EMPTY****



When you press ENTER, the system will be shut down and restarted.





Remove the CD-ROM and diskette and press <Enter>.



The system will reboot at this time.



The system displays:



	Setting up TCP/IP (inet) related files, please wait.



Note:

For Field Office installation with NO TCP/IP or Network Cards,  press F10 to apply with NO information filled in.  If TCP/IP is going to be used later, this menu can be accessed at that time.



Complete the Inet Setup Values from System Files as follows:



Node Name:		enter system name and <Enter>

System IP Address:	enter your ip number



For any TCP/IP Network connected office, complete screen as follows:



DNS Domain Name:	enter system domain name

DNS IP Address 1:	enter 1st DNS

DNS IP Address 2:	enter 2nd DNS

DNS IP Address 3:	enter 3rd DNS



Press <F10> to apply.



The system displays:



Continuing installation......



Complete the Language Supplement Installation, by changing the Additional Support line to install support for related countries only by pressing <Down Arrow> and then <Right Arrow>.  Press <TAB> and <Enter> to apply.





Complete the Screen/Mouse Installation by selecting the following option:



3 <Enter> (for PS/2 mouse)



On next screen press <TAB> and <Enter> to apply.



Press <Enter> to test the mouse.



Complete the Screen/Owner’s Account by entering the following information:



Owner’s name:			System Manager

Owner’s login ID:			manager

Owner’s user number:		101



Press <Enter> to apply.



Press <Enter> to continue to enter passwords for the root, sysadm and manager logins.  Enter appropriate passwords for these logins.



Press <Enter> to continue.



The system displays:



The System is coming up........



The system will boot to the UnixWare login screen.



Move the cursor to Exit by <Tab> or using the mouse, and press <Enter>.



The system returns to the Console Login.





�PART 2.  INSTALLATION OF THE UnixWare 2.03 UPGRADE



INSTALLATION OF UPGRADE 2.03 FILE



The upgrade software for UnixWare 2.03 was pre-installed on the 486 and Pentium UnixWare 2.03 systems in /usr/local/upgrades. 



The file (upd203) can be retrieved from:

The FTP server in Ft. Collins

A backup tape of another UnixWare 2.03 system

FOCS 3.1 for UnixWare 2.03 CD-ROM  in the upgrades directory (mounted and copied into /usr/local/upgrades)



The file is called:	upd203 with an approximate size 22 MB.

This file must be placed in /usr/local/upgrades (create these directories if necessary).

Login as root to install the upgrade.



Note:

If loading the UnixWare 2.03 upgrade from the FOCS 3.1 for UnixWare 2.03 CD-ROM, use the following commands to copy the upgrade file to disk before continuing:



Mount the CD-ROM:

	mount -rF cdfs /dev/cdrom/c0b0t6l0 /CD-ROM_1

	<Enter>



Important:  c0b0t6l0 contains a lower-case L - not a   numeric 1.



Make the Directory:

	mkdir -p /usr/local/upgrades <Enter>



Change the current directory:

	cd /usr/local/upgrades <Enter>



Copy the UnixWare 2.03 upgrade file from the CD:

	cp /CD-ROM_1/upgrades/upd203 . <Enter>



Unmount the CD-ROM:

	umount /CD-ROM_1 <Enter>



Follow the rest of the instructions in this appendix.  



Type:

cd <Enter>



pkgadd -d /usr/local/upgrades/upd203 update203 <Enter>



The system displays:



PROCESSING:

“Package UnixWare Update 2.03.................”



The system then displays a screen allowing the installer to display the release notes.



Select 2 <Enter> to continue with installation.



An Installation Notice Screen is displayed.



Select 2 <Enter> to continue with installation.



An Upgrade Backup Screen appears asking where to backup files to.



Press <Enter> to select 1 Disk Drive as the default.  This copies all files upgraded to another directory on the hard disk prior to installation.



The system displays:



Installation in Progress.  Determining what files to save.



Backup in progress.  This will take several minutes.

Please do not cancel the process or remove any media.



Several screens will appear during the installation with various status messages.



There is a percentage completed screen at the bottom to monitor installation progress.



Once the upgrade is complete, the system will be rebooted.  Make sure drive(s) are empty and press <Enter>  to continue.



The system displays:



Starting “shutdown -y -g60 -I6”



The system then displays:



Installation of UnixWare Update 2.03 (update203) was successful.



Note:

The # prompt will appear.  Do not do anything as the system is still in the process of shutting down because of the 60 second grace period.



After rebooting, the system will come up to the UnixWare login screen, if it

was not disabled at any point after the UnixWare installation.



Exit out of this screen to return to the Console Login.



For  the AT&T Globalyst 630/Digital Prioris systems only, a patch file needs to be added for the host bus adapter.  The floppy driver patch, tf2104, needs to be installed on the NCR3333, AT&T Globalyst, and the Digital Prioris.  Copy tf2104.tar.Z and tf2202.tar.Z from the FOCS 3.1 for UnixWare 2.03 CD-ROM to the /usr/local/upgrades directory.  



Note:

The procedure for copying this file off the CD-ROM is the same as was done for the upd203 file outlined in the pervious note on page C-15.



Uncompress and extract the tar files by typing:

	uncompress tf2202.tar.Z <Enter>

	uncompress tf2104.tar.Z <Enter> (AT&T Globalyst and Digital Prioris only)



	tar xvf tf2202.tar <Enter>

	tar xvf tf2104.tar <Enter>(AT&T Globalyst and Digital Prioris only)



Add the patches by typing:

pkgadd -d /usr/local/upgrades/tf2202 <Enter>



pkgadd -d /usr/local/upgrades/tf2104 <Enter>(AT&T Globalyst and Digital Prioris only)



Reboot the system by typing:

	shutdown -i6 -g0 -y <Enter>



�Video Driver Configuration - AT&T Globalyst 630 and Digital Prioris LX Systems



If the video drivers lose their configuration, there is a program that can be used to reconfigure the settings for the Panasonic and Digital 17 " monitors for UnixWare 2.03.



To execute the program:



Login as root.



Type:

/usr/X/lib/display/setvideomode <Enter>



Enter vendor choice (default 0): 	4 <Enter>

(S3 Incorporated Trio64/32 Trio64/Trio32  VLB/PCI)



For the AT&T Globalyst 630:

Enter Mode (default 0):	9 <Enter>

(Trio 1024X768 Multisync 72 Hz 256)



For the Digital Prioris LX:

Enter Mode (default 0):	10 <Enter>

(Trio 1024X768 Multisync 70 Hz 256)



Video Ram:	2048K <Enter>



Do you want to continue? (y/n)  [y]:   	<Enter>



Default Monitor Size, 17 inches (y/n)[y]:  	<Enter>



Do you want to test this mode? (y/n) [y]:    	<Enter>



Do you want to continue? (y/n) [y]:  	<Enter>



Do you want to test this mode? (y/n) [y]:	<Enter>



A test pattern will be drawn on the monitor.



Do you want to try the test again ?(y/n) [n]:	<Enter>



Accept (y), Quit (q), Try another mode(anykey):	y <Enter>



Reboot the system.

Note:

Executing a /usr/X/lib/display/setvideomode -probe will give the current settings for the video.



To test, start up desktop as manager and make sure the desktop display is functioning correctly.





Video Driver Upgrade for NCR3333 System



For an NCR system, if the monitor ever loses its configuration, it can be reconfigured by executing the following program:



Login as root.



Type:

/usr/X/lib/display/setvideomode <Enter>



Enter vendor choice (default 0):  type: 	32  <Enter>

(Cirrus Generic)



Enter Mode (default 0):	0  <Enter>

(Multi-sync_72)



Video Ram:	1024K <Enter>



Do you want to continue? (y/n)  [y]: 	<Enter>



Default Monitor Size, 17 inches (y/n)  [y]:  	n <Enter>



Enter Monitor Size: 		15 <Enter>



Do you want to test this mode? (y/n) [y]:	<Enter>



A test pattern will be drawn.



Do you want to test this mode? (y/n) [y]: 	<Enter>



Do you want to try the test again ?(y/n) [n]:	<Enter>



Accept (y), Quit (q), Try another mode(any key): y	<Enter>



Reboot the system.



Note:

Executing a /usr/X/lib/display/setvideomode -probe will give the current settings for the video.



To test, start up desktop as manager and make sure the desktop display is functioning correctly.





PART 3.  DIGIBOARD INSTALLATION



Install the Digiboard software drivers for UnixWare 2.03



The Digiboard installed in the AT&T, Digital, and NCR systems are the same.  It is a Digi_Xem Family with a 16 port module that connects to the card.  For additional information, refer to the Digiboard Booklets that are included with the system.



If the Digiboard drivers ever become corrupted or need to be re-installed due to a UnixWare system re-installation, follow the instructions below to complete the driver installation.



The file (mpiuw280) can be retrieved from:

The FTP server in Ft. Collins (/centers/itc/integration_lab/unixware2)

A backup tape of another UnixWare 2.03 system

FOCS 3.1 for UnixWare 2.03 CD-ROM in the upgrades directory (mounted and copied into /usr/local/upgrades)



The file is called:	mpiuw280.gz



This file must be uncompressed and placed in /usr/local/upgrades (create these directories if necessary).





Install the Digiboard Drivers



Login as root.



Type:

	gunzip /usr/local/upgrades/mpiuw280

pkgadd -d /usr/local/upgrades/mpiuw280



Select 1 for MPI (MenuPort Interface Package).



Files are installed onto the system.



Configure the Digiboard Drivers



Type:

mpi <Enter>



A menu screen appears concerning restricted rights.   Press  <Enter> to continue.



A menu screen appears that requires user input with correct data.



Note:

The following information is for the PC/Xem (ISA) Digiboard installed in the AT&T Globalyst 630, Digital Prioris LX and NCR3333.



Select the following options (in order) from the MPI menu screens:

Config - Install, Change, and Remove

	Install - Install New Products

		Digi- EPC/X, C/X, and Xem Family



Board Configuration:

Total Number of Boards:		1 (default)

Adapter Type:	Choose		Digi_Xem (ISA)

I/O Address:				0x324 (default)

Memory Address:				0X000D0000 (default)

TTY ID Select:				Auto (default)

Number of PORTS Modules:		1 (this may vary)

Config Status:				No(default)



Press <F5> to continue.



PORTS Module 1:				PORTS/16em (default)



Press <F5> to continue.



Do you wish to install DigiScreen?			Choose No



Altpin setting:						Choose On



Press <F5> to continue.



Answer y to rebuild Kernel when asked and press y to verify.



Press <ESC> twice to exit the mpi configuration screen.



To initialize new kernel and download Digiboard drivers, type:

shutdown -i6 -g0 -y <Enter> 



Test the ports by connecting printers, terminals and/or modems.



�Appendix D.  DOS Merge



UnixWare 2.03 provides a DOS package named merge in which many DOS applications can run without any modifications.  In addition, you can install Windows and run MS Windows 3.1 in Standard (80286) mode.  Merge allows you to run DOS/Windows and their applications simultaneously with UnixWare 2.03.



Note:

Due to system resource overhead, running DOS applications may degrade system performance.



The DOS prompt is accessed from the UnixWare prompt by typing:



dos <Enter>



To Exit the DOS mode, type:



quit <Enter>



A minimal subset of DR DOS 6.0 is pre-installed by UnixWare.  MS Windows is not included with your system.  To run Windows, it will have to be procured for each system you plan on running it on.  Instructions on using Merge and installing Windows through the UnixWare desktop are in Chapter 14, of the UnixWare 2 System Owner Handbook.



After accessing DOS, you can invoke most DOS commands and access devices such as the floppy disk drives, printers, etc.  A terminal connected to the system can also perform DOS commands.  However, it will likely be unable to run DOS/Windows applications due to terminal display limitations.



Any DOS application that attempts to change the video mode of the terminal probably will fail.  If applications are tested and fail, the terminals will be locked up (requiring processes to be killed, or the system to be rebooted).



The console terminal will run most DOS/Windows applications as long as the Windows applications can run in Real or Standard (80286) mode.  To run Enhanced Windows applications, the SCO UnixWare Advanced Merge package is needed which is an add-on product.





when accessing the DOS Merge package



autoexec.bat and config.sys Files



The package is installed with a standard autoexec.bat and config.sys file located under the / (root) directory.  This file can be modified as needed for applications under DOS/Windows.  Each user can also have an autoexec.bat or config.sys under their $HOME directory for specific DOS configurations for their applications.  The system files under / are executed first and then any files under the user’s $HOME directory are executed.



Directory Structure



The following is a table showing the directory ids and where they point when DOS is executed.



Directory�Description��J:�Dosroot directory under /usr/merge/dosroot��C:�The /home/login directory of the user executing dos��D:�Used if a user starts DOS when NOT in $HOME first��

It is suggested to install all DOS applications under the J: directory and use the C: directory to store user/data files for those applications.





Using a UnixWare Printer Through DOS Merge



To add access to a UnixWare printer when DOS Merge is used from the UnixWare prompt, the autoexec.bat file needs to be modified.  It is recommended to change the /autoexec.bat to grant printer access to all users on the system when DOS Merge is used.



Edit the /autoexec.bat and add the following all on one line as the last line:



printer LPT1 UNIX “exec /usr/bin/lp -d printer_name” /t300 /x1 ^M





Instructions for installing Windows 3.11 under DOS Merge are fully explained in the UnixWare 2 System Owner Handbook, starting on Page 312.



If There is a Memory Problem



If there is a memory problem during installation or operation of DOS programs, you may need to up the Memory allocation for DOS.  Use the following steps to do this:



Login as a user (each user running DOS Windows will have to make these changes in desktop).

Start the desktop (you may have to be made a desktop user).

Click on Application.

Press the Right Mouse button on the DOS icon.

Select Options from the menu.  Change the RAM settings (both standard and EMS to 4MB).

Click on Apply.

Start DOS  (Click on the DOS icon).

Press <CTRL+ESC> then <CTRL+i> to see the display settings (verify that both were changed to 4 MB).

Start the Windows installation according to the instructions in the manual that comes with the Windows software. 



If DOS Merge will not Execute



Run the shell /usr/lib/merge/instdx.sh.  This will correct any permissions and links to DOS Merge files that were inadvertently changed.

�
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�Appendix E.	backup Guidelines



Instructions/recommendations for backups



When setting up the machine, position the machine at least two feet off the ground and in a low traffic area.  Try not to place the machine by a door or window.  This is to help prevent dust and dirt being introduced into the tape drive.



Position the system a reasonable distance away from other sources of particulate matter (e.g., fax machines, printers, copiers).



Do backups at night (or at least when no one will be walking around stirring up dust).



Use only Exabyte tapes.  (Data grade only.  Do not use video grade.)



Do not use a tape for more than 300 backups.



Clean the tape drive using an Exabyte cleaning tape.  Clean the drive when both lights on the drive flash simultaneously or at least once a month.  Clean more often in environments that are dirty or dusty.  Never rewind a cleaning tape.  For offices with tape problems, use media-based cleaning instead of a cloth-based tape.



Do not use UNIX compression programs to compress data when writing to the tape.  It is acceptable to write compressed files to the tape; however, do not pipe the files through a compression program.



Store the tapes in the original plastic boxes when not in use.



Store tape on one of the long narrow edges, not flat on their sides.  See page 53 in the Exabyte Owner's Manual for more details.





Backup Strategy Guidance



NRCS UnixWare FOCS servers contain valuable data base information and word processing files that would be very costly and difficult to replace.  The following guidance is intended to minimize the loss of valuable information due to hardware or software failures.  A properly functioning, comprehensive, and tested tape backup procedure is cheap insurance to protect the agency's valuable data when a hard disk crashes or software program update fails.



The following guidance is a suggested minimum for adequate tape backup 

protection.  This minimum level of data backup would need to be supplemented in high FOCS transaction service center environments.  The rule of  thumb should be to backup and test your backups at a frequency that would prevent significant data and staff time losses.



At least five Exabyte backup tapes and one Exabyte cleaning cartridge will be used for each UnixWare server.



Establish a rotational tape backup cycle for daily, weekly, monthly, and quarterly tape backups.



Store at least two rotated backup tapes off site at another office location.



IRM support personnel will test quarterly tape backups on another UnixWare server for verification of data stored on these tapes.



Each state’s IRM staff will document its state-mandated UnixWare backup procedures and will distribute this procedure to all UnixWare system administrators.





Example Backup Strategies for Low and High Use Offices



An example of a tape backup strategy for a low use NRCS service center would be:



Tape backups are scheduled for Tuesday and Thursday evenings using a cron process that uses cpio to completely backup the system.  These automatic tape backup tapes are replaced when they have been used 300 times.  These unattended tape backups are monitored and tested via cpio by IRM support personnel remotely on a monthly basis.



Tape backups are manually performed onsite every two weeks using a cpio-based shell script.  These tapes are labeled Set A, B, and C.  Sets A and B remain on site; Set C is stored by the system administrator away from the system at another building.



Tape Set D is maintained by IRM support personnel and is mailed/carried to the field office locations on a quarterly basis where the local system administrator does a complete backup and returns the tape.  This returned tape is tested and verified by IRM personnel.  In the next quarter IRM repeats this pattern by using  Tape Set E.



An example of a tape backup strategy in a high use service center would be:



The service center performs a nightly complete backup using an eight tape rotation system.  The state IRM staff have developed a cron/cpio backup shell script that performs a complete backup and tests the number of files on the resultant tape backup versus the hard disk.  This shell script emails the backup results to root, where it is monitored by IRM personnel.



The tape rotation consists of a weekly, monthly and yearly set of tapes. The weekly tapes are labeled Monday, Tuesday, Wednesday, Thursday and Friday.  These tapes are rotated daily and discarded when usage approaches 300.  Every month a separate backup is performed on one of three monthly backup tapes of which the oldest monthly tape is stored off site.  At year end a separate tape backup is done and also stored off site.



This entire tape rotation cycle is periodically tested by IRM support personnel 

using cpio based verification.





Steps for Backups



Insert tape into the tape drive.



Schedule backups to run during the night.  The backup program should do the following steps:



Use a blocking factor of 32K (32768) on the cpio/tar command.



Make a list of files to backup before starting the backup.  This keeps the tape ÒstreamingÓ during the backup process.



For Example:



find / -print > tmpfile <Enter>



cat tmpfile | cpio -ov -C 32768 -O /dev/rmt/ctape1 <Enter>



Instead of typing:



find / -print | cpio -ov -C 32768 -O /dev/rmt/ctape1 <Enter>



�
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�Appendix F.  Configuring the Regional and State Office Servers



Purpose



The purpose of these instructions is to provide guidance on the setup and configuration of the designated state and regional office FOCS communications server.  A standard configuration is necessary to facilitate the data flow among all levels of the agency, and enable the Chief to communicate directly with all offices.  The FOCS communications server must remain operational 24 hours per day, seven days a week.  The standard configuration includes the provision that each state office and each regional office install, configure, administer, and maintain all current FOCS applications on this system.



Hardware Requirements:

	Local Area Network

	AT&T Globalyst 630 or Digital Prioris LX 5120/5150

	UnixWare 2.03 Operating System

	Digiboard

	3COM 3C509-TP Network Interface Card



Software Requirements:

	PPP Server

	Sendmail

	Domain Name Server

	FOCS 3.1 (or subsequent versions)

FOCS 3.1 Prerequisite Software





Note:  

Refer to the section “Requirements for Production Version of FOCS at the State Office” for further information on installing and configuring FOCS applications.



Assumptions:



	These instructions assume the following tasks have been completed:



The Local Area Network (LAN) has been installed and connected to the USDA Backbone Network

The AT&T Globalyst 630/Digital Prioris LX computer system has been configured 

PPP software has been installed at the field office sites according to Section 7 of the ‘UnixWare 2.03 System Configuration Guide’ as revised July 1997.

Sendmail software has been installed 



The LAN /USDA Backbone Network has been installed by the NRCS/ITC Telecommunications Staff.  For instructions on how to complete the remaining tasks, refer to this guide.





Installing the Network Interface Card in the NCR 3333 



Step 1:  Remove the Cover



Disconnect all cables from the computer, including the power cord.



Grounding strap:  A grounding wrist strap is necessary to protect 

sensitive components from static discharge.  If your work area is

equipped with a ground bus, connect your wrist strap to it at this time. 

If your work area does not have a ground bus place the strap around

your wrist and ground the other end to the computer's case.  Select a 

shiny metal surface for your ground.  If you do not have a wrist strap, 

touch the computer's metal case.  This should discharge any static 

buildup. 



Position the case.  Lay the computer on its side with the power plugs up.



Remove the 3 screws from the back of the case cover. 



Remove the case cover.  Slide the cover back toward you.  There are three 

interlocking tabs on the case top that must be cleared before you can 

pull up on the cover.  Once the tabs are clear of the case pull up on the 

cover.  The cover may require a moderate amount of force to remove.



Step 2:  Install the NIC Card



Remove the slot cover.  Choose an empty 16-bit expansion slot and 

remove the  metal slot cover.  The slot covers are held in place by one 

screw.  



Insert the NIC card by aligning it over the 16 bit slot and pushing 

straight down.  Bolt the NIC card in place by using the screw removed

from the slot cover.



Step 3:  Reassemble the NCR 3333



The computer should still be laying on its side.



Place the cover over the case leaving about 2 inches between the cover 

and the back of the unit.  Slide the cover forward on the chassis making 

sure the interlocking tabs are going in their slots.  The top and bottom of 

the cover should be flush aligned with the case.  If not, lift the cover 

slightly and push in to seat it.  Guide the cover forward and under the 

raised portion of the front cover.  Reinsert the 3 cover screws.



Reconnect all cables and power cord.





Installing the Network Interface Card in the Globalyst 630



Step 1:  Remove the Cover



Disconnect all cables from the computer, including the power cord.



Grounding strap:  A grounding wrist strap is necessary to protect 

sensitive components from static discharge.  If your work area is 

equipped with a bus ground, connect your wrist strap to it at this time.  

If your work area does not have a ground bus place the strap around 

your wrist and ground the other end to the computer's case.  Select a 

shiny metal surface for your ground.  If you do not have a wrist strap, 

touch the computer's metal case.  This should discharge any static 

buildup. 



Position the case.  Lay computer on its side with power plugs up.



Remove the 5 screws from the case cover. 



Remove the case cover.  Slide the cover back toward you.  There is an 

interlocking tab on the case top that must be cleared before you can pull 

up on the cover.  Once the tab is clear of the case pull up on the cover.  

The cover may require a moderate amount of force to remove.



Step 2:  Install the NIC Card



Remove the slot cover.  Turn the computer case on its edge with the drive 

bay down.  The expansion slots in the 630 are mounted on a vertical 

expansion board.  Turning the computer makes them easier to access.  

Choose an empty 16-bit expansion slot and remove the metal slot cover.  

The slot covers are held in place by one screw.  



Insert the NIC card by aligning it over the slot and pushing straight 

down.  Bolt the NIC card in place by using the screw removed from the 

slot cover.



Step 3:  Reassemble the Globalyst 630



Lay the computer on its side.



Place the cover over the case leaving about 2 inches between the cover 

and the back of the unit.  Slide the cover forward on the chassis making 

sure the interlocking tab is going in its slot.  The top and bottom of the 

cover should be flush aligned with the case.  If not, lift the cover slightly 

and push in to seat it.  Guide the cover over the plastic front cover tabs 

and under the raised portion of the cover.  Reinsert the 5 cover screws.



Reconnect all cables and power cord.



Configuring the Network Interface Card



Step 1:  Validate the Configuration Diskette



Prior to configuring the Network Interface Card (NIC), first determine if the correct  3COM configuration diskette was shipped with the card.  To do this:



Boot the UnixWare machine from a DOS system diskette.



At the  A: prompt, remove the DOS system diskette.



Insert the 3COM diskette.



Execute the  program called "3c5x9cfg" to display the version. 



Note:  

The version number is listed on the first menu in the top right hand corner.  If the version number is 3.1 or greater, proceed to the instructions “Configuring the Card”.  If the version number is less than 3.1, follow the instructions "Getting the Newer Configuration Diskette".



Getting the Newer Configuration Diskette



To get the latest configuration software, retrieve the file called "3c5x9x.exe" from the ftp server, ftp.nrcs.usda.gov. The file is located under the centers/itc/integration_lab/unixware2 directory.  Make  sure you transfer the file in binary mode to the /tmp directory.

 

The file is a DOS self-extracting file.  To extract the file and create a new  configuration diskette, start a DOS session within UnixWare and extract the file onto a DOS formatted diskette, execute the following commands:  



Start a DOS session:

 

dos <Enter>



Format a DOS diskette: 



format a: <Enter>



Change to the "A" drive:  



a: <Enter>



Extract the files:



c:\tmp\3c5x9x <Enter>



Step 2:  Configure the Network Interface Card



To configure the NIC:



Boot the UnixWare 2.03 system from a DOS system diskette



At the  "A:" prompt remove the DOS system diskette 



Insert the 3COM (version 3.1 or greater) configuration diskette  



Execute the "3c5x9cfg" program



Select the Install option from the main menu



Select Configure from the Install menu (the only option at this point) 



Use the "TAB" key to highlight the “Plug-N-Play” feature (the last option on the list) and press the "Enter" key.  If the card is not “Plug-N-Play” compatible, this feature will not be displayed and the next instruction can be skipped.



Select the Disable option and press the "Enter" key.



Escape to return to the main menu.



Select the File option.



Save  the settings and exit.  



Reboot with the DOS system diskette.



Again, insert the 3COM diskette into the drive and run the "3c5x9cfg" program.



Select the Install option from the main menu.



Select Configure from the Install menu.



Change the IRQ to 5.



Change the I/O Base Address to 300h.



Change the Transceiver Type to TP.



Run through the tests.



If the tests were successful, save your changes and exit.



Remove the DOS system diskette.



Boot the system to UnixWare.



Note:  

If the tests were unsuccessful, proceed to the section “Troubleshooting the NIC Configuration”



Step 3:  Install the Network Interface Card Support Package



The NICS package for UnixWare 2.03 is available in different locations:



In the /usr/local/upgrades directory on the Globalyst systems as shipped by  Microstar.



On the ftp.nrcs.usda.gov server in the directory: centers/itc/integration_lab/unixware2 . 

      

 On the FOCS CD in the upgrades directory.



The file is called "nic203.tar".  Copy this file to the /var/spool/pkg  directory and extract the tar file as root.  The tar command is:



tar xvf nic203.tar <Enter>



       -or-



tar xvf /usr/local/upgrades/nic203.tar <Enter>



Add the package with the following command:



pkgadd -d /var/spool/pkg/nics nics  <Enter>



        -or-



pkgadd -d /usr/local/upgrades/nics nics <Enter> 



Select the 3COM Etherlink III for the 509 Family. 



Configure the IRQ  with a value of 5.



Change the I/O Base Address to 300-30f.  Use the “Choices” key (F2) to get a list of addresses to choose from.



 Reboot the system to complete the installation and rebuild the kernel.





�Note:  

After completing the package installation, a message will be displayed that indicates the package was installed successfully.  If this message does not appear, proceed to the section “Troubleshooting the NIC Configuration. 



Troubleshooting the NIC Configuration



If the 3COM configuration diskette reports an IRQ conflict with the value of 5, ensure that the parallel port is set at the correct LPT.  To verify, boot the system and press the F2 key (F1 on the NCR3333) to enter Setup.  Select “Software Controlled Registers” by pressing the F2 key.  Verify that the parallel port is set to LPT1 which uses IRQ 7.  If the port is set to LPT2, this would cause a conflict since LPT2 uses IRQ 5.



If the configuration fails due to memory problems, at the A: prompt, issue the following command:



3c5x9cfg.exe /configport=110 <Enter>



If the installation of the NICS package was unsuccessful, remove the package with the command:



 	pkgrm nics <Enter>





Try adding the package again verifying that the correct card is selected from the list and the IRQ and I/O address are input correctly.  If this subsequent install also fails, go back to the DOS 3COM configuration diskette and make sure the card is being recognized.  Reconfigure the card and run the tests.  



Add the nics package again (after removing it).  It would a good idea to physically remove the card and reinstall it in a different slot.  If all else fails, try another card.  





Installing the Network Interface Card in the Digital Prioris LX



The Digital Prioris LX 5120/5150 comes with an onboard network chip which is shipped as part of the basic system.  The following are instructions on how to install the driver for the NIC.  If the chip ever fails, follow the instructions for installing a NIC in the AT&T Globalyst 630.





Configuring the onboard NIC



Step 1:  Enable the NIC



The onboard NIC needs to be enabled through the EISA Configuration/Setup Utility.  A diskette labeled “EISA Setup” or  “EISA Configuration Utility” should be included with the shipment of the Digital Prioris LX.  Insert this diskette into the floppy drive and reboot the machine.



Press “Enter” to continue when the first screen appears.



Press “Enter” when the Welcome screen appears.



Select “Configure Computer” from the Main Menu.



Select “Step 3:  View or Edit Details” from the “Steps in Configuring your Computer” screen.



Use the Page Down key until the “Integrated Network Device Group” appears (page down approximately four times).



Arrow down to the “Enable Device” option and press Enter.  Toggle this option to “Enabled” and press the F10 when done.



Arrow down to the “PCI Interrupt” option and press Enter.  Toggle this option to “One IRQ required” and press F10 when done.  The IRQ needs to set by pressing F6 to edit resources.  Set the IRQ to 5 by pressing the “+” or “-“ key to scroll through the list.  Press F10 when done.



To save the settings and reboot first press F10 to exit the configuration screen.  Select Step 5 to save and exit.  Press Enter on the option to  “Save the configuration and restart the computer”.  Press Enter a final time to reboot.



Step 2:  Install the driver



Get the file called dc21x40-latest.tar.Z from one of three places; /usr/local/upgrades directory on the system, the upgrades directory on the FOCD version 3.1, the ftp server in the centers/itc/integration_lab/unixware2 directory.  Uncompress and extract the tar archive by typing:



uncompress dc21x40-latest.tar <Enter>

tar xvf dc21x40-latest.tar <Enter> 



A directory dc21x40.cf is created and a file called install.sh will reside in the current directory.  To install this driver, simply execute (as root) the install.sh shell script from the directory which contains the dc21x40.cf directory.  It will perform the required idinstall and idbuild commands to build and configure the dynamic module.  Type:



	sh ./install.sh <Enter>



Use resmgr to see if the system properly identified the board with the driver, type:



resmgr -m dc21x40 <Enter>



The following will be displayed:



MODNAME UNIT IPL ITYPE IRQ IOADDR MEMADDR DMAC BINDCPU BRDBUSTYPE BRDID SLOT ENTRYTYPE

dc21x40 - 6 4 9 d200 d27f 20010100 2001017f - - 4 0x10110002 - -



Now to get UnixWare to use the dc21x40 driver, as root enter the command:



netinfo -a -d dc21x40_0 <Enter>



Once this has been done you can configure TCP/IP by running:



/etc/confnet.d/configure -I <Enter>



Make sure you specify the -trailers option when ifconfig asks for it.  If you don't, IP connectivity may be unreliable.



Alternatively, if you want to see if the driver is working you can simply type:



modadmin -l dc21x40 <Enter>



That should result in a line similar to the following appearing on the

console:



dc21x40 board 0 (PCI DC21040 V2.3 UTP) Ethernet Address: 00:00:f8:00:01:4d



dc21x40 board 0 (PCI DC21041 V1.1 UTP) Ethernet Address: 00:00:f8:00:01:4d





�PPP on UnixWare 2.03 for Incoming and Outgoing Connections



What Is PPP?



PPP (Point to Point Protocol) is a transport protocol for using TCP/IP

over a serial (modem) line.  PPP will allow a non-networked system to connect to the TCP/IP network (INTERNET) through a networked UnixWare 2.03 system via a modem connection.



PPP has some advantages over SLIP (Serial Line INTERNET Protocol) in

that it can use any modem attached to the system.  SLIP requires a

dedicated modem just for use by SLIP.



PPP must have the TCP/IP (inet) package of UnixWare installed on both the server (generally the State Office) and the client (generally the Field Office) systems.  This package should have been installed by default.



This setup of PPP configures the system for both incoming and outgoing connections.  IP addresses are assigned dynamically on incoming connections. This means that each system is assigned an IP address from a pool of addresses at the time a PPP connection is made.  The state office system is assumed to be setup for both incoming and outgoing PPP connections (instructions follow).  The state office PPP server assigns an IP address upon connection from a field office system.



You can setup the field office system for both incoming and outgoing connections by simply following these same instructions for setting up the state office PPP server.  Having both incoming and outgoing connection support will allow a field office system to be called from a home computer for network access.  If the field office has one modem this type of connection would only allow access to the local area network in the field office.  Access to the wide area network could be made only if there is more than one modem on the field office system.  The field office could then make a PPP connection to the state office for WAN support.

This configuration of PPP involves modification to system files.  Installation and configuration requires root access and knowledge of the visual editor, vi.



Warning!

These PPP setup instructions have NOT been tested under the new 

LAN/WAN/VOICE environment.  If this implementation is used, be 

aware that changes may have to be made when the 

LAN/WAN/VOICE configuration is in place.



�PPP Software Packages For UnixWare 2.03



Warning!

The PPP software located on the UnixWare 2.01 CD-ROM does not work with UnixWare 2.03.  You will need to install the UnixWare 2.03 PPP package.



On the pre-installed UnixWare AT&T Globalyst 630/Digital Prioris LX, the package is in the /usr/local/upgrades directory.  The file is: tf2112.tar.Z.



NCR Note:

NCR UnixWare 2.03 systems will have to download the file from  the FTP server in Ft. Collins or copy them from the FOCS 3.1 for UnixWare 2.03 CD-ROM.  The file should be moved into the /usr/local/upgrades directory.



The file will be compressed and in the tar format.  Before you install the patch, move the file to /usr/local/upgrades.  Then uncompress and un-tar it for the pkgadd command.



Type:

cd /usr/local/upgrades <Enter>



uncompress tf2112.tar.Z <Enter>



tar xvf tf2112.tar <Enter>

	(creates 2 files - tf2112 and tf2112.txt)





INSTALLATION and Configuration of PPP for UnixWare 2.03



Installation of PPP





Install tf2112 with pkgadd



Note:

PPP MUST be installed on both the remote and local systems for it to work over modem lines from the Field Office to the State Office.





Install tf2112 from the files pre-installed on the system or downloaded from the FTP server.



Type:	

pkgadd -d /usr/local/upgrades/tf2112 ptf2112 <Enter>





Installation will begin.



An on-screen NOTICE appears with information about the PPP Upgrade.



Press <Enter> to page through the screens.



Do you wish to continue with installation? (default y)



Press <Enter> to accept the default.

PPP files are installed and the following is displayed on the screen.



Idbuild: The kernel will be rebuilt to include your configuration changes during the next system reboot.



Release Notes are found in:

	/var/sadm/pkg/ptf2112/install/ptf2112.txt



Installation of PPP Upgrade was successful



Wait until the configuration of necessary files is done before rebooting.



CONFIGURATION of PPP





The field office system will use the existing modem to communicate with the state/regional office PPP system.  The modem should be 9600 baud or higher to conduct an effective PPP session between the two offices.





PPP Setup For Incoming and Outgoing Connections



Copy all the PPP sample files to a file without the .samp extension.  The list of files to copy from and to are:



�

�From�To��/etc/inet/ppphosts.samp�/etc/inet/ppphosts��/etc/inet/pppauth.samp�/etc/inet/pppauth��/etc/inet/pppfilter.samp�/etc/inet/pppfilter��/etc/addrpool.samp�/etc/addrpool��

The following files need to be edited:



/etc/uucp/Systems

/etc/passwd

/etc/inet/hosts                #This file must be linked to /etc/hosts

/etc/inet/pppauth

/etc/inet/ppphosts

/etc/addrpool



These files will need to be edited to include IP addresses and host ID names.  Make sure to read the comments in these files as you edit them, to further understand why you are putting in the information and what the file is used for.



Step 1:  Edit Systems File



Add an entry for all systems that you want to make an outgoing connection in the Systems file.  A different name from the actual system node name needs to be used in order for UUCP to continue to work as before.  An entry is only required in the Systems file if you want to be able to initiate a PPP connection from the state/regional office to a field office.  This is a good idea since TCP/IP commands such as ‘ftp’ and ‘telnet’ can used for support purposes.



The following two entries show an example of how ‘fo1’ is configured for both UUCP and PPP connections:



#UUCP entry for fo1:

fo1 Any ACU 38400 [phone number to dial] in:--in: nuucp word: nuucp_password



#PPP entry for fo1:

fo1_ppp Any ACU 38400 [phone number to dial] “” \d\r in:--in: ppplogin word: ppplogin_password “” \d\d\d\d\d\d\d\d



Remove the braces when the phone number is entered.  The “ppplogin_password” entry is the ppplogin password to use when making a connection to the field office.  This means that the field office has to have a ppplogin account also (see Step 2 for these instructions).



Step 2:  Create a ppplogin Account



Create a ppplogin account on any system that will have incoming PPP connections.  Use either useradd or sysadm adduser to create this login with the following information:



Note:

Use USERID 10999 for this PPP Login in all offices.



Comment:			PPP Login



Login:				ppplogin



User ID:			10999



Group:				other



Create home directory:		No



Shell:					/usr/lib/ppp/ppp



Password Status:			enter a password



The home directory for the ppplogin account must be /usr/lib/ppp.  Edit the /etc/passwd file to make this change.  After editing, execute the ‘creatiadb’ command to update the security database and for the change to take immediate effect.



Step 3:  Edit hosts File



If an /etc/inet/hosts file does not exist, simply create one with the following minimum entries:



127.0.0.1		localhost

xxx.xxx.xxx.xxx	state_node_name	pppserver



Replace the “xxx.xxx.xxx.xxx” with the actual IP address of the state office PPP server.  Replace “state_node_name” with the actual system node name for those systems.  The “pppserver” entry means that the state office system is also known as “pppserver”.  If the /etc/inet/hosts file needed to be created it should have the following permissions:



-r--r--r--	root	sys	/etc/inet/hosts



Make sure that this file is linked to /etc/hosts:



ln -s /etc/inet/hosts /etc/hosts



Step 4:  Edit pppauth File



Add the following line to the end of the /etc/inet/pppauth file:



*pppserver	ppplogin_password



Where “pppserver” is the alias name of the state/regional office machine and “ppplogin_password” is the ppplogin password that the client systems will use when making a connection to the PPP server.



Step 5:  Edit ppphosts File



Edit the /etc/inet/ppphosts file and add two lines.  This first line is for incoming calls from field office client systems.  It specifies to use the ‘ppplogin’ account when making a connection.  If you want to be able to initiate a PPP connection to a field location, this entry has to also exist  on the field office system (xx.xx.xx.xx will be the IP address of field office system).  The ‘local’ field says that the server will always have the specified IP address and the ‘remote’ field assigns the incoming connection (field office) an IP address from the pool called ‘pool1’ from the /etc/addrpool file.  



The second line is for the state/regional office when making a PPP connection to a field office.



*ppplogin local=xx.xx.xx.xx remote=+pool1 mru=1500 proxy

0.0.0.0:xx.xx.xx.xx uucp=f01_ppp attach=fo1_ppp mru=1500 idle=5 proxy



Replace ‘xx.xx.xx.xx’ with the IP address of the local system.  In this case that would be the state/regional office machine.



Step 6:  Edit addrpool File



Enter the pool of IP addresses in the /etc/addrpool file.  The number of dynamic IP addresses should correspond to the number of modems connected to the server since that is the maximum number of PPP connections that can be made at one time.  Determine how many are needed and then determine the IP addresses from within the local area network that can be dedicated for PPP (they can’t be used as a permanent IP address for another system on the network!).  The entry would look like the following:



pool1:IP	162.79.104.124 162.79.104.125\

		162.79.104.126



Step  7:  Configure Routing



Configure the PPP server to route packets.



/etc/conf/bin/idtune IPFORWARDING 1 <Enter>



/etc/conf/bin/idbuild -B <Enter>



The system needs to be rebooted for the new kernel to be installed.  Type:



	shutdown -i6 -g0 -y <Enter>



Reboot the system after making these changes.



Testing PPP Connections 



The field office client PPP system should now be able to connect to the PPP server.  Refer to the “Testing PPP Connections” in Module 4 Section.



If the state/regional PPP server has been configured for outgoing PPP connections to a field office this can be tested with the pppattach command.



Type:

/usr/sbin/pppattach fo1_ppp <Enter>



The modem should dial the field office, and after a few minutes, a connection should made and the prompt should be returned.



WAN access is now available.  Any other TCP/IP utility is now available (telnet, rlogin, ftp, etc.).  Try to telnet to that system:



	telnet fo1.nrcs.usda.gov <Enter>



You will be asked for a login and password when a connection is made.  If asked, do NOT start the desktop when logging in.  (This will take control of the desktop of the remote system locally and will cause complications regarding which machine you are actually on.)



Troubleshooting Help



The following are some problems and solutions that may be of help during PPP configuration and operation.  It is not inclusive, but does include some things found during the testing of PPP on UnixWare 2.03.

Problems and Solutions to PPP Configuration��Problem�Solutions(s)��No in.pppd daemon is running.�Rebooting your system would be the best attempt to fix this.  This may have to be done on the remote system as well.��pppattach does not make a connection with the remote system.�Check ALL the configuration setups (Steps 1-3) and verify IP numbers, host names, phone numbers, etc.  If there is a configuration error, then the local machine may not know who the remote machine is.  Make sure both modems, local and remote, are still communicating.  You may need to call the remote site to verify their modem is active.



Make sure you have a ppp0 interface and it is running by typing:

ifconfig -a



(Look for the ppp0 interface line and verify it is RUNNING.)  If it is not running, there is usually a configuration error on the local system.��The modem will not disconnect after the PPP session is complete.�The time-out on your modem may be set to a time frame that won’t dis-connect until a period of inactivity (5 minutes or more).  You can change Modem Switch settings to decrease the inactivity time to disconnect sooner.  The ‘S30’ modem setting determines the timeout 



You can force the PPP to disconnect by typing the command:



ifconfig ppp0 down



You must be root to execute this command.



Be aware that if the interface is brought down, any connections that other users are making from the local system will be disconnected.



Then make sure to restart it (or it won’t work again) by executing the pppattach command.���Sendmail Server Configuration 



The edits specified in this section append the edits listed in Module 4, Section 8 of the “UnixWare 2.03 System Configuration Guide”.



NOTE: 

Do not edit the CU line until last, as line numbers are used to indicate edit points. A Multi-Line CU entry will change the line numbers and make this more difficult to follow.



Step 1:  Edit /etc/ucbmail/sendmail.cf



Edit the /etc/ucbmail/sendmail.cf file as follows:



Line #78-79	Comment out the DH and CH lines. 

This is the address of the host to which unresolved mail is 

forwarded. Since this IS the authority mail server for your 

domain, if it can't find the address, it is unlikely another 

server can either.



Line #85	Define DD to be your domain.

This is used to determine whether the mail is local or not.



For Example:

DDxx.nrcs.usda.gov

where xx is your 2 digit state abbreviation.



Line #90	Add the name "mailhost" to the Cw line following

         localhost.

		This is a machine alias that will be used to access aliases	

from uucp mail.  Notice that $k is a variable predefined by 

sendmail that contains the uucp_name of this system.



For Example:

Cw$k localhost mailhost



Line #217	Uncomment the following line by removing the # sign:

  #R$*<@$D>$*		$1$2		thisdomain therefore thishost



This means sendmail will recognize all mail in the format of 

user@domain as being local mail.



Line #247 	Comment out lines 247,248,249, and 250 by inserting

		a # sign in the first column.



Line #274	Verify that this line is commented out.

This line MUST be commented out if you commented out 

DH and CH in Step #1. (This also applies to line #248 if 

you are in a Field office and don't want to forward mail)



Line #63  	Add all of your UUCP host connections into the CU line.

		Add additional lines as necessary, starting each with CU.



If an address contains a host not listed in the CU lines, 

sendmail assumes a network connection. Any host that has 

both a uucp and a network connection will always connect 

via uucp if listed here.



Step 2:  Restart Sendmail



Restart sendmail by sending a HUP (reload) signal to the sendmail process that is already running. You can find the process ID by doing a ps -ef | grep sendmail, or reading the file named "/usr/ucblib/sendmail.pid".



kill -HUP  <pid> <Enter>





Configuring Aliases



Step 1:  Establish Required Aliases



Aliases, or nicknames must be created in the /etc/ucbmail/aliases

file on the communications server. These are required forwarding addresses to provide a central point at which to receive mail.



There are 2 aliases that are required in all sendmail configurations:



Postmaster

MAILER_DAEMON



Postmaster, is required by Internet RFC822. MAILER-DAEMON, is a return address for mail errors. Typically, MAILER-DAEMON is forwarded to Postmaster.



Postmaster MUST be set to the email address of the person who handles 

mail problems. Postmaster is by default set to root, but this is not a good idea unless root's mail is checked regularly. It is better to assign the postmaster alias to an individual’s email.



Step 2:  Establish Suggested Aliases



Hostmaster



Hostmaster should be added right after Postmaster. Hostmaster is the person who handles all Domain Name Service problems. This should also be set in the SOA record in the dns hosts file. The line looks like:



@	IN	SOA		host.xx.nrcs.usda.gov.  Hostmaster.host.xx.nrcs.usda.gov. (

...)



If it is now set to root, it should be changed to Hostmaster.



Step 3:  Establish User Aliases



A standard alias can be made for every person in your domain that you 

want to be able to receive mail at this address. An effort is currently

underway to provide guidance for standard alias names, but no recom-

mendations have been made yet. Some of the proposed aliases are based

upon position areas instead of individuals. This would provide a 

generic mail address that would be aliased to the individual(s) 

concerned.



Whatever standards are adopted, the person identified by the Postmaster

alias is responsible for answering questions about mail implementation 

and aliases at your domain.



Examples of Proposed Aliases:



IRMTech

IRMCoord

FOCSCoord

etc.



�Note:

When you are finished updating or changing the aliases file, run "/usr/ucb/newaliases" or "/usr/ucblib/sendmail -bi" to install.  A warning message will appear on systems that are not connected to a network indicating that $j is not fully qualified.  This warning message can be disregarded if you are not on a network (i.e. field office installation).



Reaching an Alias from UUCP in the Field



In order for a field office to reach an aliased mail address, they

need to address the message to host!host!address@mailhost. This will

ensure that mailsurr will properly pass the mail on to sendmail for

alias expansion. If your automatic forwarding is working, the simple

address of address@mailhost or address@xx.nrcs.usda.gov will work.



Step 4:  Enable Sendmail and UUCP Aliases



Sendmail aliases must be added to the mailsurr file on ALL UnixWare 2.03 systems running Sendmail 8.7.6.  The Customization Software version 2.0 sets up aliases and mailsurr as required.



Sendmail Upgrade to Version 8.7.6



On Sept 21, 1996, The CERT Coordination Center released a Security

Advisory about the weaknesses in the sendmail program. The advisory

indicated that all versions of sendmail prior to 8.7.6 contain 

defects that enable unauthorized access to a system.



In response to this advisory, the Information Technology Center has

obtained and configured sendmail version 8.7.6 for the UnixWare 2.03

operating system. We recommend that ALL offices running sendmail 8.7.3 on UnixWare 2.03 as shipped on the FOCD replace it with version 8.7.6. 



Sendmail 8.7.6 is currently not available for other Operating Systems.



The NRCS Customization Software Version 2.0 upgrades sendmail to version 8.7.6.  



�Troubleshooting the Sendmail Configuration



If it appears that you are unable to send/receive mail as desired, here are some things to verify in the mail system.



Check the file named /etc/mail/mailflgs, and verify that there is a

     line that reads:

SNDMLONLY

      If this entry does NOT exist, add it, and then type:



   	/usr/lib/mail/surrcmd/createSurr



      to rebuild the /etc/mail/mailsurr file.



2.   Sendmail expects a symbolic link to exist between the file named

      sendmail.cf in the /usr/ucblib directory, and the one in

     /etc/ucbmail.

     The file should physically reside in the /etc/ucbmail directory, and 

     the one in /usr/ucblib should be the symbolic link. 



     If this is NOT the case, put the correct sendmail.cf in /etc/ucbmail, 

     and type:



 	ln -s /etc/ucbmail/sendmail.cf /usr/ucblib/sendmail.cf



2a. Verify that /usr/ucblib/aliases is a symbolic link to 

      /etc/ucbmail/aliases.  

      Recreate this link with:



ln -s /etc/ucbmail/aliases /usr/ucblib/aliases



Other links such as /usr/ucb/mailq and /usr/ucb/newaliases 

     should be symbolic links to /usr/ucblib/sendmail. If these do not 

     exist, recreate them with:



ln -s /usr/ucblib/sendmail /usr/ucb/mailq

ln -s /usr/ucblib/sendmail /usr/ucb/newaliases



Other files of importance, such as /usr/bin/mail, and /usr/bin/mailx,

     should have the following permissions, ownerships, and sizes:



-r-xr-sr-x  2  bin  mail  214156  /usr/bin/mail 

-r-xr-sr-x  2  bin  mail  214156  /usr/bin/rmail 

-r-xr-sr-x  1  bin  mail  127088  /usr/bin/mailx 



Note:

ALL offices MUST have sendmail.cf configured for ANY off site mail to work. This includes all UUCP sites. Be sure to check the      Implementation Guide and Errata 1 and Errata 2 for correct     instructions and caveats.



NO files from UnixWare 1.1.2 or UNIX 3.2 should be loaded as part of the mail system. This includes /bin/mail, /bin/mailx, /bin/rmail, or /usr/ucblib/binmail. These instructions are based upon native UnixWare 2.x executables + sendmail 8.7.X. Problems will occur if old/different mail components are present.





Configuring the Domain Name Server



These instructions are based upon the Midwest Networking TCP/IP Implementation Guide, March 1995, beginning on page 169, with content changes and additions per Internet RFC1912.



Step 1: Create the database files



Prepare the following files using any editor, so that they have the following form. The columns are tab or space separated. Items in italics must be tailored to the state domain, while everything else should be entered literally.  Serial numbers must be updated whenever any change is made to a file containing a serial number field. Notice that $INCLUDEd files are logically part of the file including them. In this document, a zone is defined to be the same as a domain. The <w> is used to represent a line that is broken in this document,  but should be continued on the same line in the actual file.  ip-quad1,ip-quad2,ip-quad3, and ip-quad4 represent the 4 parts of an IP address. For example: given 162.79.105.2, ip-quad1=162, ip-quad2=79, etc.



Sample files appear at the end of this section. To save time in typing and minimize mistakes, these sample files can be retrieved from the NRCS ftp server (ftp.nrcs.usda.gov). 





�/etc/named.boot



; named.boot file for state.nrcs.usda.gov

;

; identify the directory containing the dns database files.

directory	/etc/named

; prime the cache with addresses of root domain name servers

cache	.	db.cache	 	; formerly called named.root

;

; specify that this host is the primary DNS for

; localhost (127.0.0.1). 

; Source files are db.localhost, db.0, db.255, db.127

; type	domain	source file or host

primary	localhost			db.localhost

primary	0.0.127.in-addr.arpa	db.127

primary	255.in-addr.arpa		db.255

primary	0.in-addr.arpa		db.0

;

; specify that this host is the primary DNS for the state domain. 

; Source is in file named dns.hosts

primary	state.nrcs.usda.gov	dns.hosts; specify that this host is the primary DNS for the reverse 

; domain. 

; Source file is state.rev

primary ip-quad3.79.162.in-addr.arpa	state.rev





Where state is the alphabetic fips code for the state, and ip-quad3 is the third quad number of the state’s block of ip addresses. For example, the ITCs block of ip addresses start with 162.79.105 so the third quad number is 105.





/etc/named/db.cache



; db.cache - initial cache data for root domain servers.

;  formerly called named.root.

; list of servers

.                   99999999 IN NS A.ROOT-SERVERS.NET.

.                   99999999 IN NS H.ROOT-SERVERS.NET.

.                   99999999 IN NS B.ROOT-SERVERS.NET.

.                   99999999 IN NS C.ROOT-SERVERS.NET.

.                   99999999 IN NS D.ROOT-SERVERS.NET.

.                   99999999 IN NS E.ROOT-SERVERS.NET.

.                   99999999 IN NS I.ROOT-SERVERS.NET.

.                   99999999 IN NS F.ROOT-SERVERS.NET.

.                   99999999 IN NS G.ROOT-SERVERS.NET.

; list of addresses

A.ROOT-SERVERS.NET. 99999999 IN A 198.41.0.4

H.ROOT-SERVERS.NET. 99999999 IN A 128.63.2.53

B.ROOT-SERVERS.NET. 99999999 IN A 128.9.0.107

C.ROOT-SERVERS.NET. 99999999 IN A 192.33.4.12

D.ROOT-SERVERS.NET. 99999999 IN A 128.8.10.90

E.ROOT-SERVERS.NET. 99999999 IN A 192.203.230.10

I.ROOT-SERVERS.NET. 99999999 IN A 192.36.148.17

F.ROOT-SERVERS.NET. 99999999 IN A 192.5.5.241

G.ROOT-SERVERS.NET. 99999999 IN A 192.112.36.4





/etc/named/db.localhost



; db.localhost for dnshost.state.nrcs.usda.gov

;

; identify local Authority records for localhost

@	IN	SOA	dnshost.state.nrcs.usda.gov. <w>

Hostmaster.dnshost.state.nrcs.usda.gov. (

	YYYYMMDDnn	;Serial Number

	2592000	;Refresh 30 days

	1814400	;Retry   3 weeks

	7776000	;Expire  90 days

	2592000)	;Minimum TTL 30 days



	IN	NS	dnshost.state.nrcs.usda.gov.

 localhost.	IN	A	127.0.0.1



The following file, db.127, replaces the file named named.local described in earlier documents (such as the Midwest Networking TCP/IP Implementation Guide, and UnixWare TCP/IP Administration).





/etc/named/db.127



; db.127 for dnshost.state.nrcs.usda.gov

;

; identify local Authority records for localhost

@	IN	SOA	dnshost.state.nrcs.usda.gov. <w>

Hostmaster.dnshost.state.nrcs.usda.gov. (

	YYYYMMDDnn	;Serial Number

	2592000	;Refresh 30 days

	1814400	;Retry   3 weeks

	7776000	;Expire  90 days

	2592000)	;Minimum TTL 30 days



	IN	NS	dnshost.state.nrcs.usda.gov.

1	IN	PTR	localhost.





/etc/named/db.0



; db.0 for dnshost.state.nrcs.usda.gov

;

; identify local Authority records for localhost

@	IN	SOA	dnshost.state.nrcs.usda.gov. <w>

Hostmaster.dnshost.state.nrcs.usda.gov. (

	YYYYMMDDnn	;Serial Number

	2592000	;Refresh 30 days

	1814400	;Retry   3 weeks

	7776000	;Expire  90 days

	2592000)	;Minimum TTL 30 days



	IN	NS	dnshost.state.nrcs.usda.gov.





/etc/named/db.255



; db.255 for dnshost.state.nrcs.usda.gov

;

; identify local Authority records for localhost

@	IN	SOA	dnshost.state.nrcs.usda.gov. <w>

Hostmaster.dnshost.state.nrcs.usda.gov. (

	YYYYMMDDnn	;Serial Number

	2592000	;Refresh 30 days

	1814400	;Retry   3 weeks

	7776000	;Expire  90 days

	2592000)	;Minimum TTL 30 days



	IN	NS	dnshost.state.nrcs.usda.gov.



Where state is the alphabetic fips code for the state, dnshost is the host name for the domain name server, YYYYMMDD is the year-month-day of the last update of this file, and nn is the number of times updated that day.  Notice that the times in these 4 SOA blocks are much longer than those in the dns.hosts and state.rev files. This is because these zones will never be changed, and thus should rarely be “Refreshed” or “Expired”.



/etc/named/dns.hosts



; dns.hosts file for state.nrcs.usda.gov

;

; identify the Start of Authority for the state domain

; email address for questions about this zone go to 

; Hostmaster@dnshost.state.nrcs.usda.gov.

@	IN	SOA	dnshost.state.nrcs.usda.gov. <w>

Hostmaster.dnshost.state.nrcs.usda.gov. (

	YYYYMMDDnn	; Serial Number.

	3600	; Refresh every hour

	1800	; If refresh fails, retry in 30 minutes

	432000 ; If can’t refresh, current copy expires after 5 days

	86400 ); minimum TTL for records in this zone



; Delegate Primary authority for this zone to the host 

; named in NS.

	172800	IN	NS	dnshost.state.nrcs.usda.gov.

; Delegate Secondary authority for this zone to another DNS.

	172800	IN	NS	attila.nrcs.usda.gov.

; Define addresses for the servers listed above.

dnshost.state.nrcs.usda.gov. 172800 IN A 162.79.ip-quad3.ip-quad4

					    172800 IN MX 0 <w> dnshost.state.nrcs.usda.gov.

attila.nrcs.usda.gov.		172800 IN	A 162.79.104.2



; Define IP address for domain so mail can go to 

; user@state.nrcs.usda.gov.

; Use the IP address of the machine accepting mail for such

; addresses. 

state.nrcs.usda.gov.	IN	A	162.79.ip-quad3.ip-quad4

					IN	MX 0	state.nrcs.usda.gov.



; include from a separate file the local hosts in the domain.

$INCLUDE /etc/named/state.hosts





Where state is the alphabetic fips code for the state, dnshost is the host name for the domain name server, YYYYMMDD is the year-month-day of the last update of this file, and nn is the number of times updated that day.



/etc/named/state.hosts



; hosts for state.nrcs.usda.gov

;

$ORIGIN state.nrcs.usda.gov.

host	IN	A	162.79.ip-quad3.ip-quad4

	IN	MX 10	host



Where state is the alphabetic fips code for the state, host is the host name for a member of this domain, and ip-quad4 is the quad number for the host. There must be a line for each host in the domain. Include the MX entry after every host that can receive mail directly from the network. (Don’t add the MX record for printers, Terminals, etc.)



/etc/named/state.rev





;state.rev for 162.79.ip-quad3

;

; identify the Start of Authority for the

; ip-quad3.79.162.in-addr.arpa zone

; email address for questions about this zone go to 

; Hostmaster@dnshost.state.nrcs.usda.gov.

@	IN	SOA	dnshost.state.nrcs.usda.gov. <w>

Hostmaster.dnshost.state.nrcs.usda.gov. (

	YYYYMMDDnn	; Serial Number.

	3600	; Refresh every hour

	1800	; If refresh fails, retry in 30 minutes

	432000 ; If can’t refresh, current copy expires after 5 days

	86400 ) ; minimum TTL for records in this zone





; Delegate Primary authority for this zone to the host 

; named in NS.

	172800	IN	NS	dnshost.state.nrcs.usda.gov.

; Delegate Secondary authority for this zone to another DNS.

	172800	IN	NS	attila.nrcs.usda.gov.

;

; Define PTR records that map IP addresses to names.

;

ip-quad4	IN	PTR	host.state.nrcs.usda.gov.





Where state is the alphabetic fips code for the state, dnshost is the host name for the domain name server, YYYYMMDD is the year-month-day of the last update of this file, and nn is the number of times updated that day. ip-quad4 is the last quad number for a host in the domain, and host is the name of that host (this line is repeated for each host in the domain). Hostmaster is a valid userid or an email alias that resolves to the individual on dnshost.state.nrcs.usda.gov who maintains these files.



Step 2: Start the named server



After you have created these files, you can start the server with the command:



in.named



Any errors generated by invalid file contents or typos are recorded in the file named: /var/adm/errlog. Correct the errors and restart the server. If the server is still running, you can restart it by typing:



kill -HUP `cat /etc/inet/named.pid`



This will leave the server running, and reload it with the contents of the newly changed files.



You can debug the server by turning debug mode on with the following command:



kill -USR1 `cat /etc/inet/named.pid`



A file named /var/tmp/named.run will be created, which will contain a trace of queries to your named server.



Note: 

Remember to turn off debugging with the command:

kill -USR2 `cat /etc/inet/named.pid`

This prevents the named.run file from growing very large.





Additional Note:

These instructions are valid for UnixWare 2.03 systems. Setup on SunOS or Solaris is identical except for the location/name of the named server and the named.boot file. On SunOS systems, named.boot is located in /etc/inet/named.boot. The named.pid is in /etc/named.pid. The named program may be named in.named or named.



�Step 3: Update the /etc/resolv.conf file



The file named: /etc/resolv.conf on dnshost should be updated to include the following statements:



domain state.nrcs.usda.gov

nameserver 127.0.0.1

nameserver 162.79.104.2



Where state is the 2 character fips code for this domain. Notice that the primary nameserver is set to localhost (127.0.0.1), while the second nameserver is the ip of the secondary denoted in dns.hosts as being secondary. Other hosts on the network would have the following /etc/resolv.conf files:



domain state.nrcs.usda.gov

nameserver 162.79.ip-quad3.ip-quad4

nameserver 162.79.104.2



Where state is the 2 character fips code for this domain, and 

162.79.ip-quad3.ip-quad4 is the IP address of dnshost.



Sample Files:



These files are examples for a fictitious state whose 2 char fips code is AA, with ip addresses of 162.79.301.1 - 162.79.301.254. The DNS server is named champ.aa.nrcs.usda.gov at ip 162.79.301.2. Notice that 301 is not a valid IP address. (ip numbers can only be less than 254) The system that is running the DNS (champ) is also configured to accept mail addressed to user@aa.nrcs.usda.gov. 





/etc/inet/named.boot



; named.boot file for aa.nrcs.usda.gov

;

; identify the directory containing the dns database files.

directory	/etc/named

; prime the cache with addresses of root domain name servers

cache	.	db.cache	 	; formerly called named.root

;

; specify that this host is the primary DNS for localhost

; (127.0.0.1). 

; Source files are db.localhost, db.0, db.255, db.127

; type	domain	source file or host

primary	localhost			db.localhost

primary	0.0.127.in-addr.arpa	db.127

primary	255.in-addr.arpa		db.255

primary	0.in-addr.arpa		db.0

;

; specify that this host is the primary DNS for the state domain. 

; Source is in file named dns.hosts

primary	aa.nrcs.usda.gov	dns.hosts

; specify that this host is the primary DNS for the reverse

; domain. 

; Source file is aa.rev

primary 301.79.162.in-addr.arpa	aa.rev



/etc/named/db.cache



; db.cache - initial cache data for root domain servers.

;  formerly called named.root.

; list of servers

.                   99999999 IN NS A.ROOT-SERVERS.NET.

.                   99999999 IN NS H.ROOT-SERVERS.NET.

.                   99999999 IN NS B.ROOT-SERVERS.NET.

.                   99999999 IN NS C.ROOT-SERVERS.NET.

.                   99999999 IN NS D.ROOT-SERVERS.NET.

.                   99999999 IN NS E.ROOT-SERVERS.NET.

.                   99999999 IN NS I.ROOT-SERVERS.NET.

.                   99999999 IN NS F.ROOT-SERVERS.NET.

.                   99999999 IN NS G.ROOT-SERVERS.NET.

; list of addresses

A.ROOT-SERVERS.NET. 99999999 IN A 198.41.0.4

H.ROOT-SERVERS.NET. 99999999 IN A 128.63.2.53

B.ROOT-SERVERS.NET. 99999999 IN A 128.9.0.107

C.ROOT-SERVERS.NET. 99999999 IN A 192.33.4.12

D.ROOT-SERVERS.NET. 99999999 IN A 128.8.10.90

E.ROOT-SERVERS.NET. 99999999 IN A 192.203.230.10

I.ROOT-SERVERS.NET. 99999999 IN A 192.36.148.17

F.ROOT-SERVERS.NET. 99999999 IN A 192.5.5.241

G.ROOT-SERVERS.NET. 99999999 IN A 192.112.36.4



/etc/named/db.localhost



; db.localhost for champ.aa.nrcs.usda.gov

;

; identify local Authority records for localhost

@	IN	SOA	champ.aa.nrcs.usda.gov. <w>

Hostmaster.champ.aa.nrcs.usda.gov. (

	1996111501	;Serial Number

	2592000	;Refresh 30 days

	1814400	;Retry   3 weeks

	7776000	;Expire  90 days

	2592000)	;Minimum TTL 30 days



	IN	NS	champ.aa.nrcs.usda.gov.

localhost.	IN	A	127.0.0.1



/etc/named/db.127



; db.127 for champ.aa.nrcs.usda.gov

;

; identify local Authority records for localhost

@	IN	SOA	champ.aa.nrcs.usda.gov. <w>

Hostmaster.champ.aa.nrcs.usda.gov. (

	1996111501	;Serial Number

	2592000	;Refresh 30 days

	1814400	;Retry   3 weeks

	7776000	;Expire  90 days

	2592000)	;Minimum TTL 30 days



	IN	NS	champ.aa.nrcs.usda.gov.

1	IN	PTR	localhost.





/etc/named/db.0



; db.0 for champ.aa.nrcs.usda.gov

;

; identify local Authority records for localhost

@	IN	SOA	champ.aa.nrcs.usda.gov. <w>

Hostmaster.champ.aa.nrcs.usda.gov. (

	1996111501	;Serial Number

	2592000	;Refresh 30 days

	1814400	;Retry   3 weeks

	7776000	;Expire  90 days

	2592000)	;Minimum TTL 30 days



	IN	NS	champ.aa.nrcs.usda.gov.



/etc/named/db.255



; db.255 for champ.aa.nrcs.usda.gov

;

; identify local Authority records for localhost

@	IN	SOA	champ.aa.nrcs.usda.gov. <w>

Hostmaster.champ.aa.nrcs.usda.gov. (

	1996111501	;Serial Number

	2592000	;Refresh 30 days

	1814400	;Retry   3 weeks

	7776000	;Expire  90 days

	2592000)	;Minimum TTL 30 days



	IN	NS	champ.aa.nrcs.usda.gov.









/etc/named/dns.hosts



; dns.hosts file for aa.nrcs.usda.gov

;

; identify the Start of Authority for the state domain

; email address for questions about this zone go to 

; Hostmaster@champ.aa.nrcs.usda.gov.

@	IN	SOA	champ.aa.nrcs.usda.gov. <w>

Hostmaster.champ.aa.nrcs.usda.gov. (

	1996111501	;Serial Number

	3600	; Refresh every hour

	1800	; If refresh fails, retry in 30 minutes

	432000 ; If can’t refresh, current copy expires after 5 days

	86400 ) ; minimum TTL for records in this zone



; Delegate Primary authority for this zone to the host

; named in NS.

	172800	IN	NS	champ.aa.nrcs.usda.gov.

; Delegate Secondary authority for this zone to another DNS.

	172800	IN	NS	attila.nrcs.usda.gov.

; Define addresses for the servers listed above.

champ.aa.nrcs.usda.gov.	172800	IN	A	162.73.301.2

				172800	IN	MX 0	champ.aa.nrcs.usda.gov.

attila.nrcs.usda.gov.	172800	IN	A	162.79.104.2



; Define IP address for domain so mail can go to

; user@aa.nrcs.usda.gov.

; Use the IP address of the machine accepting mail for such

; addresses. 

aa.nrcs.usda.gov.		IN	A	162.79.301.2

				     IN	MX 0	aa.nrcs.usda.gov.



; include from a separate file the local hosts in the domain.

$INCLUDE /etc/named/aa.hosts



/etc/named/aa.hosts



; hosts for aa.nrcs.usda.gov

;

$ORIGIN aa.nrcs.usda.gov.

aa-router	IN	A	162.79.301.1

host1	IN	A	162.79.301.3

	     IN	MX 10	host1





/etc/named/aa.rev



;aa.rev for 162.79.301

;

; identify the Start of Authority for the 

; 301.79.162.in-addr.arpa zone

; email address for questions about this zone go to 

; Hostmaster@champ.aa.nrcs.usda.gov.

@	IN	SOA	champ.aa.nrcs.usda.gov. <w>

Hostmaster.champ.aa.nrcs.usda.gov. (

	1996111501	;Serial Number

	3600	; Refresh every hour

	1800	; If refresh fails, retry in 30 minutes

	432000 ; If can’t refresh, current copy expires after 5 days

	86400 ) ; minimum TTL for records in this zone



; Delegate Primary authority for this zone to the host 

; named in NS.

	172800	IN	NS	champ.aa.nrcs.usda.gov.

; Delegate Secondary authority for this zone to another DNS.

	172800	IN	NS	attila.nrcs.usda.gov.

;

; Define PTR records that map IP addresses to names.

;

1	IN	PTR	aa-router.aa.nrcs.usda.gov.

2	IN	PTR	champ.aa.nrcs.usda.gov.

3	IN	PTR	host1.aa.nrcs.usda.gov.

�Requirements for the Production Version of FOCS at the State Office



The following guidance is provided for configuring and managing the production version of FOCS on the state office communications (FOCS) server.  The same guidance also applies to regional and area office servers, except as noted.  



The production version of FOCS at the state office is used for transfer and storage of NIMS, CCSR/QR, CropRes, and standard data needed to support field offices, as described below.  This guidance does not apply to versions of FOCS at the state office configured as a field office and used for training or business support purposes.



Many, if not most states will configure communications and FOCS 3.1 on the same server, as described at the beginning of this appendix.  This is the standard configuration for the state office communications server.



Some large states may configure a state office server devoted solely to communications and a separate server for FOCS 3.1 to perform state office NIMS, CCSR/QR, and other state FOCS support processes.  This increases the reliability of the communications server in that system administrators do not have to deal with crashes and re-boots associated with frequent use of FOCS 3.1 applications by support staff.  In this situation, however, the FOCS 3.1 server should be a Globalyst or Prioris pentium system as problems can be encountered on lesser CPUs with managing NIMS data files, which can become very large.



Small states may have hardware constraints and may configure other functionality on the state office communications server, including training FOCS databases.  This introduces some risk to the core functions of communications and FOCS data transfer for NIMS and CCSR/QR, and should be minimized as much as possible.



The information which follows applies to those states that configure communications and FOCS 3.1 on the same server.  When this functionality is combined, the state office communications (FOCS) server is also a repository for data managed by NIMS, CCSR, and CCQR.  The following processes are performed using this server:



Receives NIMS data extracted from field offices and transmitted to the state office communications (FOCS) server, in some states via area offices.

Processes NIMS data and transmits to NHQ (with a copy to the regional office).

Sends CCSR/QR files to the National Information Technology Center (NITC) -- formerly NCC -- at Kansas City.

Modifies, processes, and transmits CCSR files to area and/or field offices.

Receives CCSR files from field offices.



The state office communications (FOCS) server also is a repository for Crop Residue Management Survey (CropRes) data files.  State support staff receive data from field offices and send data to CTIC in Indiana.



Additionally, the state office communications (FOCS) server is a repository for standard data that support FOCS applications in the field, including:



Codes and Values

Management System Templates

Common Resource Areas (CRA’s)

Standard Practice Narratives

Conservation Practices

Cost Lists

Effect Categories

Funding Sources

Land Unit Families

Plan Messages

Crop and field operation data for Crop Rotation Detail

C Factors for RUSLE



State FOCS support staff use the Import/Export Utility and the RUSLE/WEQ editors to export the above data and send to field offices.



In order for the data transfer processes described above to perform correctly, the state office communications (FOCS) server must be specified as a state office during installation of Foundation.  If a local.cfg file exists, it must always point to the focs.dbs that contains production NIMS and CCSR/QR data.



It is highly preferred that FOCS training systems that use simulated or test field office data be configured on other hardware and kept isolated from the communication links established for NIMS, CCQR, and CCSR.  However, for states that have hardware constraints (usually small states with few field offices), additional focs.dbs databases may be established on the server and used in a training/support (non-production) mode.  It is very important however, that local.cfg always point to the focs.dbs that contains production NIMS and CCSR/QR data.  



Note:

States that establish multiple focs.dbs databases on the state office communications (FOCS) server should follow available instructions for multiple database configurations in the FOCS Installation Guide.



There also are potential significant limitations to having multiple focs.dbs databases on the state office communications (FOCS) server:



State level NIMS data files can become quite large and hard disk storage limits may be encountered, precluding more than one focs.dbs.

The greater number of users on the state office communications (FOCS) server, the greater frequency of crashes and re-boots, which may severely hinder core functions of the server.



The state office communications (FOCS) server should have the latest version of FOCS applications installed provided on the most current field office compact disc (FOCD). 



If FOCS is NOT Installed on the System:



Install FOCS following the instructions in the FOCS Installation Guide. During the installation, the following prompt will appear:



       'What is your office type?�               1. Field�               2. Area�               3. State�               4. Regional�               5.  National Headquarters�               Please type a number between 1 and 5 followed by Enter�               (or RETURN):'� 

Enter the number 3 for a state office, number 2 for an area office, or number 4 for a regional office, as applicable.



Remove all logins on the system except for root, manager, focs and nimsrcv.  



Note:  

With regard to the nimsrcv account, note that the cron.allow file must NOT exist on the system.  If a cron.allow file does exist, it will disable the automatic nimsrcv process that is used to receive data from reporting offices. 





If FOCS is Already Installed on the System:



Use the FOCS backup utility to copy the FOCS data to tape for archival or relocation to another computer system. Make sure you backup each database, if there are multiple databases on the system.



The procedures in this section remove all existing focs databases.  In this scenario, the office may want to transfer some NIMS data or CCSR/QR data from the existing database to the new environment.  Several scripts have been developed to assist the office in moving this production data to the new environment. 



In the case of NIMS, two scripts have been developed.  One script performs the unload from two existing NIMS tables and the second script will load the data into the new installation of FOCS.  Note that these scripts are only designed to move the NIMS local office, the NIMS Managing Office and the NIMS reporting office information.  NIMS quarterly data does not need to be moved since the next release of NIMS will delete all past data due to table structure changes and revised reporting requirements.  To unload the NIMS data described above, do the following:



1.	Copy NIMS_move.sh and NIMS_load.sh to /usr/tmp.



2.	As focs (or root), run NIMS_move.sh to unload the targeted tables to /usr/tmp/NIMS_move.unl.



To unload ALL CCSR/QR state level data from the existing database, do the following :



1.	Copy SRQR_move.sh and SRQR_load.sh to /usr/tmp.



2.	As focs (or root), run SRQR_move.sh to unload all CCSR/QR tables to /usr/tmp/SRQR_move.unl.



Remove the FOCS packages installed on the system.   This can be accomplished by executing the following commands in the prescribed sequence:



  pkgrm allpkgs		<Enter>



  pkgrm foundatn		<Enter>



The first command will remove all FOCS packages other than Foundation, while the second command removes Foundation.  These commands will remove all program files, i.e. the focs.pgms directory, and the focs database.  Users who have installed multiple databases on their machines will need to issue a DROP DATABASE command to remove other databases from their systems.  This can be accomplished via the dbaccess utility by executing the drop command after selecting the database.



Reinstall FOCS Foundation from the FOCD following the reinstall instructions documented in the FOCS Installation Guide.



During the installation, the following prompt will appear:



       'What is your office type?�               1. Field�               2. Area�               3. State�               4. Regional�               5. National Headquarters�               Please type a number between 1 and 5 followed by Enter�               (or RETURN):'�

Enter the number 3 for a state office, number 2 for an area office, or number 4 for a regional office, as applicable.



Remove all logins on the system except for root, manager, focs and nimsrcv.  



Note:  

With regard to the nimsrcv account, note that a cron.allow file must NOT exist on the system.  If a cron.allow file does exist, it will disable the automatic nimsrcv process that is used to receive data from reporting offices. 



Finally, if NIMS or CCSR/QR data was unloaded as described above, do the following to load the data into the new focs database: 



1.	As focs (or root), run NIMS_load.sh to load /usr/tmp/NIMS_move.unl into the appropriate NIMS tables. 



2.	As focs (or root), run SRQR_load.sh to load /usr/tmp/SRQR_move.unl into the appropriate SRQR tables. 
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