November 7, 2001

Help Desk CCE NewsFlash

Daily McAfee updates

Typically McAfee releases their update once a week, so the original vsupdate schedule on the UnixWare servers was to get our machines updated on the same schedule as McAfee.  Recently, with more and more viruses being released, McAfee has been creating new dat files more often and not on a regular schedule.

To try to keep the most current Superdat files on the CCE workstations, it is necessary to switch to doing daily updates of the Superdat files.

The current procedure in place will only download the Superdat files if they are newer than the ones on the current system.  It determines this by the date/time stamp on the files.  There should only be a minor increase in network traffic (just enough for the machines to check for new files), unless a new dat file is needed.
New McAfee download schedule.

1) One server nationally downloads the Superdat file.  This is done at a server at the IOL in Beltsville, MD which is mirrored by an ftp server in Fort Collins, CO.  The mirroring of Beltsville will be increased in frequency from 3 times a day to on the hour, 24 hours a day, 7 days a week.

2) Each state office downloads the Superdat file from the Fort Collins site.  (This includes PR, Washington DC, Institutes, etc).

3) Each Hub site gets its Superdat files from the State Office server.  

4) Each field office under a Hub site gets the Superdat file from their Hub site.

5) Each PC downloads and installs the Superdat file from the local server.

The only real addition to this plan from the original is that the State offices are added as an extra point.  This was done for two reasons.  One is that since we are now doing this daily, we need to speed things up, so we need extra “high level” download points.  And Two, if there is a Virus outbreak, the State offices can download the dat files manually (under specific instruction to do so by the IOL) and post them on their server to make sure the files get updated, in case it does not get done nationally before the end of the day.  This avenue could be used in cases that any of the top-level servers in Beltsville or Fort Collins are out of service or we need to distribute an update faster than the normal process.  Again, you would only do this under direct instruction.

New Schedule:

     State offices: 


State offices in East Helpdesk region, download between 12:00am and 12:55am (Eastern)


State offices in Central Helpdesk region, download between 1:00am and 1:55am (Eastern)


State offices in West Helpdesk region, download between 2:00am and 2:55am (Eastern)

    Hub Sites (non-State office):


Hub sites in East Helpdesk region, download between 3:00am and 3:55am Eastern.


Hub sites in Central Helpdesk region, download between 4:00am and 4:55am Eastern.


Hub sites in West Helpdesk region, download between 5:00am and 5:55am Eastern.

Field offices (non-Hub sites): would download from their Hub sites starting at the next hour after their Hub site finishes.  So, a field office server in the East Helpdesk region should do their downloads between 4:00am and 4:55am.  Depending on the number of sites under a Hub, you may want to stagger their downloads within that hour.  If you have over 20 sites under a Hub, you HAVE to stagger them.

Workstations: The download for the individual Workstations could start anytime after all of the States local servers are done.  This would be for all offices.  So, Workstations in a state office in the East Helpdesk region would start their updates at 5:00am (after all the Field Office Unixware machines are done).  Again you may need to stagger the start times if there are over 20 Workstations in an office.  Some Workstations may need to get scheduled for their update during regular business hours in cases of laptops.

Since some offices need to go though national offices like Kansas City in order to get to their Hub sites or State offices, it is important that you try to stay with-in the times listed above, to help keep the national network from getting over-loaded.
Setup on UnixWare:
1) Log in as root/su.

2) Run the following command from the root prompt:

crontab  -e

3) This should bring up the current root Cron information.  Look for the lines like the following:

    #Automatic virus scan update.

    10  1  *  *  6  /usr/local/vsupdate/vsupdate.sh

(The numbers may be different).  Change this to the following:

    #Automatic virus scan update.

    MM  HH  *  *  *  /usr/local/vsupdate/vsupdate.sh

Remember to make sure that the number right before the “/usr/local/vsupdate/vsupdate.sh” is changed to a “*”.  Change the “HH” above to match the time listed for the type of site and the Helpdesk region the machine is in.  Change the MM to a number between 01 and 55 to stagger the downloads throughout that hour.  Also remember to add the information for HH in local time instead of Eastern Time (if necessary).
Some offices may have a “-f” at the end of the vsupdate.sh command in the Cron.  Only use that option if the office is having problem getting the Superdat downloaded.  The “-f” forces a download even if the local Superdat file is already up to date.  This will add a lot of unnecessary network traffic if it used where it is not needed.
4) Save and exit from the file.  Cron will be restarted automatically.

5) Check the settings in /usr/local/vsupdate/vsupdate.env.  Make sure the variables are set to follow what was described above (State offices to National, Hub sites to State office, Field offices to Hub sites).   In brief, State offices go to ftp.nrcs.usda.gov, Hub sites go to their respective state office (ie, XX.nrcs.usda.gov), and Field offices go to their respective Hub site.  Verify the path for the DIR variable is correct based on the ftp site you’re going to.

6) Run a manual update with the command below:

/usr/local/vsupdate/vsupdate.sh –d

Setup on Workstations:

A normal user can do these steps, unless the V-Shield is not running in step 2 below.  If it is not running, the user need to contact their System administrator to re-start the Virusscan software on their machine.

1) Login as a regular user.  If already logged in, stay logged in.

2) Right click on the blue/red VirusScan NT V-shield located in the lower right hand corner of the system tray.

3) Select Console.
4) The VirusScan NT AntiVirus Console Window will appear.

5) Double click on Automatic Product Upgrade.
6) Click on the Upgrade Options tab if not already there (Note: do not select Update Options tab).

7) Click on Schedule.
8) Select Daily in the Schedule Window.  If grayed out then first check the box in front of Enable Scheduler. 

9) Click on Which Days.
10) Put a check mark in front of all days of the week (including Saturday and Sunday).

11) Click [ OK ] to close out the Days Window.

12) In Start at, type HH:MM AM.  Set “HH” to the time for your state based on the information above, or a time that will work for this workstation.  Randomly select a time for the minutes (MM) so the network and FTP server do not get over loaded.  

13) Click [ OK ] to close out the Schedule Window.

14) Click the [ Upgrade now ] button (wait 2-20 minutes for the upgrade to complete). The Automatic Update/Upgrade window is replaced by an Auto Upgrade Status window.

15) When the upgrade is completed the Auto Upgrade Status Window will disappear.

16) If the update completed successfully, you will see the words “The Update succeeded” on the end of the “Automatic Product Upgrade” line in the Console Window.  If not, carefully repeat these steps.

17) Click on the Help menu item in the VirusScan NT AntiVirus Console Window.

18) Click on About and verify that Virus Definitions and Scan Engine are current.

19) Click [ OK ] to close out the About VirusScan NT Window.

20) Close out the VirusScan NT AntiVirus Console Window.

Additional setup on Workstation (as an Administrative ID)
By default, the part of VirusScan that runs all the time in the background was set to only scan “Program Files”.  This is defined by a list of extensions that was defaulted in from McAfee.  Since many new viruses are coming with different extensions (like “.pif”), we need to change this to scan all files irregardless of their extension.  Use the following instructions to make that change while logged in with an Administrative ID.
1) Right click on the blue/red VirusScan NT V-shield located in the lower right hand corner of the system tray.

2) Select Properties.
3) Under the Detection tab, in the “What to Scan” section, make sure the “All files” button and the Compressed files check box are checked.
4) Click on OK.
Examples:

1) Unix Cron information for offices in CA (West Helpdesk region starts their updates between 2 – 2:55 am Eastern Time, 11 – 11:55pm Pacific Time):


    State office (11:10 PM PT daily)


#Automatic virus scan update.

10  23  *  *  *  /usr/local/vsupdate/vsupdate.sh
    Hub site office (2:31 AM PT daily)


#Automatic virus scan update.

31  2  *  *  *  /usr/local/vsupdate/vsupdate.sh


    Field office (non-Hub site) (3:06 AM PT daily)


#Automatic virus scan update.

06  3  *  *  *  /usr/local/vsupdate/vsupdate.sh

    All Workstations in the state, change their start times to sometime after 4:00am Pacific Time.

2) Unix Cron information in Offices in MN (Central Helpdesk region starts their updates between 1 – 1:55am Eastern Time , 12 – 12:55am Central time)


    State office (12:17 AM CT daily)


#Automatic virus scan update.

17  0  *  *  *  /usr/local/vsupdate/vsupdate.sh

    Hub site office (3:01 CT daily)


#Automatic virus scan update.

01  3  *  *  *  /usr/local/vsupdate/vsupdate.sh


    Field office (non-Hub site, 4:41 AM CT daily)


#Automatic virus scan update.

41  4  *  *  *  /usr/local/vsupdate/vsupdate.sh

    All Workstations in the state, change their start times to sometime after 5:00am Central Time.

Time table:

Use the Following Chart to help determine the time to set the VirusScan downloads/updates for each office.

States
States
State Office download time (FTP from Ft. Collins), Eastern Time.
Hub site download time (FTP from State office), Eastern Time.
Local  site download time (FTP from Hub site/SO), Eastern Time
Workstations (FTP from local server), Eastern Time

East Help Desk Region:

AL, CT, DC, DE, FL, GA, KY, MA, MD, ME, NC, NH, HJ, NY, OH, PA, PR, SC, TN, VA, VT, WV
22
12:00am
3:00am
4:00am
5:00am or later

Central HD Region:

AR, IA, IL, IN, KS, LA, MI, MN, MO, MS, WI
11
1:00am
4:00am
5:00am
6:00am or later

West HD Region:

AK, AZ, CA, CO, HI, ID, MT, ND, NE, NM, NV, OK, OR, PB, SD, TX, UT, WA, WY
19
2:00am
5:00am
6:00am
7:00am or later

