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1. Overview

1.1. Purpose

The USDA Service Center concept is a cornerstone of the agency reorganization effort undertaken subsequent to the Department of Agriculture Reorganization Act of 1994.  By consolidating its individual agency field offices into service centers, the USDA intends to reduce its total number of offices, and at the same time provide taxpayers with more efficient service at reduced cost. 

One of the key components of the Service Center Modernization Initiative (SCMI) implementation effort is the Common Computing Environment (CCE) project, which seeks to establish a consistent, common, and compatible information technology solution that will allow sharing of data and equipment among the agencies that make up each service center. 

This installation guide is intended to assist the State Information Technology (IT) personnel with the installation and configuration of Cisco Catalyst Model 2900 Switches.  In most cases this is intended to swap out existing Cabletron hubs.

1.2. Getting Help

1.2.1. Problem Resolution Procedures

T-OPS IT staff is the main points of contact when dealing with problems associated with the installation of the Cisco switches.  Calls are made to T-OPS staff to either resolve the issue or escalate it to the appropriate individuals, vendors, or Original Equipment Manufacturers (OEMs) for resolution. After this equipment is installed, the FSA National Helpdesk Phone Number, 1-800-255-2434, is the main point of contact to report problems associated with the Cisco Switches choose option 2, for hardware.
1.2.2. Procedures for Contacting the Help Desk

For assistance with the Cisco switches, the State IT staff will contact the following 

Kansas City T-OPS IT Staff in the following order:


   1.  FSA National HelpDesk  1-800-255-2434

2.  Benny Simmons
      (816)926-6228


3.  Bob Chamberlain
      (816)926-1729


4.  Tom Williams

      (816)926-7181


5.  Phil Jenkins

      (816)926-2129


6.  Ron Schmidt

      (816)926-2629

2. Obtain Network Connection Architecture and Performance Report

The following instructions provide the steps to generate a report of all of the router names for a state.  This information will be used to determine the hostname of the switch during programming.  You will access the Network Connection Architecture and Performance system.  This access requires a userid and password.

1. Log in to the PC as a Regular User
2. Go to the web using Netscape Navigator or Internet Explorer
3. Go to web site http://www.sci.usda.gov/cce/index.html
4. Click on Inventory
5. Click on Network Connection Architecture and Performance System
6. Log in with your Network Connection Architecture and Performance System (NCAP) User ID and password
7. Click on the Reports tab
8. Under “Router Report” click on the down arrow and choose your state name
9. Click on Run Report
10. Click on File ( Print
11. Exit Netscape or Internet Explorer
12. Proceed to the next section.
3. Verify IP Address

You must verify the ip address that will be configured in the switch to make sure no other devices in the office is using the address.  

1. Log onto a CCE Workstation (Windows NT 4.0) as a Regular userid
2. Click [ Start ] ( Programs ( On-Net Host Suite 4.0 ( Network Tools ( Ping.

3. In the “Host” field of the Ping tab, enter the site’s IP address 199.XXX.XXX.64 and click Start. * NOTE: All devices on the network must be powered on for an accurate discovery of IP Addresses.
*************************************************************************************************

At State Office’s where multiple agencies are co-located there may be more than one IP address, this will require multiple switch IP address assignments. Please contact the T-OP’s IT Staff listed in step 1.2.2 with the IP addresses you select after the switch configurations, or with any questions regarding this step. 

**************************************************************************************************
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Let the “Number of requests sent:” count up to 5, then click Stop.

5. You will receive the following messages in the window:

6. If you receive anything greater then 0 on the “Number of replies received” line, then that IP Address is being used.  You will need to call the site and determine what equipment is assigned to that IP address.
7. Repeat Steps 3-6 if you have more than one switch to be installed.  The next ip address to be used would be .63, then .62, etc.
8. Once completed, click File ( Exit
4. Configuration Of Switch

The configuration of the switch requires a computer, preferably with the CCE configuration running Windows NT and has the HyperTerminal menu option.  It is suggested you program the Switch before you install it in the cabinet, as the Console port is in the back of the device.


1. Remove Switch and plastic bag which contains various parts.
2. Locate the blue cable that is in the plastic bag and plug it into the back of the switch into the console port.
3. Locate the 9 pin, female, serial adapter (part number 74-0495-01) that is in the plastic bag and plug the other end of the blue cable into it.
4. Plug the 9 pin serial adapter into a serial (com1) port of a CCE laptop or desktop computer that is running windows NT.

5. Power on the laptop or desktop, unless it is already powered on

6. Log in as a regular userid.

DO NOT plug in the power cable of the switch yet.

7. Click on Start ( Programs ( Accessories ( HyperTerminal ( HyperTerminal.

If this is the first time you have ever used HyperTerminal on this computer, it may require you to input your area code and click on close.  The system will go out and try to find a modem on your computer, if it does not find one it will freeze the HyperTerminal connection.  Press Ctrl, Alt, Delete and select Task Manager can cancel the task for HyperTerminal.  You should then receive a message that you need to install a modem before you can make a session, click on no and then continue with the next step.

8. At the “Connection Description” screen, in the name field type:  Cisco
If you have already created a session, you can click on File, Open and select Cisco.

9. Click on [ OK ]
10. At the “Connect To” screen, click on the down arrow in the “Connect Using” box and change the value to COM1 (the COM port in most cases will be COM1, but this needs to be verified for each PC.)
11. Click on [ OK ]
12. At the “COM1 Properties” screen, under the “Port Settings” tab change the “Bits Per Second” to: 9600 8, N, 1.
13. Click on [ OK ]
14. At the blank “switch-HyperTerminal” screen press <Enter>
15. You will now plug the power cord into a power supply and into the back of the switch.  The switch will power on.
16. You will see configuration and or diagnostic information, similar to the ones listed below,  scroll across your screen. 

00:01:39: %LINK-3-UPDOWN: Interface FastEthernet0/19, changed state to up
00:01:40: %LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/19, changed state to up
00:02:33: %LINK-3-UPDOWN: Interface FastEthernet0/19, changed state to down
00:02:34: %LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/19, changed state to down
00:02:35: %LINK-3-UPDOWN: Interface FastEthernet0/19, changed state to up
00:02:36: %LINEPROTO-5-UPDOWN:
17. At the “% Please answer 'yes' or 'no'. Continue with configuration dialog? [yes/no]:” type: yes
18. Press [ Enter ]
19. At the “Enter IP Address:” prompt input the ip address for the switch.  199.xxx.xxx.64
If this is the second switch for the site use .63, if third, .62, etc in descending order.

20. Press [ Enter ]
21. At the “Enter IP Netmask:” prompt, type:   255.255.255.0
22. Press [ Enter ]
23. When you receive the question:  “Would you like to enter a default gateway address?” type:   yes
24. Press [ Enter ]
25. At the “IP address of default gateway:” prompt input the IP address of the router for the site which the switch will be installed.  Example: xxx.xxx.xxx.126
26. Press [ Enter ]
27. At the “Enter host name:” prompt, refer to the NCAP report (from Section 2), that you printed out and input the name of the router plus the letter s.  The name of the router is in the left hand column.  Examples of switch names follow.

Example of Router Name
Example of Host Name

appanoos19
appanoos19s

polk192
polk192s

monroe19
monroe19s

28. Press [ Enter ]
29. At the “The enable secret is a one-way cryptographic secret used instead of the enable password when it exists. Enter enable secret:” prompt, type: switch1
The 1 is the number 1.  All switches will use the same password.  The telecommunications branch will change the password on all switches at a later time.

30. Press [ Enter ]
31. At the “Would you like to configure a Telnet password?” prompt, type: yes
32. Press [ Enter ]
33. At the “Enter Telnet password:” prompt type:   switch
34. Press [ Enter ]
35. At the “Would you like to enable as a cluster command switch ? prompt, type: no
36. Press [ Enter ]
37. You will see several configuration commands scroll through your screen. When the configuration is complete you will receive the following question:  
“Use this configuration?”, type:  yes
38. You will now see a series of commands running.  Please be patient as these may run for a minute or so.  If the screen appears to pause for 30 seconds or more hit a <CR> and this should return you to the hostname prompt.  Example appanoos19s>.  This should be the hostname that you input in step 27 above.  At the “hostname>” type: enable
39. Press [ Enter ]
40. At the “Password” prompt, type: switch1
41. Press [ Enter ]
42. At the “hostname#” prompt, type: conf t
43. Press [ Enter ]
44. At the “hostname(config)#” prompt, Open the Microsoft Word document that has these programming instructions and Edit the lines as shown in Section 7.  You will need to update the last two lines of the information.  (snmp-server location and contact)

Do not close out the HyperTerminal session.

45. Place your cursor on the beginning of the line that reads “Service password-encryption”, press and hold the shift key, then arrow down until the rest of the statements are highlighted.

46. Click on Edit ( Copy
47. Return to the “hyperterminal” screen, position the cursor on the first character after the hostname(config)#
48. From the title bar of the “hperterminal” screen, click on Edit ( Paste to Host
49. You will see the data being copied into the switch config line by line.  Upon the completion of the data copy, Press [ Enter ]
50. Type: exit
51. Press [ Enter ]
52. Wait a few seconds to see if you get a statement indicating that it was “configured from console by console”, if so press [ Enter ]
53. At the “hostname#”  prompt, type copy run start 
54. Press [ Enter ]
55. At the “Destination Filename [startup-config]” prompt, press [ Enter ]
This will save the updated configuration

If there is a need to erase the configuration and start over, perform the following commands Type “write erase” at the command prompt. You will ask to confirm your choice: erasing the nvram filesystem will remove all files! Continue? [confirm] “y”Type “reload” at the command prompt, press [ enter ] and then type: “y”, [ enter ] to confirm.  After you receive the hostname prompt: type: enable, press [ enter ], type setup, then press [ enter ]. 

Now you can start over at step 17.

56. At the “hostname>” prompt, unplug the switch for 15 to 30 seconds to power off the unit, and then plug the switch back into the power source.

57. After a few seconds, press [ Enter ]
58. You will now see a series of diagnostic information or commands running.  Please be patient as these may run for a minute or so.  Eventually you will get to a message “Compiled “date” by ayounes”. 

59. Press [ Enter ]
60. At the “hostname>” type: enable
61. Press [ Enter ]
62. At the “Password” prompt, type: switch1
63. Press [ Enter ]
64. At the “hostname#” prompt, type: show run
65. Press [ Enter ]
66. Verify the access list and snmp community strings data has been saved to the configuration.  Press [ Enter ] to review the lines of information and to return to the hostname# prompt.

67. Type: exit
68. Press [ Enter ]
69. Click on File ( Exit to close HyperTerminal

70. Click YES to disconnect

71. Click YES to save the configuration as switch.  If you do not need to program another switch you do not need to save the file.

72. Power down the switch and remove the cable and connector and return them to the plastic sack.

73. Attach an address label to the switch that contains the following information:
Name:  
County:
IP Address:
74. Go to the next section.
5. Preparation for Installation Of Switch in LWV Cabinet

5.1. Shutdown TCP on AS400

1. All PC Users assessing the AS/400 must sign off (FSA employees)
2. AS/400 Console operator will sign on the AS/400 side of the 3197 terminal (console)
3. At the AS/400 main menu type: “ENDTCP” <CR>
4. A message at the bottom indicating the ENDTCP was issued will appear.  When the input inhibitor “X” goes away TCP/IP has ended.
5.2. Locate Network Cable Port Number

1. Determine the quad or hex plate port number, (A1, B2, etc.) that the AS400 is connected into.

2. Determine the quad or hex plate port number, (A1, B2, etc.) that the NRCS UnixWare computer is connected into.

5.3. Remove Cabletron Hub

1. Remove the current cables from the Cabletron hub that you are replacing. 

2. Power down the Cabletron hub by unplugging it from the power source.

3. Remove the Cabletron hub from the cabinet.  You may need to use some of the screws to mount the switch.

6. Installation of the Cisco Switch into the LWV Cabinet

6.1. Installation of Switch

1. Attach the power cord to the switch, if not already connected.

2. The switch will be mounted with the mounting brackets that were contained in the plastic bag.  Ideally the switch will be mounted just below the router.  You may need to use the screws that mounted the Cabletron hub.

3. After the switch is mounted plug the power cable into the power strip located in the back of the cabinet.

4. A yellow cable that was connected to the Cabletron hub will be used to provide communications from the router to the switch.  If this is a second switch, you should have received a cable with the shipment.

The yellow cable will be plugged into the first port (1X) on the switch.  The opposite end will plug into the second port in the bottom row of ports in the router.

The CISCO 2505, 2507 routers require an ethernet crossover cable (yellow cable supplied or currently connected from the router to the Cabletron hub.) 

The CISCO 2610, 3610, 4500 routers require a straight ethernet cable (blue cable like supplied with LWV cabinet to connect the router to the switch.)

We would like to follow a standard cabling layout: PORT 1x: To Router, PORT 2x: To a second Switch if any, or to a Cabletron hub,  PORT 3x: To a third Switch or Cabletron hub, etc.

CRITICAL, IF THERE ARE CABLETRON HUB STACKS DAISYED CHAINED TOGETHER BY A BLACK SERIAL CABLE ON THE BACK OF THE HUB STACK AND THEY WILL REMAIN IN THE CABINET, THE CABLE MUST BE REMOVED TO ALLOW PROPER DATA FLOW FROM THE SWITCH TO THE HUB STACKS.

5. We would like to follow a standard cabling layout: 
PORT 1x: To Router 
PORT 2x: To a second Switch if any, or to a Cabletron hub,  
PORT 3x: To a third Switch or Cabletron hub, etc.
PORT 22x To NRCS UnixWare (On the first switch) 
PORT 23x To AS400 (On the first switch)
PORT 24x Reserved for CCE Server (On the first switch)

6. Plug in the blue network cable for the AS400 into port 23X on the switch.  The NRCS UnixWare computer should use port 22X.  Port 24X is reserved for the CCE Server.

7. Plug in the remaining cables into the switch.  In most cases there will not be any Cabletron hubs left so that all equipment can be plugged into the switch.  You may need to plug some equipment into the router.  If there are still Cabletron hubs remaining, plug printers into the hubs.  

8. This is a good opportunity to check the cables in the Lan/Wan cabinet versus what is plugged into the individual quad plates to make sure there are not extra cables connected.  Document your findings for future troubleshooting.

6.2. Start Up TCP on AS400

1. The AS/400 console operator will sign on to the AS/400 side of the 3197 terminal. (console)
2. At the AS/400 Main Menu type:”WRKCFGSTS   *LIN” press enter
A 
message at the bottom of the screen will indicate when vary off is complete.
3. Put a “1” beside  “ETHLINE” press enter.

     A message at the bottom of the screen will indicate when vary on is complete.
4. CMD 3 to main menu.
5. At the main menu type “STRTCP” press enter.
6. A message will be received at the bottom indicating STRTCP has been issued.  When the input inhibitor “X” goes away TCP/IP has started.
7. Select option 90 to sign off.
6.3. Check All Equipment

1. Make sure all printers can print and all computers can access communications.

7. Configuration Entries for Cisco Switch

The following entries will be copied and pasted to the configuration file of the Cisco Switch during Section 4, step 44 of the programming instructions.  You must edit the last two lines before you cut and paste the information to the switch.  You may want to put the information below on a diskette.  An example of the last two lines is shown below.

Example:

snmp-server location 515284, 210 Walnut St. Des Moines, IA 50309

snmp-server contact Farm Service Agencies, Telecommunications

Commands starting with the line, “Service password-encryption” will be copied and pasted to the configuration file of the Cisco switch.  Make sure you edit the last two lines before you copy the information.

----------------------------------------------------------------------------------------------------------------------------

Service password-encryption

Line vty 0 4

Transport input telnet 

no snmp-server community private RW

no snmp-server community public RO

access-list 96 permit 199.159.249.0 0.0.0.255

access-list 97 permit 165.221.16.208 0.0.0.15

access-list 98 permit 199.141.42.0 0.0.0.255

access-list 99 permit 199.141.45.64 0.0.0.31

access-list 99 permit 199.159.249.0 0.0.0.255

access-list 99 permit 199.141.42.0 0.0.0.255

access-list 99 permit 165.221.16.208 0.0.0.15

snmp-server community nrcs.only RW 98

snmp-server community fsa.only RW 97

snmp-server community out2008 RW 96

snmp-server community ocio.ul4.u RO 99

snmp-server packetsize 4096

snmp-server location xxxxxx (first 6 digits of phone no.,office address,city,state)

snmp-server contact Farm Service Agencies (lead agency of the office), Telecommunications
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