
CCE ENTERPRISE BUSINESS RULES

These business rules have been established as a means to more easily and efficiently manage the Common Computing Environment (CCE), ensure that it remains secure from the current outside IT security threats, and continue to keep it in a productive and effective state of operation.  Additional rules will be forthcoming and all rules will be folded into policy development.  This document should serve as an interim guideline for managers and IT specialists to develop strategic plans for their sites until final policy is available.

These rules apply to Field Service Center (FSC) offices, State offices, all other offices and to IT centers and National Headquarters.  Exceptions to these rules will exist at the IT centers and National Headquarters for each agency. 

WORKSTATIONS

1.0
Workstations Eligible for the CCE Enterprise Network and Active Directory

Workstations that will be eligible to join the CCE environment are described below.  The limits of eligibility are based upon the business requirements that are pertinent to the partnering agencies, and business partners, which are supported by the CCE.  Failure to adhere to these eligibility restrictions could cause significant technical support problems and will result in an immediate disconnect from the CCE enterprise network.

1.1
A computer system can be added to the new CCE enterprise network and active directory only if that system meets or is a CCE configuration.

A computer system can be added to the new enterprise domain and active directory ONLY if the configuration settings for the hardware and OS, as well as the software, meet the current requirements as certified by the Interoperability (IO) Lab as the CCE configuration.  The final suite of applications may include others beyond the initial CCE content, but all applications must be CCE compliant (i.e. CCE tested and/or display the “Microsoft NT/2000/XP” logo).  CCE hardware configurations and all available CCE tested and certified software is listed on the CCE home web site (i.e. http://www.sci.usda.gov/cce/index.html).

1.2
Existing workstations, NOT purchased by CCE (i.e. Non-CCE systems), but using Windows NT 4.0 or Windows 2000 OS may be added to the enterprise network and active directory, ONLY if the unit fully complies with the CCE configuration.

Full compliance means that workstations must have properly applied the appropriate OS service pack(s) and not contain non-certified software.  The security configuration must also duplicate the CCE security configuration, and the file system used must be NTFS.  If a laptop or workstation was initially configured for Windows NT 4.0 using the CCE image, Windows 2000 or XP may be installed as the OS upgrade from that CCE NT 4.0 build.  Consult the CCE web site for the list of CCE certified software.

2.0
Workstations Ineligible for the CCE Enterprise Network and Active Directory

Workstations that will be ineligible to join the CCE enterprise network and active directory are described below.  The limits of ineligibility are based upon the business requirements that are pertinent to the partnering agencies, and business partners, which are supported by the CCE.  Failure to adhere to these ineligibility restrictions could cause significant technical support problems and will result in an immediate disconnect from the CCE enterprise network.  Some systems may stay on the CCE network for a limited time during transition phases even though they are not qualified to be in the CCE enterprise domain and active directory.  Some systems may also be notably excluded from the CCE network.  These inclusions and exceptions will be addressed during the physical server deployment process.

2.1
Existing Windows 95, Windows 98, and Windows ME OS systems can remain on a network as standalone workgroup systems until the units are replaced with the FY 01 CCE procurement.

The existing machines using Windows 95, Windows 98, or Windows ME may remain on the local network as standalone units, but they will NOT be included in the enterprise domain and active directory.  These machines are planned for replacement under the CCE FY 01 procurement.  Once they are replaced, there should be no Windows 95, Windows 98, or Windows ME systems on the CCE enterprise network.

2.2
Agencies may retain Windows 95, Windows 98, or Windows ME systems; however, they will NOT be a part of the CCE network and will function as standalone systems NOT connected to the CCE network after the FY 01 purchase.

Following the completion of the CCE FY 01 workstation deployment, per site, all Windows 95, Windows 98, or Windows ME systems will NOT be allowed to remain on the local network.  These systems may be retained but will ONLY be allowed to function as non-networked units (i.e. standalone; off the local network).

2.3
Systems with Apple OS will NOT be connected to the local network, but may be retained as standalone systems ONLY.

Systems using ANY Apple OS will NOT be allowed to connect to the local network.  If Apple units are retained in the office environment, they will ONLY be allowed to function as non-networked systems (i.e. standalone).

2.4
Systems connected to the CCE enterprise network and active directory can NOT have any modem active while on the network.

Systems that are on the CCE network and belong to the active directory may NOT have a modem in an active state.  If the system is a laptop, it must have two profiles which establish a ‘docked’ and an ‘undocked’ status.  If the modem can NOT be configured as ‘inactive’, then deactivate it by physical removal of the modem.  If the use of a modem is necessary, disconnect from the network prior to use (i.e. the undocked profile for laptops).  If the use of a modem is necessary while on the CCE network, the use of that modem requires a waiver from the CCE Project’s Enterprise Steering Committee and Project Management before the host system can become a part of the domain.

2.5
Systems with Solaris, Linux, and Unix operating systems may remain on the local network only if they are maintained with the most recent OS and patches.

The minimum allowable operating system versions that Solaris, Linux, or Unix systems may use will be identified on the CCE home web site or announced via standard CCE communication methods.  These workstations must be controlled locally and be configured for security through Local security policy.  Local security policy (i.e. configuration records; documentation) shall be kept current and shall be made available upon request of the IO Lab.  In the near future, these system owners will be advised of minimum security configuration requirements.  They are expected to implement and maintain all current patches at all times.

SERVERS

1.0
Servers Eligible for the CCE Enterprise Network and Active Directory

Servers that will be eligible to join the CCE enterprise network and active directory are described below.  The limits of eligibility are restricted.  Do NOT assume eligibility.  An attempt to connect an ineligible server to the domain and active directory could easily have a significant disruptive impact and could require considerable support to return the system to its operational state (i.e. an expensive mistake).  A server with questionable eligibility should be discussed with the CCE Project management.

1.1
ONLY Microsoft 2000 servers under the jurisdiction of CCE can function as servers in the CCE environment.

Only the Microsoft 2000 servers purchased and controlled by the CCE technical infrastructure are allowed to function as a server in the CCE enterprise network and active directory.  All NT servers installed prior to the 2001 CCE server procurement phase which currently function as a communication, file storage, backup, domain name service (DNS), web service, and file transfer protocol (FTP) service server will be replaced by the new CCE Microsoft 2000 network servers.

2.0
Servers Ineligible for the CCE Enterprise Network and Active Directory

Servers that will be ineligible to join the CCE enterprise network and active directory but may remain on the local network are described below.  The limits of eligibility for the CCE enterprise domain and active directory are severely restricted.  A server with questionable eligibility should be discussed with the CCE Project management.  Do NOT assume eligibility.  An attempt to connect an ineligible server to the network and active directory could easily have a significant disruptive impact and could require considerable support to return the system to its operational state (i.e. an expensive mistake).

2.1
At present, some non-CCE application servers may be allowed on the local CCE network as non-CCE networked, non-CCE active directory servers ONLY.

Non-CCE procured servers are NOT allowed in the CCE enterprise network and active directory but may be allowed to remain on the local network provided they function as an ‘approved application server’ ONLY.  That application server must be administered and secured as a separate entity from the CCE environment.  An ‘approved’ application server means that the server must be agreed upon for use in the enterprise network by all of the partnering agencies and CCE management.  The basis of approval for any application server will be the business requirements (e.g. research and development is an acceptable business need for IT centers and designated national locations). 

2.2
Approved servers must be dedicated to application serving and must be agreed upon for use by the partnering agencies and CCE Management.

Servers which function as application servers are NOT allowed in the CCE enterprise network and active directory but will be allowed to remain on the local network provided they function as approved ‘application servers’ ONLY.   These servers rely on their local user and group database (i.e. kept in the registry) for authentication.  Approved application servers may include the AS400 servers, Sun servers that function as an application server for GIS, and UnixWare servers that currently provide DNS service (i.e. temporary measure).

2.3
Any approved application server that will remain on the local network for the current time must be hardened to meet the most current security configuration standards.

Security for all approved application servers must be controlled locally and be configured through Local security policy.  Local security policy (i.e. configuration records) shall be kept current and made available upon request of the IO Lab.  In the near future, minimum-security configuration standards for all non-CCE application servers will be developed jointly by the CCE infrastructure and IO Lab.

2.4
NT servers, and all other non-approved application and/or file servers, are NOT allowed on the CCE enterprise network for any reason but may, where approved by the CCE management based on business requirements provided, be retained in the office environment as a standalone system (i.e. off the local network).

Any server that is not approved for use by CCE management as either an application server or a standalone server will be exchanged for the new CCE server(s).

EMAIL

1.0
Information Exchange via Email Services

Email services used in the CCE enterprise network and active directory are described below.

1.1
The only email application used throughout the CCE enterprise will be Microsoft Outlook Email Client and Microsoft Exchange Server.

1.2
Current email services other than Outlook and Exchange will be migrated at the time of server deployment and cease at that time.

Users will be asked to do housework (e.g. clean up) on their email box prior to the conversion process, which will speed up the overall deployment and installation process, by IT personnel.

1.3
All email accounts will be person specific.
Distribution lists (i.e. aliases) can be used to send and receive email to large audiences or to disguise USDA personnel from outside sources.  The use of non-person specific email accounts will be considered a security violation.

1.4 Email databases will reside on the server.

In order to ensure proper backup, archive and retrieval of an email database, it must reside on the server where daily backups are performed.

1.5 Email is not private for the user even if limited personal use is authorized—it is on a government system and therefore belongs to the government.

Any federal regulation describing the use of a government computer applies to any and all use of that computer, including email.

1.6
Archival requirements for email are the responsibility of the requesting agency/project if they exceed the standard FSC backup process.

If additional mail archival is required for a site or person to support a business requirement, then the agency/project making the request will be required to handle the expenses and processes related to archiving (i.e. available tapes, off-site storage location, backup scripts, IT resources, etc.).

-----------------------------------------------------
DEFINITIONS

Definitions
The following definitions are applicable in the CCE Enterprise Network and Active Directory environment.

Active directory

Active directory is an advanced, hierarchical directory service that comes with Windows 2000.  It is LDAP compliant and built on the Internet's Domain Naming System (DNS).  Domains are given domain names, just like Web sites.

Application (or Service) server

An application server makes a specific application (e.g. a database; GIS), or a service (e.g. provides functionality for a particular software program, such as DHCP or DNS), available to users in a network.  Application servers used by CCE for operational support are the responsibility of the CCE Project and are usually considered ‘member servers’.  The CCE enterprise-wide server procurement for 2001 only includes network servers.  CCE is currently evaluating an enterprise-wide procurement for application servers.

CCE Enterprise

The CCE enterprise refers to the partnering agencies (i.e. FSA, NRCS, RD), and their partners, who are inclusive participants in the Service Center Modernization Initiative (SCMI) for which the Common Computing Environment (CCE) has provided computing functionality.  The CCE is responsible for the management and maintenance of this equipment.

CCE Enterprise network

The CCE enterprise network includes all CCE system components and users that the CCE Project controls and supports.  The CCE Active Directory administers all of the components and users.

CCE Enterprise Steering Committee

This is a multi-agency committee comprised of both management and technical leadership that will evaluate requests that affect the operation and or design of the CCE environment.

CCE Project Management

Scott Snover at the NRCS IT Center in Fort Collins, Colorado is charged as the Project Manager for the CCE Project.  Gene Renken is the Deputy Project Manager and is located at the USDA Building in Davis, CA.

Domain

A domain is a territory over which control is exercised.  Whereas the term ‘domain’ can apply to the entire CCE enterprise domain describing that which CCE is responsible for computing functionality, the term domain is also used by Microsoft 2000 Server to describe a limited area of control exercised by a server. 

Domain controller

A Domain Controller (DC) is a type of Windows 2000 server that assumes control of other servers within its domain.  Domain controllers are fully integrated into the active directory and usually perform administrative functions relative to their domain, such as providing a service that manages security.  Domain controllers will contain up-to-date versions of the active directory information (e.g. usernames, passwords, and permissions) through the process of replication.

Enterprise telecommunications infrastructure

This holistic infrastructure includes all of the telecommunications wiring (i.e. LANs, WAN, Voice) and components (e.g. routers) from each of the partnering agencies.

Interoperability Lab

The IO Lab is located in Beltsville, Maryland, and is managed by Jack Zechman.  The IO Lab is tasked to establish and support the configuration and provide security for all equipment in the CCE environment.  The IO Lab and the IT centers for each agency cooperatively test all software for CCE environment certification.

Member server

A member server means that it is a member of the CCE domain and is a part of the active directory.  It is on the CCE portion of the local area network (LAN) and will have all CCE compliant workstations and peripherals connected to it.  A member server can not be a domain controller nor does it provide any controlling functionality.

Network server

A network server is a computer system that serves as a central repository of data (i.e. files) and programs  (e.g. mail) shared by users in a network.  The CCE server procurement for 2001 is for this type of server.  CCE-procured workstations, peripherals, and other acceptable equipment will also be attached to this server.

Standalone server

A standalone server is a server that is isolated from the CCE enterprise network, active directory, and the telecommunication infrastructure (i.e. LAN/WAN).  It is not included under CCE responsibility. Connections to this device may be cabled only.

Standalone workstation

A standalone workstation is a workstation that is isolated from the CCE enterprise network, active directory, and the telecommunication infrastructure (i.e. LAN/WAN).  It is not included under CCE responsibility.  Connections to this device may be cabled only.
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