	

IO Lab Advisory A2002-01-0020

Virus Notification


Type of Advisory: 
 

	Date:
	Description:

	 7/1/1998
	Date Discovered

	 9/7/1999
	Date Added


Virus Name:
 W95/CIH.1003
Alias: Chernobyl, CIH v1.2, W32/CIH.Spacefiller, W95/CIH.1003b, W95/CIH.1003dr, Win95.CIH, Win95/CIH.1003
	Variants:
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	Name
Type
Sub Type
Differences
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W95/CIH.1019
Virus
Win9x
Payload on 26th of any month.
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W95/CIH.1010
Virus
Win9x
Minor differences only.
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W95/CIH.1122
Virus
Win9x


	

	


Discovery Date:
7/1/1998

	
Platform Affected



	Are ALL Platforms affected?
	NO

	If software is targeted, is it CCE certified Software?  
	NO

	What software is affected?
	Windows 95 ONLY


	Overview

	This Advisory is for informational purposes only.  The reason for this Advisory being sent out is because a new variant has come out.  However, this notification still only affects systems running the Windows 95 Operating System.

This family of viruses, written in South-East Asia, first appeared in June 1998. Currently there are three known variants; and at least two of these have been found `in the wild'. The viruses infect Windows 95 files in PE format. This virus contains a date activated payload. One alias to this virus is Chernobyl, which is a direct reference to the nuclear plant accident of the same name which occurred also on April 26th (in 1986). 

W95/CIH viruses are able to split up the body of the virus code and place it within unused parts of the infected file (PE files usually contain lots of unused space). 

The viruses contain a very dangerous payload, which triggers on the 26th of any month. On this date, they attempt to overwrite the flash-BIOS. If the flash-BIOS is write-enabled (and this is the case in most modern computers with a flash-BIOS) this renders the machine unusable because it will no longer boot. At the same time, they also overwrite the hard disk with garbage. 

The viruses contain the following (unencrypted) strings: 

CIH v1.2 TTIT


	Impact

	Increase in size of infected files. 

The date of activation for the damaging payload depends on the variant of the virus. 

Variant - Date of Payload
.1003 - on April 26th
.1010 - on April 26th
.1019 - on 26th of any month 

When the date condition is met, this virus will attempt to overwrite sectors on the hard drive and also attempt overwrite BIOS on flash-capable systems. 



	Action to be Taken

	1. No action is necessary if your virus definitions are at least 4179 or better and if your scan engine is at least 4.1.40 or better.

2. If your virus definitions or your scan engine are not up to minimum standards, please contact your IRM to have your system updated with the latest virus definitions and/or scan engine and to perform a complete scan on your machine’s local (C:\) drive.



	Minimum Virus definitions:
	 4.0.4002

	


	How to Update

	Use specified engine and DAT files for detection. To remove, boot to MS-DOS mode or use a boot diskette and use the command line scanner such as: 

SCAN C: /CLEAN /ALL


For further assistance in:

	Update Virus Definitions
	Follow your local procedures and contact your state IT rep and/or the Centralized Help Desk (800) 457-3642

	If you discover the virus on your system
	Contact the Centralized Help Desk (800) 457-3642


