	

IO Lab Advisory A2002-01-0021

Virus Notification


Type of Advisory: 
 

	Date:
	Description:

	 1/28/02
	Initial Advisory Issued


	Virus Name
	Risk Assessment

	BackDoor-AAF 
	Medium


	

	


	Aliases 

	Name 

	Backdoor/Win32.Myparty (GeCAD) 

	I-Worm.Myparty (KAV) 

	W32/MyParty.A@mm (Norman) 

	Win32/Myparty (Computer Associates) 


	


Discovery Date: 1/28/2002

	
Platform Affected



	Are ALL Platforms affected?
	YES

	If software is targeted, is it CCE certified Software?  
	YES

	What software is affected?
	Windows NT, 2000, and XP Operating Systems

	


	Overview

	When the W32/Myparty@MM virus executable is executed on Windows NT machines, (Windows NT, 2000 or XP) this backdoor is dropped to the startup folder within the profile of the current user, MSSTASK.EXE:

%userprofile%\Start Menu\Programs\Startup\msstask.exe

This ensures the backdoor is executed upon system startup, at which point it goes memory resident, and the machine is rendered vulnerable.

NB: W32/Myparty@MM only massmails itself and drops the backdoor component if the system date is within the following range:

25th - 29th January 2002 inclusive 

Outside of this date range, no backdoor component is dropped.

MSSTASK.EXE is compressed with UPX, and is 6,144 bytes in length (unpacked the file is 152,064 bytes).

Once running, the backdoor tries to connect to the following IP address:

http://209.151.250.170/

in order to download the command file that operates the backdoor.

A second W32/Myparty@MM variant which only operates between 20th-24th January 2002 (hence will not replicate on machines with correctly set date now) drops an identical backdoor component to that described above. The only difference is the date range in which the backdoor is dropped.

· Presence of the file MSSTASK.EXE (6,144 bytes) in the startup folder within a user's profile. 

· Network traffic to the following IP address: 209.151.250.170. This is where the backdoor command file resides.



	


	Impact

	This backdoor is dropped into the Startup folder within a user's profile when the W32/Myparty@MM virus is executed upon an NT (NT/2000/XP) machine.


	


	Action to be Taken

	The referenced Virus definition of 4.0.4184 is scheduled to be released by McAfee either on Wednesday, January 30, 2002 or Thursday, January 31st, 2002.  We will send out a revision to this advisory when this Virus definition has been deployed by McAfee.



	Minimum Virus definitions:
	 4.0.4184

	Minimum Scan engine
	 4.1.40

	Description Added
	 01/28/2002

	


For further assistance in:

	Update Virus Definitions
	Follow your local procedures and contact your state IT rep and/or the Centralized Help Desk (800) 457-3642

	If you discover the virus on your system
	Contact the Centralized Help Desk (800) 457-3642


