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Virus Notification


Type of Advisory: 
 

	Date:
	Description:

	 1/28/02
	Initial Advisory Issued


	Virus Name
	Risk Assessment

	W32/Myparty.a@MM 
	Medium


	


	Aliases 

	Name 

	I-Worm.Myparty (AVP) 

	MyParty (F-Secure) 

	W32.Myparty@mm (NAV) 

	W32/MyParty-A (Sophos) 

	W32/Myparty@MM 

	W32/Myparty@MM (Panda) 

	Win32.MyParty (CA) 

	Win32.MyParty.A (AVX) 

	WORM_MYPARTY.A (Trend) 


	


Discovery Date: 1/27/2002

	
Platform Affected



	Are ALL Platforms affected?
	YES

	If software is targeted, is it CCE certified Software?  
	YES

	What software is affected?
	Windows NT, 2000, and XP Operating Systems

	


	Overview

	This mass-mailing worm drops a BackDoor trojan (BackDoor-AAF) on WindowsNT/2K/XP system. The worm itself carries no destructive payloads. It arrives in an email message containing the following information: 

Subject: new photos from my party! 
Body: Hello! 

My party... It was absolutely amazing! 
I have attached my web page with new photos! 
If you can please make color prints of my photos. Thanks! 

Attachment: www.myparty.yahoo.com (29,696 byte PE file) 


The attachment name may trick some users into thinking that if they click on the file, they will be taken to a Yahoo website. Certain email clients, especially those that underline the filename, may make this attachment appear more like a URL than the above Microsoft Outlook example which is more clearly distinguishable. The attachment is an executable file with a .COM extension, not a URL. Running the attachment infects the local machine. . 

On WinNT/2K/XP 

· If the date is not between January 25-29, 2002, the worm copies itself to C:\Recycled as F-[random number]-[random number]-[random number] with no extension 

· If the date is between January 25-29, 2002, the worm copies itself to C:\regctrl.exe and drops the file MSSTASK.EXE in the STARTUP folder. MSSTASK.EXE is a BackDoor trojan. After the initial file is run, it is deleted. If the executables filename is ACCESS, the user is directed to the www.disney.com website. 

This virus only attempts to massmail itself on January 25, 26, 27, 28 or 29, 2002. The users default SMTP server is retrieved from the registry. 

· HKEY_CURRENT_USER\Software\Microsoft\Internet Account Manager\Accounts\00000001 

The virus uses this SMTP server to send itself out to all addresses found in the Windows Address Book and addresses found within .DBX files. 

  Presence of C:\RECYCLED\REGCTRL.EXE (visible from a DOS prompt, not from within Windows) 

  Presence of C:\REGCTRL.EXE 

  Presence of %userprofile%\Start Menu\Programs\Startup\msstask.exe

	


	Impact

	Executing an infected attachment causes the worm to email itself to addresses found on the system.


	


	Action to be Taken

	1. No action is necessary if your virus definitions are at least 4184 or better and if your scan engine is at least 4.1.40 or better.

2. If your virus definitions or your scan engine are not up to minimum standards, please contact your IRM to have your system updated with the latest virus definitions and/or scan engine and to perform a complete scan on your machine’s local (C:\) drive.



	Minimum Virus definitions:
	 4.0.4184

	Created on:
	 01/30/2002

	Minimum Scan engine
	 4.1.40

	Description Added
	 01/28/2002

	


	How to Update

	To update your DAT definition on your workstation right-click on the blue shield in the tool bar:
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Then select Console from the menu that is brought up:
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This will bring up the VirusScan NT AntiVirus Console.  Highlight Automatic Product Upgrade and then click on the green arrow to start the automated upgrade of your DAT Virus definition and Scan Engine if they are not up to current levels:
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To verify that your machine is running the current DAT perform the following:


Right click on the blue shield in the tool bar
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Select: About from the pull-down menu.

Minimum

The following screen appears:
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VirusScan NT 4.0.3
Coppicht © 193 Network Assosiates nc.

Seral Number: Q007681210
Vius definions: 406184
Created on: 30 Janary 2002
Sean engine: 4140
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For further assistance in:

	Update Virus Definitions
	Follow your local procedures and contact your state IT rep and/or the Centralized Help Desk (800) 457-3642

	If you discover the virus on your system
	Contact the Centralized Help Desk (800) 457-3642


