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Virus Notification


Type of Advisory: 
 

	Description:
	Date:

	Date Discovered
	 6/9/1999

	Date Added
	 9/7/1999


Virus Name:
 W32/ExploreZip.worm@M
	

	Aliases:




I-Worm.ExploreZip, I-Worm/ExploreZip.F, TROJ_EXPLOREZIP, W32/ExploreZip.gen@M, W95/ExploreZip.worm.210432, Worm.ExploreZip 


	


Discovery Date:
6/9/1999

	
Platform Affected



	Are ALL Platforms affected?
	Yes

	If software is targeted, is it CCE certified Software?  
	Yes

	What software is affected?
	Outlook, Outlook Express, Exchange


	Overview

	This is a 32bit Worm that travels by sending email messages to users. It drops the file explore.exe and modifies either the WIN.INI (Windows 9x/ME) or modifies the registry (Windows NT/2K/XP). 

This worm attempts to invoke the MAPI aware email applications as in MS Outlook, MS Outlook Express and MS Exchange. This worm replies to messages received by sending an an email message with the following body:

"I received your email and I shall send you a reply ASAP.
Till then, take a look at the attached zipped docs. "

The subject line is not constant as the message is a reply to a message sent to the infected user. The worm (named "zipped_files.exe" as the attachment, with a file size of 210,432 bytes. The file has a Winzip icon which is designed to fool unsuspecting users to run it as a self-extracting file. User who run this attachment will be presented with a fake error message that says:

"Cannot open file: it does not appear to be a valid archive. If this file is part of a ZIP format backup set, insert the last disk of the backup set and try again. Please press F1 for help."
Payload Notice 

This worm has a payload. Immediately after execution it will search all local drives for the following files types .c, .cpp, .h, .asm, .doc, .xls, or .ppt. When found, they are opened for write and immediately closed leaving them with a zero byte count. Approximately 30 minutes after infection this process is repeated. 

This worm will locate systems drives which are NOT mapped drives using functions from MPR.DLL and Network Neighborhood! On these systems, the WIN.INI is modified with a run statement to load a file called _SETUP.EXE from the Windows path, and the file _SETUP.EXE is copied to the Windows path. These systems will become infected when restarted. This worm will only try to such systems once, whereas systems which are mapped drives are constantly attempted to re-infect. Secondly, a machine infected via another share will switch between _setup and explore per reboot. 

***** Without the use of advanced software, the recovery of files with zero bytes is not possible! ***** 

Existence of any of the 3 file names mentioned above [note EXPLORER.EXE is a valid name - do not confuse this name]. Process running as mentioned above, files being corrupted / deleted as mentioned above.


	Impact

	Running the file will directly infect the local system by installing itself and running memory resident, then it will use browsing of the network to locate available shares.



	Action to be Taken

	1. No action is necessary if your virus definitions are at least 4.0.4184 or better.

2. If your virus definitions or your scan engine are not up to minimum standards, please contact your IRM to have your system updated with the latest virus definitions and/or scan engine and to perform a complete scan on your machine’s local (C:\) drive.



	Minimum Virus definitions:
	 4.0.4030

	


	How to Update

	To update your DAT definition on your workstation right-click on the blue shield in the tool bar:
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Then select Console from the menu that is brought up:
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This will bring up the VirusScan NT AntiVirus Console.  Highlight Automatic Product Upgrade and then click on the green arrow to start the automated upgrade of your DAT Virus definition and Scan Engine if they are not up to current levels:
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To verify that your machine is running the current DAT perform the following:


Right click on the blue shield in the tool bar
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Select: About from the pull-down menu.

Minimum

The following screen appears:
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VirusScan NT 4.0.3
Coppicht © 193 Network Assosiates nc.

Seral Number: Q007681210
Vius definions: 406184
Created on: 30 Janary 2002
Sean engine: 4140
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severe civ and ciminal penalties, and wil be prosecuted to the masimum extent possible
under the law.







For further assistance in:

	Updating Virus Definitions:
	Follow your local procedures and contact your state IT rep and/or the Centralized Help Desk (800) 457-3642

	If you discover the virus on your system:
	Contact the Centralized Help Desk (800) 457-3642


