	

IO Lab Advisory A2002-02-0024

Virus Notification


Type of Advisory: 
 

	Date:
	Description:

	 7/1/1999
	Date Discovered

	 8/20/1999
	Date Added


Virus Name:
 W97M/Marker.gen
Discovery Date:
7/1/1999

	
Platform Affected



	Are ALL Platforms affected?
	Yes

	If software is targeted, is it CCE certified Software?  
	Yes

	What software is affected?
	Office 97


	Overview

	The W97M/Marker family hooks system events Document_Open and Document_Close to run the infection routine - this is common among all variants. 

W97M/Marker.d (and several other variants) have an empty Document_New routine.

W97M/Marker.n modifies document properties in 30% of infections with same as W97M/Ethan.a.

W97M/Marker.o,.p,.x have a payload activation date of Feb 22 (see description in VIL).

W97M/Marker.o gives the message "Happy Birthday Shankar".

W97M/Marker.s beeps 1000 times when opening documents.

W97M/Marker.t password protects documents with the password of 'teste'.

W97M/Marker.ab writes a new file every time an infected document is opened by the name "india"#.txt with the text "Kashmir is an integral part of INDIA. JAI HIND."

W97M/Marker.ac uses system events AUTOOPEN, AUTOCLOSE to run FNord macro.

W97M/Marker.af gives the message "Happy Birthday Akhmed Khan".

W97M/Marker.ai gives the message "Happy Birthday Shankar" and also contains a reference to the same Autoopen macro as Beast.41472 activating an embedded object 5 minutes after opening the infected document - the embedded object does not exist however.

Macro warning when opening infected documents on non-infected system.


	Impact

	Opening infected documents will directly infect the local Word environment and any document used thereafter.



	Action to be Taken

	1. No action is necessary if your virus definitions are at least 4185 or better and if your scan engine is at least 4.1.40 or better.

2. If your virus definitions or your scan engine are not up to minimum standards, please contact your IRM to have your system updated with the latest virus definitions and/or scan engine and to perform a complete scan on your machine’s local (C:\) drive.

3. To remove, if detected, boot to MS-DOS mode or use a boot diskette and use the command line scanner:

                   SCANPM /ADL /CLEAN /ALL


	Minimum Virus definitions:
	 4.0.4023

	


	How to Update

	To update your DAT definition on your workstation right-click on the blue shield in the tool bar:
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Then select Console from the menu that is brought up:
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This will bring up the VirusScan NT AntiVirus Console.  Highlight Automatic Product Upgrade and then click on the green arrow to start the automated upgrade of your DAT Virus definition and Scan Engine if they are not up to current levels:
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To verify that your machine is running the current DAT perform the following:


Right click on the blue shield in the tool bar
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Select: About from the pull-down menu.


For further assistance in:

	Update Virus Definitions
	Follow your local procedures and contact your state IT rep and/or the Centralized Help Desk (800) 457-3642

	If you discover the virus on your system
	Contact the Centralized Help Desk (800) 457-3642


