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MSN Messenger Worm


Type of Advisory: 
Notification 

	Date: 
	Description:

	 February 14, 2002
	Internet Worm


Virus Name:
Cool Worm

      Discovery Date:     
February 11, 2002

	
Platform Affected



	Are ALL Platforms affected?
	Yes, if uncertified software is in use.

	If software is targeted, is it CCE certified Software?  
	No

	What software is affected?
	 MSN  Instant Messenger


	Overview

	Relatively benign but effective Internet Worm attacked users of Microsoft’s MSN Messenger service by exploiting a bug in Internet Explorer.

Microsoft does not support the Cumulative Patch for Internet Explorer ( MS02-005) on the currently certified CCE certified version of  Microsoft Internet Explorer 5.0


	Impact

	Dubbed the ‘Cool Worm’ arrives as an MSN instant message, sometimes from someone on your contact list, that reads, "Go To http://www.masenko-media.net/cool.html NoW !!!" Clicking on the link opens a Web page with malicious Javascript code that rifles through the victim's MSN Contacts list, then messages every contact with the same "Go To..." invitation. The code also sends e-mail to the address mmargae@wanadoo.nl. 


	Action to be Taken

	Discontinue use of MSN Instant Messenger.

Note:  IE will be upgraded as part of the planned Windows XP rollout.


