	

IO Lab Advisory A2002-02-0027
Internet Worm Notification


Type of Advisory: 
 

	Date:
	Description:

	 02/18/2002
	Date Discovered

	 02/19/2002
	Date Added


Virus Name:
 W32/Yarner@MM
Discovery Date:
02/18/2002
Aliases
I-Worm.Yarner.a (AVP), I-Worm.Yarner.b (AVP), Trojan.Yaw.20 (MkS_vir), W32.Yarner.A@mm (NAV), W32/Yarner (Sophos), W32/Yarner.A@mm (Norman), Win32/Yarner.A worm (ESET), Win32/Yarner.B@mm (GeCAD), Win32/ Yaw.A worm (ESET), Win32/Yawer, Yaw, yawsetup.exe

	
Platform Affected



	Are ALL Platforms affected?
	Yes

	If software is targeted, is it CCE certified Software?  
	Yes

	What software is affected?
	Outlook


	Overview

	This is a new worm seen by AVERT researchers in Germany and the UK today, 19 Feb 2002. 

This worm has its own SMTP e-mailing engine which gets e-mail addresses from the Microsoft Outlook address book and .pl, .php, .htm, .shtm, and .cgi files, storing them in the file kernei32.daa.

The worm gets the system default SMTP server from a registry key 

· HKEY_CURRENT_USER\Software\Microsoft\Internet Account Manager\ 
Accounts\SMTP Server 

It stores this and other server details (hardcoded within the worm) in the file kernei32.das. 

The worm copies itself to the Windows folder with a randomly selected name, and creates registry run key value to load the worm at startup: 

· HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\ 
Runonce

It also replaces notepad.exe and copies the original notepad.exe to notedpad.exe. The worm's payload is to delete all not-locked files from drive c: 

The virus arrives in an email message with the following information: 

From: (forged) webmaster@trojaner-info.de
Subject: Trojaner-Info Newsletter 18.02.02 (date is updated according to infected machine)
Attachment: yawsetup.exe 

The message is formatted as follows (destination email address removed). Note that the people and websites mentioned are innocent and not the originators of the virus.
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From:  Trojaner-Info

Date: 15 February 2002 00:40

To:

Subject:  Trojaner-Info Newsletter 19/03/01

[Flvamsetup.exe (441 Ke)

Hallo |

Willkomen zur neuesten Newsletter- Ausgabe der Webseite Trojaner-Tnfo.de.
Hier die Themen im Uberblick:

1. YAW 2.0 - Unser Dialerwarner in never Version

1. YAW 2.0 - Unser Dilerwarner in never Version

Viele haben ihn und viele mogen ihn - unseren Dialerwamer YAW. YAW ist
funin einer brandneuen und stark erweiterten Version verfuegbar. Alle unsere
Newsletterleser bekommen ihn kostenlos zusammen mit diesem Newsletter

Also cinfach die angehaengte Datei starten und AW 2.0 installeren. Bei Fragen
steht Thnen der Programmierer des bislang einzigartigen Programmes Andreas Haak
unter andreas@ants-online de zur Verfigung Viel Spall mit YAW!

<bttpfwvrw trojaner-info.de/dialerfyaw.shirl>




In full, and translated, this reads:

Hello! 

Welcome to the latest newsletter from Trojaner-Info.de 

Content: 

1. YAW 2.0 - the latest version of our porn-dialer warner 

**** 

1. YAW 2.0 - Our porn-dialer warner in its latest version. 

Our widely used Dialerwarner YAW is now available in a brand new and enhanced version. All

subscribers to our newsletter get this version for free with this newsletter.

Just start the attached file and YAW 2.0 installs itself. 

If there are any questions the programmer of this unique tool is available at 

[...]

Have fun with YAW! 

http://www.trojaner-info.de/dialer/yaw.shtml

**** 

That's it with the latest Trojaner-Info news, thank you for your attention and we wish all our

readers a pleasant week. 

The rest is standard newsletter headers. Again, the people and websites mentioned are not the true originators of the virus. 

At the end of the file is a comment: 

Als kleines Dankeschön von der Pornoindustrie. Das ist nur der Anfang, wenn ihr nicht aufhoert. 

Translation of the comment: A little present from the porn-industry. This is just the beginning if you don't stop.


	Impact

	The worm copies itself to the Windows folder with a randomly selected name, and creates registry run key value to load the worm at startup: 

· HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\ 
Runonce

It also replaces notepad.exe and copies the original notepad.exe to notedpad.exe. The worm's payload is to delete all not-locked files from drive c:



	Action to be Taken

	1. No action is necessary if your virus definitions are at least 4187 or better and if your scan engine is at least 4.1.40 or better.

2. If your virus definitions or your scan engine are not up to minimum standards, please contact your IRM to have your system updated with the latest virus definitions and/or scan engine and to perform a complete scan on your machine’s local (C:\) drive.



	Minimum Virus definitions:
	 4.0.4187

	Created on:
	 02/20/2002

	Minimum Scan engine
	 4.1.40

	


	How to Update

	To update your DAT definition on your workstation right-click on the blue shield in the tool bar:
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Then select Console from the menu that is brought up:
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This will bring up the VirusScan NT AntiVirus Console.  Highlight Automatic Product Upgrade and then click on the green arrow to start the automated upgrade of your DAT Virus definition and Scan Engine if they are not up to current levels:
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To verify that your machine is running the current DAT perform the following:


Right click on the blue shield in the tool bar
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Select: About from the pull-down menu.

Minimum

The following screen appears:
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For further assistance in:

	Update Virus Definitions
	Follow your local procedures and contact your state IT rep and/or the Centralized Help Desk (800) 457-3642

	If you discover the virus on your system
	Contact the Centralized Help Desk (800) 457-3642


