	

IO Lab Advisory A2002-02-0028
Virus Notification


Type of Advisory: 
 

	Date:
	Description:

	 03/06/2001
	Date Discovered

	 03/06/2001
	Date Added


Virus Name:
 W32/Naked@MM
	Aliases 

	Name 

	I-Worm.Naked (AVP), I-Worm.Naked.A (AVX), NakedWife.exe, TROJ_NakedWife (Trend), W32.Naked@MM (NAV), W32/Naked (Sophos), Win32/Naked.worm (CAI) 


Discovery Date:
03/06/2001
	
Platform Affected



	Are ALL Platforms affected?
	Yes

	If software is targeted, is it CCE certified Software?  
	Yes

	What software is affected?
	Outlook, Outlook Express, Exchange


	Overview

	This worm masquerades as a Flash (shockwave application) movie. The program will display a logo from JibJab, however it is not a shockwave application at all and is not associated with JibJab in any way, other than as a design of social engineering. 

When run, it sends itself to all recipients in the Outlook Address Book and attempts to deletes all .BMP, .COM, .DLL, .EXE, .INI, and .LOG files in the WINDOWS and WINDOWS\SYSTEM directories. This includes Windows NT, ME and other versions. 

This program is written in Visual Basic and requires the Visual Basic 6 (or higher) runtime files. When run, it copies itself to a TEMP directory and displays a Window entitled "Flash", which reads "JibJab Loading". It proceeds by sending a separate email message, using Microsoft Outlook, to each recipient in the Outlook Address Book. The messages appear as follows: 

Subject: Fw: Naked Wife
Body:
My wife never look like that! ;-) 

Best Regards,
(sender's name) 

Attached: NakedWife.exe 

Choosing the HELP|ABOUT menu in the "Flash" window displays a message box entitled "Flash", which reads "You're are now F**KED! (C) 2001 by BGK (Bill Gates Killer)" (** replaces the actual text displayed)
This worm arrives as the email attachment, NakedWife.exe. Executing this application infects your machine and causes the worm to mail itself to regular email correspondence.


	Impact

	- Absence of .BMP, .COM, .DLL, .EXE, .INI, and .LOG files in the WINDOWS and WINDOWS\SYSTEM directories for Win9x, NT, ME, 2000 
- Inability to launch applications 
- Email correspondence alerting you that they have received the attachment NakedWife.exe from you. 
- Missing WIN.COM error message upon restarting Windows



	Action to be Taken

	1. No action is necessary if your virus definitions are at least 4.0.4126 or better.

2. If your virus definitions or your scan engine are not up to minimum standards, please contact your IRM to have your system updated with the latest virus definitions and/or scan engine and to perform a complete scan on your machine’s local (C:\) drive.



	Minimum Virus definitions:
	 4.0.4126

	


	How to Update

	To update your DAT definition on your workstation right-click on the blue shield in the tool bar:
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Then select Console from the menu that is brought up:
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This will bring up the VirusScan NT AntiVirus Console.  Highlight Automatic Product Upgrade and then click on the green arrow to start the automated upgrade of your DAT Virus definition and Scan Engine if they are not up to current levels:
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To verify that your machine is running the current DAT perform the following:


Right click on the blue shield in the tool bar
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Select: About from the pull-down menu.

Minimum

The following screen appears:
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VirusScan NT 4.0.3
Coppicht © 193 Network Assosiates nc.

Seral Number: Q007681210
Vius definions: 406184
Created on: 30 Janary 2002
Sean engine: 4140

‘Watning:tis compuler program s pratected by copyight aw and nfemational eaties.
Unsuthorzed reptodction ordistibution o this program, or any potion of i, may sl in

severe civ and ciminal penalties, and wil be prosecuted to the masimum extent possible
under the law.







For further assistance in:

	Updating Virus Definitions:
	Follow your local procedures and contact your state IT rep and/or the Centralized Help Desk (800) 457-3642

	If you discover the virus on your system:
	Contact the Centralized Help Desk (800) 457-3642


