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Virus Notification


Type of Advisory: 
 

	Date:
	Description:

	01/17/2002
	Date Discovered

	02/20/2002
	Description Added

	03/04/2002
	Description Modified


Virus Name:
 W32/Klez.e@MM
	Aliases 

	Name 

	I-Worm/Klez.E (AVP), W32.Klez.E@mm (Symantec), W32/Klez.F (Panda), Win32.HLLM.Klez.1 (DrWeb), Worm/Klez.E (H+BEDV), WORM_KLEZ.E (Trend) 




Discovery Date:
01/17/2002
	
Platform Affected



	Are ALL Platforms affected?
	Yes

	If software is targeted, is it CCE certified Software?  
	Yes

	What software is affected?
	Netscape Messenger or Outlook


	Overview

	-- Update 3/4/2002 -- 
Due to a slow, but steady, increase in prevalence over the past few weeks, AVERT has raised the risk assessment of this threat to MEDIUM. 

This W32/Klez variant has the ability to spoof the email from field. The senders address used by the virus, is one that was found on the infected user's system. Thus, it may appear that you have received this virus from one person, when it was actually sent from a different user's system. Viewing the entire email header will display the actual senders address. 

This worm makes use of Incorrect MIME Header Can Cause IE to Execute E-mail Attachment vulnerability in Microsoft Internet Explorer (ver 5.01 or 5.5 without SP2) 

This worm arrives in an Email message with a subject and body randomly composed from a rather long pool of strings that the virus carries inside itself (the virus can also add other strings): 

"Hi, Hello, Re: Fw: Undeliverable mail-- Returned mail-- game a tool a website new funny nice humour excite good powful WinXP IE 6.0 W32.Elkern W32.Klez how are you let's be friends darling don't drink too much your password honey some questions please try again welcome to my hometown the Garden of Eden introduction on ADSL meeting notice question naire congratulations sos! japanese girl VS playboy look, my beautiful girlfriend eager to see you spice girls' vocal concert japanese lass' sexy pictures Symantec Mcafee F-Secure Sophos The following mail can't be sent to The attachment The file is the original mail give you the is a dangerous virus that can infect on Win98/Me/2000/XP. spread through email. very special For more information,please visit This is I you would it. enjoy like wish hope expect Christmas New year Saint Valentine's Day Allhallowmas April Fools' Day Lady Day Assumption Candlemas All Souls'Day Epiphany Happy Have a" 

In our experiments we have, for example, observed the following Subject lines (more common at the top): 

Subject: Document End 
Subject: Happy Lady Day 
Subject: From 
Subject: Eager to see you 
Subject: Returned mail--"Document End " 
Subject: HEIGHT 
Subject: A WinXP patch 
Subject: Hi,spice girls' vocal concert 
Subject: Happy nice Lady Day 
Subject: Have a humour Lady Day 
Subject: Happy good Lady Day 
Subject: ALIGN 
Subject: Have a good Lady Day 
Subject: Undeliverable mail--"IIS services with this Web administration tool." 
(the virus can also send mails with empty Subject and/or body)
This virus can also unload several antivirus programs from memory. 

1) The worm interferes with running programs and frequently displays a fake error message: 
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Note - the name displayed is random but is always an EXE. 

2) Alien WINKxxx.EXE files in \WINDOWS\SYSTEM folder (ex., WINKIDT.EXE or WINKKR.EXE). 

3) Reference to a WINKxxx.EXE file (and "xxx" looks random) in a registry key HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run or HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnce 

4) Executable files have "companions" of about the same size and random extension (ex., apart from MSOFFICE.EXE you may have MSOFFICE.HRH which is a hidden system file). On top of that if you run an infected file you will temporarily have a third file with "~1" in the name (ex., NETSCAPE.EXE will not only have NETSCAPE.PXB but also NETSCA~1.EXE of exactly the same size as NETSCAPE.EXE). This third file is a reconstructed host and it is deleted by the worm once you quit the program. 

5) This worm also causes serious system performance degradation and some programs stop running.


	Impact

	When the Email is opened the worm immediately activates using mentioned vulnerability (previewing the message may be enough if your system is not patched). The worm copies itself under WINKxxx.EXE name (where xxx are random characters) into the WINDOWS\SYSTEM folder (can be different if your installation is not a default one) and this file is set to run every time the system starts. 

W32/Klez.e@MM is based on the W32/Klez.gen@MM but unlike its predecessors this variant can itself infect files (on top of being able to also drop W95/Elkern.cav.b virus). W32/Klez.e@MM worm overwrites files and they are padded with zeroes to the original uninfected host size. The worm saves original contents of the hosts in files with the same name and random extension. These files are "Hidden" and "System" (to be able to see them you need to change "View/Folder Options" in Windows Explorer by selecting "Show all files"). 

Running infected files causes the worm to reconstruct the uninfected host file using saved data. Such reconstructed files will have "~1" appended to the name (ex., infected MSOFFICE.EXE will be accompanied by an uninfected MSOFFI~1.EXE). The worm deletes them as soon as the program stops running so they exist only temporarily. 

W32/Klez.e@MM sends itself out using SMTP protocol. It harvests the Windows address book for email addresses. 




	Action to be Taken

	1. No action is necessary if your virus definitions are at least 4182 or better and if your scan engine is at least 4.1.40 or better.

2. If your virus definitions or your scan engine are not up to minimum standards, please contact your IRM to have your system updated with the latest virus definitions and/or scan engine and to perform a complete scan on your machine’s local (C:\) drive.
 

	Minimum Virus definitions:
	 4.0.4182

	


	How to Update

	To update your DAT definition on your workstation right-click on the blue shield in the tool bar:
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Then select Console from the menu that is brought up:
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This will bring up the VirusScan NT AntiVirus Console.  Highlight Automatic Product Upgrade and then click on the green arrow to start the automated upgrade of your DAT Virus definition and Scan Engine if they are not up to current levels:

[image: image4.jpg][_[OIx]

_[g]g%axﬂ—@ FE

TStotus T Lostesult [
Uv“usscannnmeswmm Enabled No visses were ound.
Ll Automatic DAT Update Feady
fuct Upgrade: ‘weekly. 8:00 AM

WVinusSean NT Anthirus Console /)





To verify that your machine is running the current DAT perform the following:


Right click on the blue shield in the tool bar

[image: image5.png]



Select: About from the pull-down menu.

Minimum

The following screen appears:
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For further assistance in:

	Update Virus Definitions
	Follow your local procedures and contact your state IT rep and/or the Centralized Help Desk (800) 457-3642

	If you discover the virus on your system
	Contact the Centralized Help Desk (800) 457-3642


