	

IO Lab Advisory A2002-03-0033

Virus Notification


Type of Advisory: 
 

	Date:
	Description:

	03/14/2002
	Date Issued  03/14/2002


Virus Name:
 W32/Fbound.c@mm
	Aliases 

	Name 

	I-Worm.Zircon.c (AVP), W32.Dotjaypee@mm (NAV), W32.Impo@mm (NAV), W32/FBound-C (Sophos), W32/FBound.C@mm (FProt), Win32.Fbound.C (CA), WORM_FBOUND.B (Trend) , WORM_JAPANIZE.A (Trend)


Discovery Date:
03/13/2002

	
Platform Affected



	Are ALL Platforms affected?
	Yes

	If software is targeted, is it CCE certified Software?  
	Yes

	What software is affected?
	Microsoft Outlook, Netscape


	Overview

	This threat is detected as New Worm when scanning with the 4140 DATs (or newer) with Program Heuristics enabled. 

This is a pure mass-mailing worm. It does not carry any other, damaging, payload. The virus sends itself to all users found in the Windows Address book using SMTP. It arrives in an e-mail message containing the following information: 

Subject: "Important" or a Japanese subject (see below) 
Body: [empty] 
Attachment: patch.exe 

Possible Japanese subject lines are as follows:

When run, it immediately e-mails itself to all entries in the Windows address book. It does not install itself in any way. It contains the text "I-Worm.Japanize" 


	Impact

	Running the EXE manually will cause it to e-mail itself. The virus queries the registry to locate the Windows Address book file. Email addresses are harvested from the WAB file. 

· HKEY_CURRENT_USER\Software\Microsoft\WAB\WAB4\Wab File Name

The virus then uses the default Internet Account Manager settings to send itself out using the default SMTP server specified in the registry. 

· HKEY_CURRENT_USER\Software\Microsoft\Internet Account Manager\Accounts\(Default account id)\SMTP Server 

· HKEY_CURRENT_USER\Software\Microsoft\Internet Account Manager\Accounts\(Default account id)\SMTP Email Address 


	Action to be Taken

	1. No action is necessary if your virus definitions are at least 4191 or better and if your scan engine is at least 4.1.40 or better.

2. If your virus definitions or your scan engine are not up to minimum standards, please contact your IRM to have your system updated with the latest virus definitions and/or scan engine and to perform a complete scan on your machine’s local (C:\) drive.

 

	Minimum Virus definitions:
	 4.0.4191


	How to Update

	To update your DAT definition on your workstation right-click on the blue shield in the tool bar:
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Then select Console from the menu that is brought up:
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This will bring up the VirusScan NT AntiVirus Console.  Highlight Automatic Product Upgrade and then click on the green arrow to start the automated upgrade of your DAT Virus definition and Scan Engine if they are not up to current levels:
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To verify that your machine is running the current DAT perform the following:

Right click on the blue shield in the tool bar
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Select: About from the pull-down menu.

Minimum

The following screen appears:
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For further assistance in:

	Update Virus Definitions
	Follow your local procedures and contact your state IT rep and/or the Centralized Help Desk (800) 457-3642

	If you discover the virus on your system
	Contact the Centralized Help Desk (800) 457-3642
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