	

IO Lab Advisory A2002-03-0034
Virus Notification


Advisory Revision History: 
 

	Date:
	Description:

	3/21/2002
	Initial Advisory Issued

	3/21/2002
	Description Added

	3/25/2002
	Description Modified

	3/28/2002
	How to Update section modified


Virus Name:
 W32/MyLife.b@mm
	Aliases 

	W32.Caric@mm (Symantec), Win32.MyLife.B (CA), Win32/Cari.Worm (CA) 




Discovery Date: 3/21/2002
	
Platform Affected



	Are ALL Platforms affected?
	Workstations only, not servers

	If software is targeted, is it CCE certified Software?  
	Yes

	What Software is affected?
	Microsoft Outlook and Outlook Express

	Entry point of infection.
	Microsoft Outlook/Outlook Express

	


	Overview

	This mass-mailing worm, written in Visual Basic 6, uses Microsoft Outlook to send itself to all addresses in the Outlook Address book and addresses on the MSN Messenger contact list. It arrives in an email containing the following information: 

Subject:
bill caricature
Attachment:
cari.scr
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@ This message has not been sent.

Subject;  [bil caricature

i
How are youuuuuuuu?
look to bill caricature it's wvery verrry ffunny ) )
i promise you willlove it? ok

lbuy

N Viruse Found:
MCAFEE.COM





The attachment is a UPX packed PE file. When executed on the local machine, the following image is displayed whilst the worm copies itself to the System folder, and uses Outlook to propagate itself to all address found in the Outlook Address book and addresses on the MSN Messenger contact list:
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The following Registry key is added to ensure the worm is executed at subsequent system startup:

· HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\
Run\win=C:\WINDOWS\SYSTEM\cari.scr 

Upon restarting the machine, the worm does not propagate again, and the above image is not displayed. When the worm is run from the SYSTEM directory and the hour is 8am, the worm deletes the following files:

· *.* from C:\ D:\ E:\ and F:\ 

· *.SYS, *.VXD, *.OCX and *.NLS from C:\WINDOWS\SYSTEM

The most likely scenario for this occurrence is for a system to become infected on one day, and the system files to be deleted the next, when the machine is rebooted or powered on in the morning.
Symptoms to look for to indicate potential infection:

· Presence of: cari.scr (41,984 bytes) in the system directory. 

· Messages bearing the properties described above in your 'Sent Mail' folder.



	


	Impact

	When executed, the worm propagates itself to all addresses found in the Outlook Address book and addresses on the MSN Messenger contact list, using Microsoft Outlook. The worm copies itself to the System folder, modifying the Registry to run this copy at subsequent startup.


	


	Action to be Taken

	1. No action is necessary if your virus definitions are at least 4193 or better and if your scan engine is at least 4.1.40 or better.

2. If your virus definitions or your scan engine are not up to minimum standards, please contact your IRM to have your system updated with the latest virus definitions and/or scan engine and to perform a complete scan on your machine’s local (C:\) drive.



	Minimum Virus definitions:
	 4.0.4193

	Minimum Scan engine
	 4.1.40

	Description Added
	 03/27/2002

	


	How to Update

	To update your DAT definition on your workstation right-click on the blue shield in the tool bar:
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Then select Console from the menu that is brought up:
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This will bring up the VirusScan NT AntiVirus Console.  Highlight Automatic Product Upgrade and then click on the green arrow to start the automated upgrade of your DAT Virus definition and Scan Engine if they are not up to current levels:
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To verify that your machine is running the current DAT perform the following:

Right click on the blue shield in the tool bar
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Select: About from the pull-down menu.

Minimum

The following screen appears:

[image: image7.jpg]| About VirusScan NT
VirusScan NT 4.0.3 [
Coppight © 1998 Nelyork Assosialss e

Seral Nunber EQOGMaMEDVE
Vius defiions: 406193

Created an: 22 March 2002
Soan engine: 4140

‘Wairing:tis compuler program s protested by copyicht law and intemational eatiss:
Unsuthorized teptoduction of distibution o this progiam, ot sy potion of i, may resul in

savere oivl and ciinal penaltes, and wil be prasecuted fo the mainum exent possible
under the faw,







	


	For Further Assistance in:

	Update Virus Definitions
	Follow your local procedures and contact your state IT rep and/or the Centralized Help Desk (800) 457-3642

	If you discover the virus on your system
	Contact the Centralized Help Desk (800) 457-3642

	


