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Advisory Revision History: 
 

	Date:
	Description:

	4/11/2002
	Initial Notification Issued


	Aliases 

	N/A 




Discovery Date: N/A
	
Platform Affected



	Are ALL Platforms affected?
	Yes

	If software is targeted, is it CCE certified Software?  
	Yes

	What Software is affected?
	Internet Explorer, Netscape

	


	Overview

	In recent weeks, there has been an alarming increase in the number of documented instances where users are being prompted for and unsuspectingly installing unwanted software while surfing the net.  This is being done both by the user manually and also (on occasion) automatically without the user’s knowledge or consent.


	


	Action to be Taken

	The only action that needs to be taken by the user is to be cognizant of unexpected downloads and to not accept any such downloads.  For an article on more detailed information about Pop-Up downloads, click on the following link: http://zdnet.com.com/2100-1106-877592.html


	


	Impact

	Most of these programs that are being installed are not destructive in nature; they are just software manufacturers trying to distribute legitimate products.  However, there are a few complaints where software was installed to redirect users to adult-related sites while involved in internet activity.  There are also instances of downloads installing new dial-up programs to replace the existing accounts.  There has been a case where this was done replacing the phone number(s) with expensive 1-900 numbers.  


	


	For Further Assistance in:

	Contact the Centralized Help Desk (800) 457-3642



	


