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Notification


	Date:
	Description:

	May 22, 2002
	Date Discovered


Virus Name:
  Microsoft SQL Worm Spida
	Aliases 

	Name 

	BAT_SQLSPIDA.B (Trend), Digispid.B.Worm (Symantec), JS.Spida.B (Symantec), JS/SQLSpida.bat.b, JS/SQLSpida.js.b, JS_SQLSPIDA.B (Trend), JScript/SQLSpida.Worm (CA)




Discovery Date:
05/22/2002

	
Platform Affected



	Are ALL Platforms affected?
	Yes

	If software is targeted, is it CCE certified Software?  
	Yes

	What software is affected?
	Microsoft SQL Server

Microsoft Data Engine (MSDE)


	Overview

	This worm targets Microsoft SQL servers. It probes the Internet for SQL servers on port 1433 and compromises those servers using the default SQL administrator account "SA". SQL administrators should take appropriate action to ensure that the "SA" account is not vulnerable.

The following packages deliver SQL or MSDE: 

ACCESS 2000

Visio Enterprise Network Tools

Microsoft  Project Central

Visual Studio 6

Dell’s IT Assistant Version 6.0

Front Page Compaq Insight Manager Version 7




	Impact

	Once a SQL server has been accessed, the worm activates the NT guest account, sets a password on that account, adds the user to the local administrators group and adds the user to the "Domain Admins" group. 

The worm then writes several files to the compromised server and kicks off the propagation routine. 



	Action to be Taken

	How to Verify If the SA Password is Blank 

1. On the computer that is hosting the instance of MSDE to which you are connecting, open a command prompt window. 

2. At the command prompt, type the following command, and then press ENTER: 

osql -U sa 

This connects you to the local, default instance of MSDE by using the sa account. To connect to a named instance installed on your computer type: 

osql -U sa -S servername\instancename 

You are now at the following prompt: 

Password: 
3. Press ENTER again. This will pass a NULL (blank) password for sa . 

If you are now at the following prompt, after you press ENTER, then you do not have a password for the sa account: 

1> 

Microsoft recommends that you create a non-NULL, strong password to conform with security practices. 

NOTE:

· However, if you receive the following error message, you have entered an incorrect password. This error message indicates that a password has been created for the sa account: 

"Login Failed for user 'sa'." 

· The following error message indicates that the computer that is running SQL Server is set to Windows Authentication only: 

Login failed for user 'sa'. Reason: Not associated with a trusted SQL Server connection. 

You cannot verify your sa password while in Windows Authentication mode. However, you can create a sa password so that your sa account is secure in case your authentication mode is changed to Mixed Mode in the future.  See next section, “How to Change Your SA Password”.
· If you receive the following error message, SQL Server may not be running or you may have provided an incorrect name for the named instance of SQL Server that is installed: 

[Shared Memory]SQL Server does not exist or access denied. 
[Shared Memory]ConnectionOpen (Connect()). 

How to Change Your SA Password 

1. On the computer that is hosting the instance of MSDE to which you are connecting, open the command prompt window. 

2. Type the following command, and then press ENTER: 

osql -U sa 

At the Password: prompt, press ENTER if your password is blank or type the current password. This connects you to the local, default instance of MSDE by using the sa account. To connect by using Windows authentication, type this command: 

use osql -E 
3. Type the following commands, on separate lines, and then press ENTER: 

sp_password @old = null, @new = 'complexpwd',  @loginame ='sa' --this assumes your current   password is NULL 

   go


NOTE : Make sure that you replace "complexpwd" with the new strong password. A strong password includes alpha-numeric and special characters, and a combination of upper and lower case characters. 

You will receive the following informational message, which indicates that your password was changed successfully: 

Password changed. 




For further assistance in:

	Update Virus Definitions
	Follow your local procedures and contact your state IT rep and/or the Centralized Help Desk (800) 457-3642

	If you discover the virus on your system
	Contact the Centralized Help Desk (800) 457-3642


