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Virus Notification


Virus Name:
 W32/Frethem.k@MM

Discovery Date:      7/12/2002

	Aliases 

	W32.Frethem.J@mm, W32/Frethem.gen@MM (NAI), WORM_FRETHEM.J(TrendMicro)



	Advisory Revision History:

	Date:
	Description:

	7/16/02
	Initial Advisory Issued


	
Platform Affected



	Are ALL Platforms affected?
	Workstations only, not servers

	If software is targeted, is it CCE certified Software?  
	Yes

	What Software is affected?
	Microsoft Explorer  

	Entry point of infection.
	Microsoft Outlook 


	Overview

	W32.Frethem.K@mm, is a mass-mailing worm.


	Impact

	This mass-mailing worm gathers email addresses from Microsoft Outlook Express mailbox files (.DBX files), the Windows Address Book (.WAB file), .MBX, .EML, and .MDB files to send itself via SMTP using the following information: 

Subject: Re: Your password! 
Body: ATTENTION!

You can access
very important
information by
this password

DO NOT SAVE
password to disk
use your mind

now press
cancel
Attachments: 
  Decrypt-password.exe 

  Password.txt 

The worm exploits the Incorrect MIME Header Can Cause IE to Execute E-mail Attachment vulnerability in Microsoft Internet Explorer (ver 5.01 or 5.5 without SP2), to automatically execute the virus on vulnerable systems. The exe file copies itself to the %WinDir% directory and creates a registry run key so that it runs each time Windows is loaded. 

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\ 
Run\Task Bar=C:\Windows\Taskbar.exe

The default SMTP Server, SMTP Email Address, and SMTP Display Name are gathered from the Internet Account Manager: 

HKEY_CURRENT_USER\Software\Microsoft\Internet Account Manager\ 
Accounts\00000001 

This information is used by the worm to carry out its propagation routine. 

The worm hooks Internet Explorer to send requests to various websites: 

· http://12.224.160.208/b.cgi 

· http://12.225.239.153/b.cgi 

· http://12.252.211.170/b.cgi 

· http://128.173.231.167/b.cgi 

· http://129.120.117.218/b.cgi 

· http://140.158.208.167/b.cgi 

· http://143.111.86.30/b.cgi 

· http://147.26.215.144/b.cgi 

· http://170.11.31.35/b.cgi 

· http://207.171.103.126/b.cgi 

· http://209.192.135.22/b.cgi 

· http://213.190.55.222/b.cgi 

· http://24.138.42.1/b.cgi 

· http://24.153.41.186/b.cgi 

· http://24.157.108.78/b.cgi 

· http://24.159.28.120/b.cgi 

· http://24.24.128.16/b.cgi 

· http://24.242.106.163/b.cgi 

· http://24.91.146.67/b.cgi 

· http://24.91.187.71/b.cgi 

· http://4.47.227.27/b.cgi 

· http://63.231.167.66/b.cgi 

· http://63.71.246.234/b.cgi 

· http://64.211.174.43/b.cgi 

· http://65.25.12.45/b.cgi 

· http://66.31.193.42/b.cgi 

· http://66.31.93.30/b.cgi 

· http://66.68.22.102/b.cgi 

· http://68.35.125.130/b.cgi 

· http://68.42.253.163/b.cgi 

· http://68.57.88.25/b.cgi

Indications of Infection:

· Presence of the file %WinDir%\Taskbar.exe 

· Presence of the files %WinDir%\Winstat.ini 

Method of Infection:

This worm exploits an Internet Explorer vulnerability to automatically run on unpatched systems.  Once run, the worm sends itself to email addresses found on the local system.




	Action to be Taken

	1. No action is necessary if your virus definitions are at least 4206 or better and if your scan engine is at least 4.1.40 or better.

2. If your virus definitions or your scan engine are not up to minimum standards, please contact your IRM to have your system updated with the latest virus definitions and/or scan engine and to perform a complete scan on your machine’s local (C:\) drive.


	Minimum Virus definitions:
	 4.0.4212 or higher

	Minimum Scan engine
	 4.1.40

	Description Added
	 07/15/2002


	How to Update

	To update your DAT definition on your workstation right-click on the blue shield in the tool bar:
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Then select Console from the menu that is brought up:
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This will bring up the VirusScan NT AntiVirus Console.  Highlight Automatic Product Upgrade and then click on the green arrow to start the automated upgrade of your DAT Virus definition and Scan Engine if they are not up to current levels:
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To verify that your machine is running the current DAT perform the following:


Right click on the blue shield in the tool bar
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Select: About from the pull-down menu.

Minimum

The following screen appears:
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	For Further Assistance in:

	Update Virus Definitions
	Follow your local procedures and contact your state IT rep and/or the Centralized Help Desk (800) 457-3642

	If you discover the virus on your system
	Contact the Centralized Help Desk (800) 457-3642
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