	

IO Lab Advisory A2002-10-0042
Virus Notification


Virus Name:
 W32/Insane.dam

Discovery Date:      N/A

	Advisory Revision History:

	Date:
	Description:

	10/24/02
	Initial Advisory Issued


	
Platform Affected



	Are ALL Platforms affected?
	Yes

	If software is targeted, is it CCE certified Software?  
	Yes

	What Software is affected?
	All


	Overview

	McAfee Security has discovered their anti-virus software is presenting false detections of a W32/insane.dam virus, and can lead to deletions of legitimate files during clean up.


	Impact

	The W32/Insane.dam detection was added to detect corrupt W32/Insane infected files. Any W32/Insane.dam detections in the field are likely to be false detections with unsupported scan engines. 

Reports received of false "W32/Insane.dam" detections when using the 4229 DAT files and old, and unsupported, engine versions 4.0.70, and 4.1.40. 




	Action to be Taken

	1. No action is necessary if your virus definitions are at least 4230 and if your scan engine is at least 4.1.60 or better.

2. If you have a W32/Insane.dam detection on your system, the following steps should be taken: 

· Update the scan engine to the current version, 4.1.60, as soon as possible to correct this false detection. 

· Run a FIND FILE to locate any files that were renamed as a result of this false detection. 

1. Click START - Find - Files or Folders... 
or 
Click START - Search - For Files or Folders... 

2. Type *.*.vir and hit ENTER 

3. Remove the .vir from renamed files. 
(ie, EXCEL.EXE.VIR -> EXCEL.EXE) 

Note: 

· Any files that were deleted will need to be restored. 

· Any files that were moved to the \INFECTED folder will need to be renamed and moved back to their original location. 
· *.*.vir files found in the \INFECTED folder may be infected with other viruses. If this is the case, attempting to rename such files will fail. Additional attempts to rename these files are not necessary.

3. If your virus definitions or your scan engine are not up to minimum standards, please contact your IRM to have your system updated with the latest virus definitions and/or scan engine and to perform a complete scan on your machine’s local (C:\) drive.


	Minimum Virus definitions:
	 4.0.4230 

	Minimum Scan engine
	 4.1.60

	Description Added
	 10/16/2002


	How to Update

	To update your DAT definition on your workstation right-click on the blue shield in the tool bar:
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Then select Console from the menu that is brought up:
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This will bring up the VirusScan NT AntiVirus Console.  Highlight Automatic Product Upgrade and then click on the green arrow to start the automated upgrade of your DAT Virus definition and Scan Engine if they are not up to current levels:
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To verify that your machine is running the current DAT perform the following:


Right click on the blue shield in the tool bar
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Select: About from the pull-down menu.

Minimum

The following screen appears:
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VirusScan NT 4.0.3
Coppight © 1933 Network Assosiates nc.

Seral Number EOD0GF25 WUBF
Vius defiions: 404230

Created on: 23 Dctober 2002
Sean engie: 4160

‘Watning:tis compuler programis pratected by copyicht aw and nfemational eatis.
Unsuthorzed reproduction ofdistibutio o this program, ot any potion of i, may resulin

severe civ and ciminal penlties, and wil be prosecuted to the masimum extent passible
under the law.







	For Further Assistance in:

	Update Virus Definitions
	Follow your local procedures and contact your state IT rep and/or the Centralized Help Desk (800) 457-3642

	If you discover the virus on your system
	Contact the Centralized Help Desk (800) 457-3642

	


