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Virus Name:
 W32/Sobig@MM

Discovery Date: 
January 9, 2003
	Aliases 

	I-Worm.Sobig  

W32.Sobig.A@mm 

W32/Sobig   

W32/Sobig-A 

Win32.Sobig 

WORM_SOBIG.A 




	Advisory Revision History:

	Date:
	Description:

	01/11/2003
	Initial Advisory Issued


	
Platform Affected



	Affected Platforms 
	Workstations  

(Windows 2000

(NT 4.0

(XP

(  Servers CCE - Windows 2000

(  PDA’s

	If software is targeted, is it CCE certified Software?  
	 Yes

	What Software is affected?
	Netscape mail
Outlook

	Entry point of infection.
	Email& Shared Network Drives

	Method of Propagation
	Virus installs itself on the victim machine upon execution.


	Overview

	W32/Sobig@MM is a worm that spreads rapidly via e-mail in a message from big@boss.com , which contains the following text: Attached file:.

This worm also spreads through shared network drives, provided that the operating system is in English.

When it infects a computer it sends a message to the following address: pagers.icq.com and connects to a web page in order to download a Trojan.

 


	Impact

	This worm is written in Microsoft Visual C and attempts to spread via network shares and email. The worm contains its own SMTP engine.

Email Propagation
Outgoing messages are formatted as follows:

From: big@boss.com 
Subject: One of the following: 

· Re: Movies 

· Re: Sample 

· Re: Document 

· Re: Here is that sample 

Attachment: 65,536 bytes with one of the following filenames: 

· Movie_0074.mpeg.pif 

· Document003.pif 

· Untitled1.pif 

· Sample.pif 

Email addresses may be harvested from files on the victim machine with the following extensions:

· WAB 

· DBX 

· HTM 

· HTML 

· EML 

· TXT 

Network Propagation
The worm enumerates shares on the network, intending to copy itself to one of the following folders on remote machines:

\WINDOWS\ALL USERS\START MENU\PROGRAMS\STARTUP 

or

\DOCUMENTS AND SETTINGS\ALL USERS\START MENU\PROGRAMS\STARTUP
Top of Page 

Symptoms 
The virus copies itself into the Windows System directory (eg. C:\WINDOWS\SYSTEM) multiple times, using the following filenames:

· Existence of the file WINMGM32.EXE in the Windows directory, file size 65,536 bytes. 

· Existence of the file SNTMLS.DAT in the Windows directory 

· Existence of the file DWN.DAT in the Windows directory 

When run the worm installs itself into the Windows directory as WINMGM32.EXE. Two registry hooks are added to hook system startup, for example:

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run
"WindowsMGM" = C:\WINDOWS\winmgm32.exe 

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run
"WindowsMGM" = C:\WINDOWS\winmgm32.exe 

Email addresses harvested from the local machine are written to the file (confirmed via field reports, not observed in testing):

%WinDir%\SNTMLS.DAT 

The worm retrieves a text file from a remote web server. At the time of writing, this file contained a single URL:

http://www.doesnotexist.com/blah.txt 

If retrieved successfully, this URL is written to the file %WinDir%\DWN.DAT.

Since analysis started, the URL has been updated, and references a remote PE file which the worm subsequently attempts to download. This file is detected as BackDoor-AOT with the 4242 DATs.

The worm contains the string:

· Worm.X



	Action to be Taken

	1. No action is necessary if your virus definitions are at least 4242 and if your scan engine is at least 4.1.60 or better.

2. If you have W32/Sobig@MM detected on your system, the following steps should be taken: 
If running Windows XP, perform these steps:

Disabling the System Restore Utility (Windows XP Users)

1. Right click the My Computer icon on the Desktop and click on Properties.
2. Click on the System Restore tab.
3. Put a check mark next to 'Turn off System Restore’.
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4. Click the 'OK' button.
5. You will be prompted to restart the computer. Click Yes.

6.   Ensure that you are using the minimum DAT (specified above) or higher 

            7.  Close all running applications 

      8.  Disconnect the system from the network 

9. Click Start → Run, type cmd and press the ENTER key.
10. Change to the VirusScan engine directory by typing the following line and press the ENTER key: 

cd /d c:\Program Files\Common Files\Network Associates\VirusScan Engine\4.0.xx
11. Type scan.exe /adl /clean  and press the ENTER key
12. After scanning and removal is complete, reboot the system and reconnect to the network and continue with step 13.
Enabling the System Restore Utility (Windows XP Users)

13.  Right click the My Computer icon on the Desktop and click on Properties.
14.  Click on the System Restore tab.
15. Put a check mark next to 'Turn off System Restore’.
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16.  Click the 'OK' button.
17.  You will be prompted to restart the computer. Click Yes.

If you are running Windows NT 4.0 perform these steps.

1. Ensure that you are using the minimum DAT (specified above) or higher 

2. Close all running applications 

3. Disconnect the system from the network 

4. Click Start → Run, type command and hit ENTER 
5. Change to the VirusScan engine directory: 

cd /d c:\Program Files\Network Associates\VirusScan NT
6. Type scan32.exe /autoscan c:\  and hit ENTER 

7. After scanning and removal is complete, reboot the system and reconnect to the network 



	Minimum Virus definitions:
	4.0.4242

	Minimum Scan engine
	4.1.60

	Description Added
	01/11/2003


	How to Update

	To update your DAT definition on your workstation right-click on the blue shield in the tool bar:
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Then select Console from the menu that is brought up:
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This will bring up the VirusScan NT AntiVirus Console.  Highlight Automatic Product Upgrade and then click on the green arrow to start the automated upgrade of your DAT Virus definition and Scan Engine if they are not up to current levels:
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To verify that your machine is running the current DAT perform the following:


Right click on the blue shield in the tool bar
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Select: About from the pull-down menu.

Minimum

The following screen appears:
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	For Further Assistance in:

	Update Virus Definitions
	Follow your local procedures and contact your state IT rep and/or the Centralized Help Desk (800) 457-3642

	If you discover the virus on your system
	Contact the Centralized Help Desk (800) 457-3642


