	

IO Lab Advisory A2003-02-0046
Virus Notification


Virus Name:
 W32/Lovgate@M

Discovery Date: 
February 23, 2003
	Aliases 

	I-Worm.Supnot.c (AVP)
W32.HLLW.Lovgate.C@mm (NAV)

W32/Lovgate.c@M
WORM_LOVGATE.C (Trend)



	
Platform Affected



	Affected Platforms 
	Workstations  

(Windows 2000

(NT 4.0

(XP

(  Servers CCE - Windows 2000

(  PDA’s

	If software is targeted, is it CCE certified Software?  
	 Yes

	What Software is affected?
	Netscape mail
Outlook

	Entry point of infection.
	Email& Shared Network Drives

	Method of Propagation
	Virus installs itself on the victim machine upon execution.


	Overview

	This is a mailing worm, that also spreads via network shares, and drops a remote-access trojan. The worm has similarities to W32/Plage.worm in that it drops the same files on the victim's machine and the message, which is sent out by the worm. Major difference is that W32/Lovgate family is compiled with MSVC while W32/Plage was created with BorlandC. 


	Impact

	The worm is capable of sending a reply to all new messages found in the user's inbox (Outlook and Outlook Express) by using its own SMTP engine and the server smtp.163.com. It will also attach itself to the message using one of the following names: 

· fun.exe 

· images.exe 

· news_doc.exe 

· s3msong.exe 

· pics.exe 

· billgt.exe 

· midsong.exe 

· PsPGame.exe 

· hamster.exe 

· setup.exe 

· tamagotxi.exe 

· joke.exe 

· docs.exe 

· searchurl.exe 

· card.exe 

· pics.exe 

This kind of message-replying propagation strategy would make this worm spread slower than classic mass-mailers and this is reflected in the '@M' suffix. 

If, for example, you have a message in your INBOX from '???@wherever.com' the worm will reply to the message as follows:

'name' wrote: 
==== 

> Message body 

==== 

 wherever.com account auto-reply: 

  ' I'll try to reply as soon as possible.
  Take a look at the attachment and send me your opinion!' 

      > Get your Free wherever.com account now! <
Aside from replying to messages, under certain conditions the worm may harvest email addresses found within *.HT* files in the %Personal% shell folder. Messages sent to those recipients may appear as follows: 

Subject: Cracks! 
Body: Check our list and mail your requests! 
Attachment: CrkList.exe 
or
Subject: The patch 
Body: I think all will work fine. 
Attachment: Patch.exe 
or
Subject: Last Update 
Body: This is the last cumulative update. 
Attachment: LUPdate.exe 
or
Subject: Do not release 
Body: This is the pack ;) 
Attachment: Pack.exe 
or
Subject: Beta 
Body: Send reply if you want to be official beta tester. 
Attachment: _SetupB.exe 
or
Subject: Help 
Body: I'm going crazy... please try to find the bug! 
Attachment: Source.exe 
or
Subject: Evaluation copy 
Body: Test it 30 days for free. 
Attachment: Setup.exe 
or
Subject: Pr0n! 
Body: Adult content!!! Use with parental advisory. 
Attachment: Sex.exe 
or
Subject: Roms 
Body: Test this ROM! IT ROCKS! 
Attachment: Roms.exe 
or
Subject: Documents 
Body: Send me your comments... 
Attachment: Docs.exe 

Worm Component 
The worm has capabilities of propagating through network shares. It enumerates network shares and copies itself recursively to folders/subfolders, using the following filenames:

· fun.exe 

· images.exe 

· news_doc.exe 

· s3msong.exe 

· pics.exe 

· billgt.exe 

· midsong.exe 

· PsPGame.exe 

· hamster.exe 

· setup.exe 

· tamagotxi.exe 

· joke.exe 

· docs.exe 

· searchurl.exe 

· card.exe 

· pics.exe 

Backdoor Component
The worm drops a trojan component (77,824 bytes) with the following filenames: ILY.DLL, 1.DLL, REG.DLL and TASK.DLL.

The backdoor opens port 10168 on the computer and will send an email notification to the hacker that the computer has been compromised. The following addresses are intended as the notification recipients:

hacker117@163.com
hello_dll@163.com 

Information about the infected machine is also sent to the hacker. This information may include the system password. Detection for the backdoor is included in the 4249 DATs as BackDoor-AQJ.

Symptoms
· Presence of the Registry key values mentioned as above. 

· Presence of the files mentioned as above. 

· Port 10168 open on the victim machine.

Method of infection
The worm propagates via email (it contains its own SMTP engine) and over network shares. It copies itself to folders/subfolders on open shares, and replies to messages in the user inbox. Additionally, it drops a backdoor component (port 10168 is opened on victim machines).

When executed, it copies itself to the %System% folder as:

· WinGate.exe 

· rpcsrv.exe 

· syshelp.exe 

· winrpc.exe 

· WinRpcsrv.exe 

The backdoor component (77,824 bytes) is also dropped to the %System% directory (multiple times with various filenames):

· 1.dll 

· reg.dll 

· ily.dll 

· task.dll 

(Note: %System% is the Windows System folder, which is usually C:\Windows\System on Windows 9x/ME, C:\WINNT\System32 on Windows NT/2000, or C:\Windows\System32 on Windows XP.)
The following Registry keys are added to hook system startup:

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run
"syshelp" = C:\WINDOWS\SYSTEM\syshelp.exe 

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run
"WinGate initialize" = C:\WINDOWS\SYSTEM\WinGate.exe -remoteshell 
A system startup hook is also added for the backdoor component:

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run
"Module Call initialize" = RUNDLL32.EXE reg.dll ondll_reg 
The following Registry key is modified to hook the execution of text files:

HKEY_CLASSES_ROOT\txtfile\shell\open\command
(Default) = "winrpc.exe %1" 
When executed on Windows NT/2000, the worm installs itself as a service, with the display name 'Window Remote Service' (set to run the copy of the worm with the filename WINRPCSRV.EXE). One of the dropped backdoor components (TASK.DLL) is also installed as two services, with the following display names:

1. dll_reg 

2. Windows Management Extension 

The worm also modifies the WIN.INI by adding a 'Run' command as follows:

[windows]
run=rpcsrv.exe



	Action to be Taken

	1. No action is necessary if your virus definitions are at least 4249 and if your scan engine is at least 4.1.60 or better.

2. If you have W32/Lovegate@M detected on your system, the following steps should be taken: 
If running Windows XP, perform these steps:

Disabling the System Restore Utility (Windows XP Users)
1. Right click the My Computer icon on the Desktop and click on Properties.
2. Click on the System Restore tab.
3. Put a check mark next to 'Turn off System Restore’.
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4. Click the 'OK' button.
5. You will be prompted to restart the computer. Click Yes.

6.   Ensure that you are using the minimum DAT (specified above) or higher 

            7.  Close all running applications 

      8.  Disconnect the system from the network 

9. Click Start → Run, type cmd and press the ENTER key.
10. Change to the VirusScan engine directory by typing the following line and press the ENTER key: 

cd /d c:\Program Files\Common Files\Network Associates\VirusScan Engine\4.0.xx
11. Type scan.exe /adl /clean  and press the ENTER key
12. After scanning and removal is complete, reboot the system and reconnect to the network and continue with step 13.
Enabling the System Restore Utility (Windows XP Users)

13.  Right click the My Computer icon on the Desktop and click on Properties.
14.  Click on the System Restore tab.
15.  Uncheck 'Turn off System Restore’.
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16.  Click the 'OK' button.
17.  You will be prompted to restart the computer. Click Yes.

If you are running Windows NT 4.0 perform these steps.

1. Ensure that you are using the minimum DAT (specified above) or higher 

2. Close all running applications 

3. Disconnect the system from the network 

4. Click Start → Run, type command and hit ENTER 
5. Change to the VirusScan engine directory: 

cd /d c:\Program Files\Network Associates\VirusScan NT
6. Type scan32.exe /autoscan c:\  and hit ENTER 

7. After scanning and removal is complete, reboot the system and reconnect to the network 



	Minimum Virus definitions:
	4.0.4249

	Minimum Scan engine
	4.1.60

	Description Added
	2.23.2003


	How to Update

	To update your DAT definition on your workstation right-click on the blue shield in the tool bar:
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Then select Console from the menu that is brought up:
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This will bring up the VirusScan NT AntiVirus Console.  Highlight Automatic Product Upgrade and then click on the green arrow to start the automated upgrade of your DAT Virus definition and Scan Engine if they are not up to current levels:
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To verify that your machine is running the current DAT perform the following:


Right click on the blue shield in the tool bar
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Select: About from the pull-down menu.

Minimum

The following screen appears:
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	For Further Assistance in:

	Update Virus Definitions
	Follow your local procedures and contact your state IT rep and/or the Centralized Help Desk (800) 457-3642

	If you discover the virus on your system
	Contact the Centralized Help Desk (800) 457-3642
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